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nctf{flag_admiaanaaaaaaaaaaa}
WA LA

2505 4
nctf{yougotit_script_now}
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3.SQLEA1

nctf{ni_ye_hui_sql?}
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ntcf{union_select_is_wif}
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nctf{follow_me_to_exploit}
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nctf{photo_can_also_hid3_msg}
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7.php decode
nctf{gzip_base64 hhhhhh}
Fphp X Hevali siecho, HATEIA]
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nctf{javascript_aaencode}
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9.COOKIE
nctf{cookie_is_different_from_session}
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nctf{this_is 302_redirect}
fi Ffiddlerds & A i s 4l S0k R AT

11.md5 collision

nctf{md5_collision_is_easy}
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nctf{this_is_a_fl4g}
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13.GBK Injection

nctf{gbk_3sqli}

WRIESER, FHRENGBK, FEAEsqIZh N E%d5 LR B 2k 4 (\EE AL, 5] I8 F %23 (#)i3 B4 /s T 1R P 25
(EHER# S SO o BUAERIdNT, Boh2,3/515 F]i7~the fourth table. 274, {{iHunion select 1,2,
RIIR B2 — AN 7B, KidEsql: union select 1,table_name from information_schema.tables limit n,1& % %
%, KIimit 43,1°8ctfd3, countiZF &KIANIT . BT 551528 3, A ctf4ry+ /St e
0x63746634, t4ifisql: union select 1,column_name from information_schema.columns where

table_name=0x63746634 limit n, 1% tH 4= &#51 4, KILE — % Aflaghl .

ZEFZERNT, TRHAsql: select flag from ctfd. 528 Fyidisa) WK
id=%d5%27%20union%20select%201,flag%20from%20ctf4%20%23where%20table_name=0x63746634%20Ii

14.bypass again
nctf{php_is_so_cool}
phpH 5K BL A j, == R ALE L f5 25 A S5 Jvtrue, === 158 %% . %11, A3 0et k17 4F
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nctf{bash_history_means_what}

52 # i N 25 7E console T #1U T, 153]1bc29b36f623ba82aaf6724fd3b16718.php, 1 71 L i 3K 15 H 7~ 78 ki 4%
H”, fEresponseftiheader £ Fltip: bash history. & & 47 H % N i.bash_history 3 115 5|zip -r
flagbak.zip, T #i%CHF IR IE A 2flag

gt 77 1.2 % http://www. freebuf.com/sectool/5352.htm
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nctf{use_00_to_jieduan}
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ncti{AD3FBD8D5928693CA499347C91570AEG}
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nctf{bian_liang_fu_gai}

BEVEN, KIpost)i =B M SH, passHithepassword 123, 162 % 48 & W5 & A [FIME B w] 78 v 3K
f3flag
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nctf{follow_your _dream}
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20.SQL Injection

nctf{sqgl_injection_is_interesting}

FEMySQLANFT & LRG| 5, ARIGIFEAG 70 A R I A A 45 Rk [ B e 15 2iflag. 15 € usernameZ HUN\LLFE X
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[Crypto]
1.easy
nctf{this_is_base64_encode}
base64 %, fif# RIA]

2 Keyboard
nctf{areuhack}
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[ Misc])
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nctf{dssdcmiw}
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2.Remove Boyfriend

flag{who_am 1}

T RN, 153flag.py, AT KIS F{flag_is_not_here}, [FNfHHEEE—KE, K EPRIsynt{jub_nz 1}#
fieflag.py+ i{synt_vf_abg_urer}, 15%l{flag who_am 1}, 45— FEIA]

3.MD5

nctf{e9032994dabac08080091151380478a2}
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