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000140B0 |44 65 76 €9 €3 €5 52 47 42 OR 2F 4C €5 €6E €7 74 | DeviceRGE /Lengt
000140C0 | 68 20 31 38 20 30 20 52 OR 2F 46 69 6C 74 €5 72 h 18 0 R /Filter
000140D0 | 20 2F 44 43 54 44 65 €3 6F €4 65 OR 3E 3E OR 73 /DCTDecode >3 s
000140E0 | 74 72 65 €1 €D OA [§F D8 FF EO0 00 10 4A 46 4% 46 | tream Y@ya JFIF
000140F0 00 Ol 01 01 0C 48 00 48 00 00 FF DB 00 43 00 02 BHH v0cC
00014100 01 01 02 01 01 02 02 02 02 02 02 02 02 03 05 03
00014110 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 Q7
00014120 07 08 0% OB 0% 08 08 OR 08 07 07 OR OD OR OA OB
00014130 OC OC OC OC 07 0% OE OF 0D OC OE OB OC OC OC FF ¥
00014140 DB 00 43 01 02 02 02 03 03 03 06 03 03 06 oc 08 U C
00014150 07 08 OC OC OC OC OC OC OC OC OC OC OC OC 0C OC
00014160 | OC OC OC OC OC OC OC OC OC OC OC OC OC OC 0C 0C
00014170 | OC OC OC OC OC OC OC OC OC OC OC OC OC OC 0C 0C
00014180 | OC OC OC OC FF CO 00 11 08 02 88 04 80 03 01 22 Pk g m
00014190 00 02 11 01 03 11 01 FF C4 00 1F 00 00 01 05 01 )
0001410 (01 01 01 €1 01 00 00 00 00 00 OO0 00 00 01 02 03
000141B0 04 05 06 07 08 09 OR OB FF C4 00 BS 10 00 02 01 A 1
000141C0 03 03 02 04 03 05 05 04 04 00 00 01 7D 01 02 03 }
000141D0 |00 04 11 05 12 21 31 41 06 13 51 61 07 22 7i 14 114 Qa "q
B ] B T T R T T M A re Tl Te s s e -~ P A e
R B AL B M ZAEOX198 151 RITH, $R—3R, HERAIEEEBRKKN, U —RGEE2- -
00019620 |00 A2 S8R 28 00 A2 SR 28 00 B2 8L 28 00 A2 BA 28| ¢5( e5( ¢5( ¢5(
00019630 00 &2 SR 28 00 A2 8A 28 00 A2 B8R 28 00 A2 S8R 28  ¢5( ¢35 ¢5( 5|
00019640 00 A2 8A 28 00 A2 8A 28 00 A2 8A 28 00 AZ B8R 28  e¢35( e3( ¢3( ¢3(
00019650 OO0 A2 SR 28 00 A2 8A 28 00 A2 B8R 28 00 A2 S8R 28 e¢5( ¢35 ¢5( 5|
00019660 00 A2 8A 28 00 A2 8A 28 00 A2 8A 28 00 A2 B8R 28  e5( e3( ¢3( ¢3¢
00019670 03 FF D €5 €E €4 73 74 72 €5 €1 €D OA €5 6E €4 | ylendstream end
00019680 | 6F 62 6L OR 31 38 20 30 20 6F 62 6 0OR 32 31 3% obj 18 0 obj 219
00019690 30 31 OR 65 €6E €4 6F €2 6& OR 31 36 20 30 20 6F 01 endokj 16 0 o
000196R0 | 62 6R OB 3C 3C OR 2F 54 7% 70 65 20 2F 50 61 67 ki << /Type /Pag
000196B0 | 65 OR 2F 50 €1 72 65 €E 74 20 33 20 30 20 52 O e /Parent 3 O R
000196C0 | 2F 43 6F 6E 74 €5 6E 74 73 20 31 39 20 30 20 52 /Contents 1% 0O R
00019600 | OR 2F 52 €5 73 €F 75 72 €3 €5 73 20 32 31 20 30 /Resources 21 0
000196E0 | 20 52 OB 2F 41 €E 6E €F 74 73 20 32 32 20 30 20 R /inmocs 22 0
Aannl1arRFNO E? M4 ?F 4 A5 R4 RS RT 47 RF TR OI0OORR IO OFOOINO B /MaediaBay 0O 0
PRAEBRATTHEIX 5 43 SR B H K- -
2333.pdf nonamel
Offset o 1 2 3 4 5 € 7 & & n B C D E F ANSI BSCIT &
00000000 |[§F DS FF EO 00 10 4A 46 49 46 00 Ol 01 Ol OO 48 | §@%a JEIE H
00000010 |00 48 00 00 FF DB 00 43 00 02 01 01 02 01 01 02 H %0 C
00000020 |02 02 02 02 02 02 02 03 05 03 03 03 03 03 06 04
00000030 04 03 05 07 06 07 07 07 06 07 07 08 0% OB 09 OB
00000040 |08 OR 08 07 O7 OR OD OR OA OB OC OC OC OC 07 09
00000050 (OE OF OD OC OE OB OC OC OC FF DB 0C 43 01 02 02 0 C
00000060 02 03 03 03 06 03 03 06 OC 08 07 08 OC OC OC OC
00000070 | OC OC OC OC OC OC OC OC OC OC OC OC OC OC OC oC
00000080 | OC OC OC OC OC OC OC OC OC OC OC OC OC OC OC oC
000000%0 | OC OC OC OC OC OC OC OC OC OC OC OC OC OC FF CO Bk
00000CAD |00 11 08 02 BB 04 80 03 01 22 00 02 11 01 03 11 g m
00C000CBO (01 FF C4 00 1F 00 00 01 05 01 01 01 01 01 01 00 @&
000000CO |00 00 00 00 00 00 00 01 02 03 04 0S5 06 07 08 QB
000000DO | OR OB FF C4 00 BS 10 00 02 01 03 03 02 04 03 05 A n
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. RFCOMM 28 Sent UIH Channel=12
. RFCOMM 1825 Sent UIH Channel=12
. RFCOMM 1825 Sent UIH Channel=12
. RFCOMM 1825 Sent UIH Channel=12
. RFCOMM 1825 Sent UIH Channel=12
. RFCOMM 1825 Sent UIH Channel=12
. RFCOMM 1825 Sent UIH Channel=12
. RFCOMM 952 Sent UIH Channel=12
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% FMeasypcap, IEHEKR TG E Neasy, HEXMHBALEIKE, FAXESEENEMNERBeasy.
HHERTCPH, IRt G HIERTCPR- -

No. Time Source Destination Protocal Length Info
2 0.029197 192.155.81.86 31.98. MarkjUnmark Packet 16046 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 M5S=1460 SACK..
3 0.029275 172.31.98.199 .155.81. - , 7890 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=66420272 TSecr...
4 22722541 172.31.98.199 Ignore/Unignore Packet 7890 [PSH, ACK] Seq=1 Ack=1 Win=29312 Len=1 TSval-66425946 T..
5 22.749416 192.155.81.86 172.31.98.199  Set/Unset Time Reference 6046 [ACK] Seq=1 Ack=2 Win=29056 Len=0 TSval=333640474 TSec...
6 23.723048 172.31.98.199 192.155.81.86  Time Shift... 7890 [PSH, ACK] Seq=2 Ack=1 Win=29312 Len=1 TSval=66426196 T...
7 23.763912 192.155.81.86 172.3198199  packet Comment. 6046 [ACK] Seq=1 Ack=3 Win=29056 Len=0 TSval=333640775 TSec...
8 24.723642 172.31.98.199 1921558186 o 7890 [PSH, ACK] Seq=3 Ack=1 Win=29312 Len=1 TSval=66426446 T..
9 24753844 192.155.81.86 172.31.98.199 6046 [ACK] Seq=1 Ack=4 Win=29056 Len=0 TSval=333641076 TSec...
10 25.724349 172.31.98.199 192.155.81.86  Apply as Filter » |7890 [PSH, ACK] Seq=4 Ack=1 Win=29312 Len=1 TSval=66426606 T...
at 11 2R 7R222A 1072 18R 21 2/ 172 21 QR 100 Prepare a Filter » ANAR [APK] Qan=1 Anlr=K WWin=20NEA T an=N TQual=222RA127A TSar 5 : b
Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bit ~ Conversation Filter v
Ethernet II, Src: ArubaAHe_c9:7d:7a (9c:lc:12:c9:7d:7a), Dst: Inte ~ Colorize Conversation »

Internet Protocol Version 4, Src: 192.155.81.86, Dst: 172.31.98.199

SCTP »

v v v v

Follow TCP Stream

0000 e4b3184bf0c39c1c 12c¢97d7a08004520 <K}z E
0010 003c 000040003406 25c4c09b5156ac1f <@4 % Q
0020 62c7led2b3 defc 98 46dlae97bd12a012 b F

0030 7120c5b500 00 0204 05b4 04 02 08 Oa 13 e2 q -----------

Copy
Protocol Preferences »

Decode As...

0040 d8 7b 03 f57e 2901 03 03 07 ) Show Packet in New Window
@ 7 easycap.pcap Packets: 82 - Displayed: 82 (100.0%) LR Proﬁie: Defil‘.l‘l.-t
RIEHAfag T --
r N
Wireshark - Follow TCP Stream (tcp.stream eq 0) - easycap.pcap @ ® 6

FLAG:385b87afc8671dee07550290d16a8071

SRR R llag. . MR BEREEEERBRERE SN, , KEARH? ? SRS —BEFEEME, WH ALK AR
B, mASRERRE TR EA DR T LT, . . . BRET. . .

o BHZ= M7 imodbus
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2,030 client pkts, 2,030 server pkts, 4,059 tumns.

|Entire conversation (58 kB) = | Show and save data as |ASCII = Stream |ﬂ :|
Find: | | Find Next |

ﬂHelp Filter Out This Stream Print Saveas.. ||  Back | ¥ Close I
| i |

ik, XAMlag B HE P HERZmdbus, R IRK, BT E A0 fimodbus

o HI

BUTH PE AR T8 T, IR St LA T B o
Fid 38 848 R — T flagiit- -

[I |Apply a display filter ... <Ctrl-[> 'I Expression.. +

| Packet bytes  ~ | | Narrow & Wide - Case sensitive String

- [fiag |

Find H Cancel
Protocol Length Info

Ma. Time Source Destination

-

RIEEE BIH —AMlag.png- -

~ Path, Inode: 0x0000000000000001, Rel: "flag.png”
Encoding Version: 0x01
Inode: 0x0000000000000001
~ Relative component: flag.png
Size: 8

| Data: flag.png

0020 ¢180 00 0080810000 00 00 00 00 00 00 00 00 --vrr wveoe £
00bO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -

00cO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 ---vrs =eoe
00d0 01 01 00 00 00 00 00 00 00 08 00 00 00 — |
00e0 PRI 01 00 00 00 00 00 00 00 00 00 00 [FRele- w--er

AALA AR AR AT AR AR AR AA AR AR AA AR AR AR AR AR AA

BEE—TFTCP#L, RA3INMA, 051 SHAKSERA, 3ISWEKMK, MHARYEKPNGE RS- -

o

Wireshark - Follow TCP Stream (tcp.stream eq 2) - 40150e85ac1b4952f1c35c¢2d9103d8a40c7beeS5.pcap @ & @
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JDeyllen-MoconiaD A %, 8wix.lOw4. 7.1 ML..g..xg¥.

w630 L Py{.....Qf2B<<. @]

.Ng=..J>. bl ... Na/l. y4G. GwS. [ <. UA.1Y...
JehA{QV.tU3.eG............TRP..§..v..C..cl+n.. .]1Q8gE.D.

&~aee.-.4H.._t.Q.B....]J{....7>G...])_8.. *TuVt.=V3)...j.f..[. ..x.Mt. . U.}D.L21zB.(KM. -
8t.1.)x ._*Q.y-b

T =
129 client pkts, 8 server p.t';ts, 8 turns.
Entire conversation (2,413 kB) z Show and save dataas ASCII - Stream |E -|
Find: Find Next
EBHelp Filter Out This Stream Print Save a5... Back ¥ Close

HEEXMROEESHEK, METENRTT. 2IARGEIES R, REHAT/AERRESTH, XESWETE.
3| 89594€47 , EETHIKIME, FHRHREAagT--

03030303030303001000212000000000000000000000000000000000000000000000000000000000000000000000
ooofeftfftfffffffff000000000000000000000000010000008261cf490000000000000000ef23484e295a9b2005
07020000000000000002000000000000002a007f0004009{00000000000000000000000000082910000000000000
000000001db4ae26010000001400000025000000542c9d59f06db834000000000000000000000000040410000000

-

nliAnnAnAnAannnnAnELLIHLIEIANANAAAAAATALAAAAARAAAAAARN ATA T AafEL8 0801 ANRAAAAADTAATATSASATIATSATSATATIATA A

82 client pkts, 7 server pkts, 6 turns.

E Entire conversation (2,413 kB) > Show and save data as | Raw v Stream E -
f Find: Find Next
1 EBHelp Filter Qut This Stream Print Save as.. Back ¥ Close
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Ne.3 NTFSEZH BBk S

NTFSHE #5718 B R M Windows NTHAZIKI R, RNTFSEIEM M — M. ENTFSXXMH: R A R FEEENTFSA H iR
i (Alternate Data Streams, fAi#RADS) , ®—AN, #HEEECHRMIEE AR, EXHREBEEED; WIEEXH
WEBTEXMHR T, TEEBERE, XAEECHRHRENTFST BBIER

FAsh, A R R BSER TR NtfsStreamsEditor
BRI T REA mbug, FHAT, ERITEH HELTH:

http://blog.sina.com.cn/s/blog_5f4838d10100dedc.html

HEEHEABURITIT, Mot CHERA O&HER. W T mXiE.

H H f8 :

EB| MR fFMisc150.rar, K/ AA27TKB, HilMEEZ G, REB—Misc150.43fF, K/INA1KB, FTLLEER M
Jio T A B - -

Flag.zip behind me.

TAIAwinrarfEemd P EE,  FRAIFFA6AEH 1 fr & F- -

"C:\Program Files\WinRAR\winRAR.exe" C:\Users\**\Documents\Misc150\Misc150.txt:Flag.zip

{HRenter Ja KB, WABIESE XM, MIRGE. AIVRESKEBETREFMEIBRESE P XNEH, R|T—TF
A2, WF--

"C:\Program Files\WinRAR\winRAR.exe" D:\Misc150\Misc150.txt:Flag.zip

BRI LA B R A S



2% B FNtfsStreamsEditorEE, SHMEHET --

I 15 @=5s ez @ ne

NTESEEE ST e | BIER | E\GO\WJURKTwe\XMan\ 58 — 7 5 B2 B B \Misc\ 1 BT A1) E 48 32 1 \Misc1 50\Misc150.bd Bt W
R R R Al miERER X FEFET)  TEE
Crypto [ Flag.zip E\60\UjURKTwc\XMan\ 35 — Fi ER B2 S B \Misc... 436633 3
. Misc
> - Miscellaneous-300

mysal( =)

[
[
» - | stegol00 — o a = =
L b I E:\60\ujURKTwe\XMan\ 58 — [y 5 8% 7 B \Misc\ il B ) JE 48 32 11 \Misc150\Misc150.bd: Flag.zip
b | AR I AR [0 (EE11R 31403 E . TMECSEncoding) Py
o RESh EETEL
o) WERIESRIT
Y l Misc150 [lGﬁ%‘J]
' | 00 01 02 03 04 05 06 O7 OB 09 OA OB OC OD OE OF 0123456789ABCDEF
I _____________________________________________________________________
00000000] 50 4B 03 04 14 00 00 00 O8 00 6A 59 05 47 89 A5 PK..O..... JY.G..
00000100] BB 8D 3F &F 06 00 35 70 06 00 OD 00 00 00 43 68 ..20..5D...... Ch
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