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M casycap.pcap [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)]

FEle Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

BEXZ GessndpTLIEE QQQ@QE
Filter: ‘kp.stream eq 0 Expression.. Clear Ap
No. Time Source Length Dwestination Protocol Info
2 0.029197 192.155.81. 74 172.31.98.17CP 7890-46046
3 0.029275 172.31.98.1 66 192.155.81. TCP 46046-7890
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M Follow TCP Stream (tcp.stream eq 0)

Stream Content

‘FLAG :385h87afc8671dee07550290d16a8071
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RKRESH (—)
4; it Statistics

Statistics—ipStatistics—ipaddresses

M P Addresses with filter: — O it
Topic / ltem 1 Count = Average 1 Min val 4 Max val 1 Rate (ms) 4 Percent 1 Burst rate 1 Burst start 1
=l IP Addresses 715015 0.7343 100% 10.7600 956.520
I 183.129.152.140 412703 I 0.4238 57.72% 41800 71.910
172.16.61.200 248659 0.2554 34.78%  10.5300 890,415
172.16.61.199 214311 0.2201 29.97% 41100 71.910
172.16.103.1 182690 0.1876 25.55%  10.5300 890,415
172.16.61.206 166370 01709 23.27% 23300 404,847
172.16.101.89 63546 0.0653 8.89% 6.5400 571.940
172.16.60.199 39616 0.0407 5.54% 0.2200 210,963
172.16.60.197 20183 0.0207 2.82% 1.9300 0.32%96
172.16.60.200 16157 0.0166 2.26% 1.0600 84,152
172.16.1.35 6540 0.0067 0.91% 0.2600 256,265
23.251.54.39 6168 0.0063 0.86% 0.0900 385,204
118.166.88.232 4033 0.0041 0.56% 0.0900 488.727
200200 213.203 3742 N.00N3A8 N.52% 01000 287.533 ~
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smtp
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Filter: ‘smtp Expression... Clear Apply Save

Ma. Time Source Length Destination Protocol Info

18888 68.950253 172.16.60.2 7165.54.190.15MTP S: 220 ESMTP READY

19495 69.243333 65.54.190.1 86 172.16.60.25MTP C: EHLO BAY004-0MC1S55.hotmail.com
19498 69.247468 172.16.60.2 201 65.54.190.15MTP S: 250 mail.t3sec.cc Hello BAYO0O04-
19984 £9.569108 65.54.190.1 81172.16.60.25MTP C: MAIL FROM:<xsser@live.cn>
51101 70.197453 172.16.60.2 86 65.54.190.15MTP S: 250 <xsser@live.cn>, Sender ok



wireshark

http.request.method==POST

Filter: | http.request.method==POST » | Expression.. Clear Apply Sawve
MNo. Time Source Destination Protocol Length Info
20 2.684925 192.168.1.1115.231.236HTTP 863 POST /Juser.php?action=login&do=login HTTP/1.1

= HTML Form URL Encoded: application/x-www-form-urlencoded

= Form item: "email" = "flag"
Key: email
value: flag
= Form item: "password" = "ffb7567ald4f4abdffdb54e022f8facd”

Key: passward
value: ffb7567ald4f4abdffdb54e022f8facd

Filter: | hitp ~ | Expression.. Clear Apply Save
MNo. Time Source Destination Protocol Length Info
UL LW JUuLd uuuwy Al L AV UY L L LT L0 L0 o0UT L 2 mToCARCT miIry ..

62 21.039231000 172.16.66.9239.255.25555DP 143 M-SEARCH * HTTP/1.1

63 23.839715000 172.16.66.1239.255.255S55DP 175 M-SEARCH * HTTP/1.1

64 24.040654000 172.16.66.9239.255.255550DP 143 M-SEARCH * HTTP/1.1

233 25.545072000 172.16.66.1172.16.80.1HTTP 375 POST /upload.php HTTP/1.1 (JPEG JFIF image)
260 25.551514000 172.16.80.1172.16.66.1HTTP 1014 HTTP/1.0 500 Internal Server Error (text/html)
265 26.840020000 172.16.66.1239.255.25555DP 175 M-SEARCH * HTTP/1.1
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42 10.091579000 172.16.80.1172.16.66.1HTTP 444 HTTPfl 1 200 OK (text!htm])

43 10. UMWMMMMM

44 10. Uq M Follow TCP Stream (tcp.stream eq 7

|
‘rame 14
‘thernet
Internet
Transmis
Source
Destin
[Strea
[TCP 5

CTamian

-
00 001(
08 010(
10 000(
18 1011
20 010(
28 0101
30 000(
38 0111
40 001(
48 0011
50 0111
58 011(

Stream Content

TR A T AR AL A A | 1 B o W P iR o 1 S G AR R LT =]

aeOthYfVaPBthfABPBQXOf1yafoBAQtnqu4311L511K+Jj?EvWTRR?SHBthedepjkaTGZ
s8VW7793/A/7yuk0b9qjxNYbhI7p75+]/AL7p5c1eZz02T91HvrT3DGphKH24Hu2httd20P /H5pdwn
994xﬂyussP20PDNBPmu]rxjrtDKﬁEJUBtHBZS]PuU+5V406w9mcthKanfRQthBWtBlPZSWqZPj
AADetqPWbOW3877RDs /v76+GZNUh1j87F8m/Zvqg/Hfva/Iskkif79X9X0H+x45+CZ9CTF j9pu380
vPZ6P5d9c/xzfBs468Z 8WFFDW,/FsDw3mpT f?hTQ3HXOP10TrV0626qu2jSgNrkaHJKzBUfE
JXxZYWCR/8509thwe2feuss+y73/9krnt2gP2kbb4s3iFnomlwyaldwlz9zpdnsBuPzv7 7u/yWyv7P
H7LX134VeDNSs9e8cfZ7nXL 2bVNRTSrXZcSTPY/fovvf /v2lemsTvg3PU,/7 cPNx20nLEwhQhz8nx
anxI+L3h?4QWDza5$Uch]fxﬁzEP?g?vaqupE?lhfsEEPithqnith410268m36ubLXSQNdf
9Is9Pg+553+28nz1jfsv/CvRIB/ trxbZwz3T+INRA9OV7 +f7vFx2q1sT98,/Zp5kma9T eulvyvywX]
AlwtCtiuwtw,/8ALH9s3P/PzcT9/Ho/tm5/5+bh] /vAOVeKATZwPW4+rOyT+2rv/n8uv+/9EmqTS,/ Xy
fgngRR?OAIqQOB]chfferyTQ?]5UUe2gx?MK5XxLafwBteLIhX+DZXVVE654fvP?w+22Dx+25
danzFQERh?OPN?fAL59Fw1Up0MTKU5ck+SXJIiN+332v1+VBn1fx1v6h43 S8W+EHOHXmnutP3ea
kiP/AKRbt /f3155Ha+TZ f+W0cTBA3IxWrpdrfRTBAHLCcxyT7CISp4royvyypSsDnxeTfvenlpYiHP
H+U6X4STDbRvGvxwht5tUurzRdIiR86g,/wCBmc/ci/3P/iK9IB/al+AujE6RpuueNLPVr+zulaljmt
4xjd207]ijm12D25c2t9+4nd6v3ms6?Lh21t9pnkto7p]3R3fufPXLfAGFD6pKH]7ﬁgr5h125j5
rRre7D3f8x83,/grR798BfBen/ALOVWYUNW1 Jkv7iEXVB4+z95/sQp,/n7710c/ xwmBPwXVxrxh,/VNM
WOFJrynZN9q3vsSHSPBAT tv2TIXz9%4oMPibxTps1jdX0cIvIBLx74 /40 f/ A0yVm+NvjB4k1zTp
JtWlaNIrR4bTERP3cDo+9K600atkn7/DDfZPm62B]iq08Tjp+9Kb5r8392 3K famyvftHW/quG? /tzT
WOy+tLX+0LW2e5R/tn+wmz7 7691 /27 M998 1fBmgeArLwF4gmlwbhS5NdjE1zbL9tMO3mXMOvz /u
SBBzH5+7143+yj+wlrHxxB8GyeN,/F 17DaS69HB/ZcTjz2Sy89Hmmt /bng3oi f8s /Mevr7UvgveS+P
fF31CllWC3u9aOKDRNMYW!EAIPKGZmdv?+WdP++K!UeEB¥2XDw9vBHP ALT73/2v3nd/xZmwWRzge
w3yzde15f5?a!3pc3+HTodNBE}1vthL4XaP4mt?Wayh11Hz1hm4ePBK4PjAHzRVJ45nyH4V$D

PQ/DsMNMRENZRWI v/ T2IFz+0KK+/p/2TyLn3trén5djPq7 rz9gvcu+X0vp+B/9k= SDN @half-
0 _' _‘ r‘fl |F|

base64# & K

ATFUDAS IRV IOV EAWT T UUT LU T RO WS OITIL rL S P TIRE D A AU O R P U U E TN P VT LU Ui
4X¥/dzOTJHXmI2D2sczt9+4ndBv3msEILb2119pnkto7 pJ3R3/UPXL/AGFDEpKHI70grohiZs|s
rRre7D318X83/gR798BBen/ALOVWYUNWIJKvTIEXVE+295/sQp/n7 7 10c/wm8Pwi\VxrxhAVNM
WOFJrYnZN9g3vsSHEPBAIV2TIXz940+MPIbxT ps1jdX0civIBLx7 4/40fHACYVM+NviB4K1ZTp
Jtw1aNIrR4blERP3cDo+9KE00atkn7DDIZPmE2Bjig08Tjp+9Kb5ra 392 3KIQmvitHW/quGT7/tzT
WOyHLX+0LW2eSR/AN+wmz7|769i/Z7 +Ma98JiBmgeArLwF4gm1WbS5Nd]E1zbLItMO3mXMOvZ/u
S88ZHI+T143+yj+wirHE GyeN/FITDaSE9HB/Zc Tjz2 Sy89Hmmi/ong 3oifés/Mevr7UvgveS+P
fF3IC11WC3u9a0KDRNMYw/SAIPKGZmdv7 +WdP++K/UeESIZXDwavEHP/AITT 3/2v3ndZmWRzge
wjyz5d/i5fsTa/3pc 3+HTodNBE/ivbfGLAXaP4mtTWayh1iHzIhm4ePBKAP/AHZRV]j4STDYHAVD
PQ/DsMnmRENZRWiviT2IFz+OKK+/p/2lyLn3tren5djPq7rz9gveu+X0vp+B/9k=
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File Edit View Options Help
=Xl |
<A_IF_ItHame val=ectni ;7
</WANIPConnection?
<WANIPConnection nextInstance=3 />
<WANPPPConnection instance=1 »
<Enable wvwal=1 />
<DefaultGateway val=18.177 . 144.1 />
<Mame val=pppoe_ethl_d />
_liptime val=A71521 />
<Username val=05%3780357621 /f
<Password val=210826% ;>
<X_TP_IfHame val=ppp8 /> SN @half
<X_TP_L2IfHame wval=etht1 />~~~ ~

[ACTF:#7 4 58 2020]NTF S£ ¥ i

NTFSHE
RNTFSHEA M R —MFME, ENTFSXHRA T, BAXHH T AFEE SN BIER

1 45 R

ntfsstreamseditor

i ntfsstreamseditor.exe

Archive Edit View Help

B 1t Open B Extract

I location:
Name v Size Type Date Modified
SPLUGINSDIR 788.0kB Folder

1 #Hroot cif

Name Type Modified
i EL] 23:34




' flag.rar [read enly]

Archive Edit View Help
B t Open ~ Extract

= Location:
Name Size Type Date Modified
. 293.txt 29 bytes plaintextdo.. 28
499 txt 16 bytes plain text do...

IR #wEE(E) fBR0) EEN) EEIH)

flagRifEixX EBmt, HHEEADS:)

I‘jfm WE @ is

s o . SRR

O L ENTFSH | v| }Q #E =
® B i) | C:\Users\zxh\Desktop\CTF\tmp\fi || |
%’i:é‘—tlﬁﬁﬁﬁﬂﬂ-ﬂlﬁs .
= M iR Fr FoMF) HERE(0-5)
C:\Users\zxh\Desktop\CTFitmp\flag\293.txdt:flag.txt flag.bxt 27 1

fo

o WEE— st — B +/ S <— B e BR<E AN @halfs

4| C1_Users_zxh_Desktop CTF trmp_flag_293.tetHflag.txt -
R RE(E) EEl0) EEN) EEH)
ACTF{AAAds nntfs ffunn?}
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_J d LTC

TiHF  REE
[AutoRun]
Open=autoflag - I (32)

fj==x(e)] #E(H)

=r—(\Y)!

~
1T

BE e B Y w DO ket -t X > OO b <] % @
o Al 1 0E I
Library function [l Begular function [l Instruction Data Unexplored External symbol [l Lumina function
F] Functions window 0 & x T4 View—h B [@]  Hex Viewd A Structures =) Erums = Inports
Eunction name - Ltext:aeqelelc mov ecx, 1llh
text:ee4a1621 mov eax, @CCCCCCCCh
_main .text:0B401826 rep stosd
IE main 0 .text:@e401028 push offset aW 3w
- - .text:8848182D push offset aDProgramFlagTx ; "D:/Program/flag.txt"
IZ' felose ctext:ee4e1832 call _fopen
[7] fputs .text:28481837 add esp, @
IE fsopen ctext:ea4a183A mov [ebp+var_4], eax
— .text:ees4alesn mov eax, [ebptvar_4]
[7] fopen .text:08401848 push  eax ; FILE *
IE chkesp ctext:essa1e41 push offset aFlag29a@vkrlek ; "flag{29a@vkrlek3euldueddyugdy4rawdula}”
- .text:88481846 call fputs Fal=in
[F] start .text:0B40184B add esp, 8 <= )

[RCTF2019]disk

strings

B3| —tk
rctf{unseCure_quick_form4t vo1lume



7-2Pf# B vmdk

Ch\Users\zxh\Desktop\CTRencryptvmdk),
MR R\HE) =ENV) BER) TEM EEH)

o w R i
N 2R U6 S5 B3 He 58

lj’ |° Ch\Users\zxh\Desktop\CTRencrypt.vmdi),

EFR Fuh MIEES R Primary Begin CHS End CHS
D 0.fat 7 340 032 FAT32 1048 576 + 0-32-33 0-254-63
Ch\Users\zxh\Desktop\CTRencryptvmdk),
IHEF) RFE EENV) BEWR) TEM EEH)
=
Py ) wmp R0
E R O E3 B85 B 52
[} |° ChUsers\zxh\Desktop\CTRencryptvmdk),
=t o EES Rt Primary Begin CHS End CHS
D 0.fat 7 340 032 FAT32 1048 576 + D-32-33 0-254-63
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Ll RS A HE) TR, hnEgIETA). .
pi| Eez =
|C:\.leers‘!,th\Desktop‘!.CTF\0.fat v| SEAERTIHRF) r g
R M NFREARIERR) MESTEM... HEREE).
i) BEMEEEE SIS | (o) R
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BE:  C:\Wsers\zxh\Desktop\CTFI0. fat 6.8MB AES =
L G
=iH
» AHOEEE (E:)
70056639 _usele password.txt

ss file for ctf ju
st ignore_itjpg

mj password. ol - 1
R $RE(E) B0 EEB(NV) EEIH)
Password 2: RCTF2019
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Microsoft Windows it
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Winhex->T. B->F] FFHi#%

TIFLE

ERE L |

3 4 5 6 7 8 910 11 12 13 14 15
72 5F 76 30 €C 75 6D 65 7D SF €1 €E €4 nner vOlume} and
72 72 75 70 74 65 64 5F 31 6E 6E €5 72 _corrupted_lnmer
6C 75 6D 65 7D SF 61 6E 64 S5F 63 6F 72  _vOlume} and cor
74 €5 €4 SF 31 6E 6E 65 72 SF 76 30 6C rupted lpner vol
7D 5F 61 6E 64 SF 63 6F 72 72 75 70 74  ume} and_corrupt
31 6E 6E €5 72 SF 76 30 6C 75 €D €5 7D ed lnner vOlume}
64 5F 63 6F 72 72 75 70 74 5 64 5F 31 _and corrupted 1
72 SF 76 30 €C 75 6D 65 7D SF €1 €E €4 nner vOlume} and
72 72 75 70 74 65 64 5F 31 6E 6E €5 72 _corrupted_lnmer
6C 75 €D €5 7D SF 61 GE €4 SF €3 €F 72 _vOlume} and_cor
74 65 64 5F 31 6E 6E 65 72 5F 76 30 €C  rupted lnner wol
7D SF €1 €E €4 SF 63 6F 72 72 75 70 74 ume}_and_corrupt
31 6E 6E 65 72 SF 76 30 6C 75 6D €5 7D ed lnner_vOlume}
€4 SF €3 €F 72 72 75 70 74 €5 €4 SF 31 _and corrupted 1
72 5F 76 30 6C 75 6D 65 7D 5F 61 6E €4 nner vOlume} and
72 72 75 70 74 €5 64 5F 31 6E €E €5 72 _corrupted lmner
6C 75 6D 65 7D SF 61 6E 64 5F 63 6F 72 _vOlume} and cor
74 €5 €4 SF 31 6E 6E 65 72 SF 76 30 €C rupted lnner vol
7D 5F 61 6E 64 SF 63 6F 72 72 75 70 74  ume} and_corrupt
31 6E 6E €5 72 SF 76 30 6C 75 €D €5 7D ed lnner vOlume}
64 S5F 63 6F 72 72 75 70 74 65 64 5F 31 | _andlcokrp®ekclf-

(O I N e 0 Y I O e T IO O e O O s s B s I L )

SE e

_and_corrupted_1nner_v0lume}
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