MediumRSA-writeup

22 /NS 2 2022-03-18 21:10:51 1514 3211 W

B CTE W EEE: (55224 CTF writeup

F 2022-03-18 21:03:53 & X K Aii

WOBCRE B A SO B R 0 &, 1815 CC 4.0 BY-SA MR, 305 MY I J5 S H AN FERZ AN A 1
ARSCEEFE: https://blog.csdn.net/u01367 1216/article/details/123584437

JEAL

S CTF ki

4 5 EE 0T 1
T LS

MediumRSA
RSAJL fiit

AN KREL. p,gil &

QS(TL): ('n— 1MN\e s
BB, ged(e.d(n))= 1 i 1
e i T, (8 PR R IR L AR

ed= 1modd(n)
Hrhe AN, AR .

Kot 2 e min %

1. NECCHE
mediumRSA .rar

TN R SRAG AN S


https://blog.csdn.net/u013671216
https://blog.csdn.net/u013671216/category_11696006.html
https://so.csdn.net/so/search/s.do?q=%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/u013671216/article/details/123584437
https://blog.csdn.net/u013671216/category_11696006.html
https://static2.ichunqiu.com/icq/resources/fileupload/phrackCTF/CRYPTO/mediumRSA.rar

B flagenc 2016/4/29 17:5¢ ENC =zft

I pubkey.pem 2016/4/29 17:19 PEM ={&

Hrh, flag.enc/E N 5 %30, pubkey.pemit/A4H. iEidopenss| T B ] LAz HL A 4H 1

2. fElinux 5 (kali, Ubuntw) #iALL R4

openssl rsa -pubin -text -modulus -in warmup -in pubkey.pem

1221 rsa -pubin -text -modulus -in warmup -in pub
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Result:
status (2) digits number

FF 77 (show) 8792434826..61.77- = 2751278603571348928173285174381581152299 .39 - 31957631681447894987059016419304804123939-
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d (gmpy2.invert(e, phi_n))
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private = rsa.PrivateKey(n, e, d, p, q)
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with ( ,'rb') as f:

print(rsa.decrypt(f.read(), private).decode())
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import gmpy2
import rsa

0xC2636AE5C3D8E43FFB97AB09028F 1AAC6CO0BF6CD3D70EBCA281BFFE97FBE30DD
0x10001

275127860351348928173285174381581152299
319576316814478949870590164193048041239

(p-1)"(a-1)
(gmpy2.invert(e, phi_n))

private = rsa.PrivateKey(n, e, d, p, q)

with ( ,'rb") as f:

print(rsa.decrypt(f.read(), private).decode())
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