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Marvin is plain Jane WriteUp

HTARNFEAMER, HEAWPSE T X &E:

https://stratum0.org/blog/posts/2013/10/26/hack-dot-lu-2013-marvin-is-plain-jane/
http://www.shiyanbar.com/ctf/writeup/6162
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Hey mister super-duper robo-dabster. We need you to tell us, what Marvin is!

What we know:

Marvin is

using brainpool p256r1.

His friend is called meneze or something. Or was it van-stone?

What we heard:
(23372093078317551665216159139784413411806753229249201681647388827754827452856 : 1)
71164450240897430648972143714791734771985061339722673162401654668605658194656
12951693517100633909800921421096074083332346613461419370069191654560064909824
What we need to know:

What Marvin is

BB o Hr

AfrR, HRIEHis friend is called meneze or something. Or was it van-stone?”, B E /R T “van-stone”iX/4Mial. R 2EHM %
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https://blog.csdn.net/qq_40737798
https://blog.csdn.net/qq_40737798/category_8635193.html
https://blog.csdn.net/qq_40737798/category_8644086.html
https://blog.csdn.net/qq_40737798/category_8647339.html
https://blog.csdn.net/qq_40737798/category_8647338.html
https://blog.csdn.net/qq_40737798/category_8693848.html
https://blog.csdn.net/qq_40737798/category_8635193.html
https://blog.csdn.net/qq_40737798/category_8644086.html
https://blog.csdn.net/qq_40737798/category_8647339.html
https://stratum0.org/blog/posts/2013/10/26/hack-dot-lu-2013-marvin-is-plain-jane/
http://www.shiyanbar.com/ctf/writeup/6162
http://www-ti.informatik.uni-tuebingen.de/~reinhard/krypto/English/4.4.en.html

x1 = txt(“Marvin is”)

y1 =71164450240897430648972143714791734771985061339722673162401654668605658194656
y2 =12951693517100633909800921421096074083332346613461419370069191654560064909824
p = OxA9FB57DBA1EEA9BC3E660A909D838D726E3BF623D52620282013481D1F6E5377

A = 0x7D5A0975FC2C3057EEF67530417AFFE7FB8055C126DC5C6CE94A4B44F330B5D9

B = 0xX26DC5C6CE94A4B44F330B5D9BBD77CBF958416295CF7E1CE6BCCDC18FF8C07B6
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2. Menezes-Vanstone 5%

AREZq LR AEA R R LT TRE, AFFE AP, mPRMECNq (KT1606) o BEIXm= (m1, m2) €ZqxZq, K7 AA, 57 AB.
BT

(1. A, B4r5IEHLSA, SBEZg*NHHH, 1HHEPA=SAP, PB = SBP3}AFF;
(2. ATFHESAPB= (x1, y1) . (1)

(3. ATFHEX2=m1x modq,

y2=m2y1 modq.
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(1. BiFHSBPA= (x1, y1) .

(2. BitFHEmM1=X2X1-1modq,

m2 = y2y1-1 modq -

M#EL (2, y2) fRFFRHRZmMT, m2).
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def txt(istr):
return (istr.encode( ),16)

x1 = txt( )

y1 71164450240897430648972143714791734771985061339722673162401654668605658194656

y 2 12951693517100633909800921421096074083332346613461419370069191654560064909824
OxA9FB57DBA1EEASBC3E660A909D838D726E3BF623D52620282013481D1F6E5377
Ox7D5A0975FC2C3057EEF67530417AFFE7FB8055C126DC5C6CE94A4B44F330B5D9
0x26DC5C6CE94A4B44F330B5D9BBD77CBF958416295CF7E1CE6BCCDC18FF8CO7B6

if legendre_symbol(a, p)

return 0
elif a

return 0
elif p

return p
elif p

return



n 2
while legendre_symbol(n, p)
n 1

while True:
t b
m 0
for m in
if t
break
t (t, 2, p)

ifm 0:

return x

gs (g, 2 (r - m
(8s * gs) % p
(x * gs)
(b * g)
m

def legendre_symbol(a, p):

1s (a, (p - 1)/ 2, p)

return -1 if 1s p 1 else 1s

def egcd(a, b):




if a 9:

return (b, 0, 1)
else:

g, ¥y, X = egcd(b % a, a)

return (g, x - (b a) *y,y)

def modinv(a, m):

g, X, y = egcd(a, m)
if g 1:

raise Exception(
else:

return x m

def gety(x):

y modular_sqrt(x**3 A X

y2 = -y%p
return y,y2

def hextotext(nbr):

(nbr)[2:-1]
(s) 20 ==1%
s
return s.decode(

modinv(x1, p)
(yl * x1_inv) p
c2_2 = gety(cl)

(hextotext(y2*modinv(c2_2, p)
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