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Bit Planes Order settings
Alpha []7 []6 []5 [J4 I3 [J2 [J1 []o Extract By ® Row () Column
Red []7 [16 [15 [J4 [13 [J2 [11° k10 Bit Order @ MSBFirst ) LSB First
Green []7 []6 []5 []4 13 [J2 []1 (=0
Bit Plane Order
Blwa[ 17 [16 [15 [14 [13 [J2z [I1 (=0 ® RGB () GRB
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% F outguess T. &

REERPKkali BN TEE, THkaliBAFPETUFER LB E
%: https:/blog.csdn.net/qq_45836474/article/details/104977042
BN T ARS8

clone https://github.com/crorvick/outguess

./configure


https://blog.csdn.net/qq_45836474/article/details/104977042

fER e MR IEE: https:/blog.csdn.net/xuqi7/article/details/63362839/
WA T:

2 -

outguess -k “my secret key” -d flag.txt demo.jpg out.jpg

m#E 2 j5, demo.jpg4 % % outjpg,

flag.txtrb i) A 2 /2 22 B 3B ) 2R v

R -

outguess -k “my secret key” -r out.jpg hidden.txt

REZ)G, % NABAEhidden.txth

F5-steganography T E. i f& F
kali ¥ N\ T £

sudo git clone https://github.com/matthewgao/F5-steganography

java Extract EIFMZ4XEE1E/123.jpg -p &G

R G FFoutput.txt & Fflag

P &

ImageMagick T. £ flgaps T H Bk & 1 H
HH BB EDAIFEIINAR

. sudo vi /etc/apt/sources.list
+ sudo apt-get update
. sudo git clone https://github.com/nemanja-m/gaps.git
. cd gaps
. sudo wget https://bootstrap.pypa.io/get-pip.py
. sudo python3 get-pip.py
. sudo vi /etc/pip.conf
. sudo pip install opencv-python==4.2.0.34
. sudo vi ./requirements.txt
. sudo pip install -r requirements.txt

v sudo apt install python3-tk

12. sudo pip install -e .

sudo apt-get install imagemagick
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shenmotai@kalil: ~/ S /LSB/gaps
XHE(F) ThiE(A) 4Ri8(E) ZEJ(V) &Bi(H)

kali-rolling
kali-rolling

http:

BNFBRGRWT

fhome/shenmotai/ ¥ /LSB/gaps/requirements.txt - Mousepad
XfH(F) #RiE(E) HE=R(S) WME(V) (D) FEIH)
bpencu—pythonzzﬁ.2.ﬁ.3ﬁ
matplotlib=3.0.3

pytest=3.2.1
pillow=6.2.0

BLFEEXFNFNT:

shenmotai@kalil: ~/#E /LSB/gaps
XEHF) hfE(A) fRIB(E) EFB(V) #EEI(H)

[globall

index-url = http://mirrors.aliyun.com/pypi/simpl/
[install]

trusted-host=mirrors.aliyun.com

FESCF R BLATIT B & DA -

montage *jpg -tile 10x12 -geometry 200x100+0+0 out.jpg
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gaps --image=out.jpg --generations=40 --population=120 --size=100
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sudo apt-get install steghide

KEETE % hitp://mww.safe6.cn/article/102
BEE R R HRARSHE R

steghide info 1.jpg

FREUE A BB A ( E )

steghide extract -sf 1.jpg -p %5

1 xR Bla jpg

steghide embed -cf a.jpg -ef 1.txt -p %Y

155 F binwalk >z 44 4 5

kalig #, ~HTR.
S KEEZ: hitps:/Amww.cnblogs.com/jiaxinguoguo/p/7351202.html

sudo binwalk cat.jpg
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https://www.cnblogs.com/jiaxinguoguo/p/7351202.html

o $ sudo binwalk cat.jpg
[sudo] shenmotai MU ZE T :

DECIMAL HEXADECIMAL DESCRIPTION

JPEG image data, JFIF standard 1.01

JPEG image data, JFIF standard 1.01
5351 TIFF image data, big-endian, offset of f
st image directory: 8

RABEHES321M53514Hjpg B A, T REH: b
i Fl ddiy 4

sudo dd if=cat.jpg of=cat-1.jpg skip=5321 bs=1
sudo dd if=cat.jpg of=cat-1.jpg skip=5521 bs=1

B3k (FkEK X ImageMagicHh S R

3
S
S
T

ImageMagick:

s -
* oo Magicy

o R
ﬁ.éF w o

henmotai.gt

1% Fi foremost T L 4} 55
T#:

sudo apt-get install foremost

A
foremost cat.jpg
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