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Time Source Destination Frotocel Lenzth Info
4 5.193298845 192.168.1.13 192.168.1.111 TCP 74 57378+2333 [SYN] Seq=0 Win=292866 ..
5 5.196578242 192.168.1.111 192.168.1.13 TCP 74 2333-57378 [SYN, ACK] Seq=8 Ack=1. —
6 5.196689583 192.168.1.13 192.168.1.111 TCP 66 57378+2333 [ACK] Seg=1 Ack=1 Win=.. |
7 5.199680823 192.168.1.13 192.168.1.111 TCP 145 57370-+2333 [PSH, ACK] Seq=1 Ack=1.. =
8 5.282249651 192.168.1.111 192.168.1.13 TCP 66 2333-57370 [ACK] Seq=1 Ack=80 Win..
9 5.282318224 192.168.1.13 192.168.1.111 TCP 181 57370-+2333 [PSH, ACK] Seq=80 Ack=..
1@ 5.284414677 192.168.1.111 192.168.1.13 TCP 66 2333-57378 [ACK] Seq=1 Ack=115 Wi..
11 5.285558636 192.168.1.13 192.168.1.111 TCP 118 57378-+2333 [PSH, ACK] Seg=115 Ack..
12 5.287653614 192.168.1.111 192.168.1.13 TCP 66 2333-57378 [ACK] Seq=1 Ack=167 Wi..
13 7.231511443 192.168.1.111 192.168.1.13 TCP 78 2333-57370 [PSH, ACK] Seq=1 Ack=1..
14 7.231665926 192.168.1.13 192.168.1.111 TCP 66 57370-2333 [ACK] Seq=167 Ack=5 Wi..
15 7.231756955 192.168.1.13 192.168.1.111 TCP 67 57378+2333 [PSH, ACK] Seq=167 Ack..
16 7.241139989 192.168.1.111 192.168.1.13 TCP 66 2333+57378 [ACK] Seq=5 Ack=168 Wi..
17 7.241222815 192.168.1.13 192.168.1.111 TCP 69 57378+2333 [PSH, ACK] Seq=168 Ack..
18 7.243150615 192.168.1.111 192.168.1.13 TCP 66 2333+57378 [ACK] Seq=5 Ack=171 Wi..
19 7.393595593 192.168.1.13 192.168.1.111 TCP 578 57378-+2333 [PSH, ACK] Seq=171 Ack..
20 7 A?98A9RRT 192 168 1 111 142 168 1 13 TP AR 233357370 [TACK] Sen=5 Ark=RR3 Wi
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bash: cannot set terminal process group (1778): Inappropriate ioctl for
device
bash: no job control in this shell
<test/something/welcome/web/upload_function/upload$ ]ls
11s
Mo command ']ls' found, did you mean:
Command *ils’ from package ‘sleuthkit® (universe)
Command *als’ from package 'atool' (universe)
Command *fls' from package ‘sleuthkit® (universe)
Command *jls® from package 'sleuthkit® (universe)
Command '1s' from package 'coreutils’ (main)
Command 'ols' from package 'speech-tools®' (universe)
Command 'hls' from package 'hfsutils' (main)
Command *bls’ from package 'bacula-sd’' (universe)
Command 'bls' from package 'bareos-tools’' (universe)
]1s: command not found
<test/something/welcome/web/upload_function/upload$ 1s
1s
c2hlbGw=. php
<test/something/welcome/web/upload function/upload$ cd ..
cd ..
<1t/evaltest/something/welcome/web/upload function$ cd ..
cd ..
www@cola: /home /vwroot fdefault/evaltest/something/welcome /web$ cd ..
cd ..
www@cola: /home fvwroot /default/evaltest/something/welcome$ 1s
1s
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cat function.py

#! fusr/bin/env python
# coding:utf-38
__author_ = "Aklis’

from Crypto import Random
from Crypto.Cipher import AES

import sys
import basebd

def decrypt(encrypted, passphrase):
IV = encrypted[:16]
aes = AES.new(passphrase, AES.MODE CBC, IV)
return aes.decrypt(encrypted[16:])

def encrypt(message, passphrase):
IV = message[:16]
length = 16
count = len(message)
padding = length - (count % length)
message = message + \@' * padding
aes = AES.new(passphrase, AES.MODE CBC, IV)
return aes.encrypt(message)
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encrypt(message, passphrase):
IV - message[:16]
length - 16
count - len(message)
padding - length - (count * length)
message - message + "\@" © padding
aes - AES.new(passphrase, AES.MODE _CBC, IV)
aes.encrypt(message)

Iv ' YUFHIKVWEASDGQDH *

message - IV + 'flag is hctf{xx0ooooaooxxxxx}’

len(message)

example - encrypt(message, 'Qg4wdrhhyEwWeaqBF")
example
example - decrypt(example, 'Qg4dwdrhhyEWedqBF")
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flag is hCHF{XXOONXXXXXK}
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<ng/welcome/secret/important_secret/very_important} cat se
cat secrect
Congratulations on your being cheated.<ng/welcome/secret/
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cat flag
mbZoEMrhAOBWWeughjghw3UETt2C+rwpgpbdlRZgfQI3MARBSsZ9g jnz IUKKVIOXhAOKT s /
OXoYVwSuQDjVvglA==<mething/welcome/secret/not_important_secret/trashf 1s
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example - encrypt(message, 'Qg4wdrhhyEWedqBF")
example

example - decrypt(example, “QgadwdrhhyEWedqBF")
example
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example = encrypt(message, 'QgdwdrhhyEWe4qBF")
example

code="mbZoEMrhAOBWWeughjqNw3U6TE2C+rwpgpbdWRZgfQI3MAh@s79qjnziUKkVoeXhAOkI s /OXoYVwSuQDjVvENA==
example - decrypt(code, 'Qg4awdrhhyEWe4qBF")
1

run (ctr+r) || copy = AELEIRE HIlHE, FEAXSATERE
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raceback (most recent call last):

File "code", line 38, in <module>
example = decrypt(code, 'Qg4wdrhhyEWe4qBF')

File "code”, line 15, in decrypt
return aes.decrypt(encrypted[16:])

File "fusr/local/lib/python2.7/dist-packages/Crypto/Cipher/blockalgo.py”, line 295, in decrypt
return self._cipher.decrypt(ciphertext)

falueError: Input strings must be a multiple of 16 in length
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example = encrypt(message, 'Qqg4awdrhhyEWe4qBF")
example

code="mbZoEMrhAOBWWeughjgNw3U6Tt2C+rwpgpbdWRZgQI3MAhBsZ9qjnziUKkVI@XhAOKI s /OXoYVwSuQDjVVgNA==
code-base64.bs4decode(code)
example = decrypt(code, 'QgdwdrhhyEWedqBF")
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