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> union CTYPE type IHDR Ch 4h Fg: Bg:
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C:“Documents and Settings™Administrator>cd
C:~>cd C:NDocuments and Settings\Hdministratnr\ﬁ%ﬁﬁ '*ﬁ%
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chunk IHDR at offset BxB@@@c,. length 13
80@ x 8@ image,. 24-hit RGB,. non—-interlaced
chunk IDAT at offset BxBAA25,. length 10984
zlih: deflated,. 32K window,. default compression
chunk IEMD at offset Bx@2hl15,. length @
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Type: IHDR

Size: 13

CRC : 5412913F

Pos: 33
Type: IDAT
Size: 10980
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Type: [END

Size: 0

CRC : AE426082
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#!/usr/bin/python

from struct import unpack
from binascii import hexlify, unhexlify
import sys, zlib

# Returns [Position, Chunk Size, Chunk Type, Chunk Data, Chunk CRC]
def getChunk(buf, pos):

a =[]

a.append(pos)

size = unpack('!I"', buf[pos:pos+4])[9]

# Chunk Size



.append(buf[pos:pos+4])

Chunk Type
.append(buf[pos+4:pos+8])

Chunk Data
.append(buf[pos+8:pos+8+size])

Chunk CRC
.append(buf[pos+8+size:pos+12+size])
return a

O H o H oo H oo

def printChunk(buf, pos):
print 'Pos : '4str(pos)+'’

print 'Type: ' + str(buf[pos+4:pos+8])

size = unpack('!I', buf[pos:pos+4])[0]

print 'Size: ' + str(size)

#print 'Cont: ' + str(hexlify(buf[pos+8:pos+8+size]))

print 'CRC : ' + str(hexlify(buf[pos+size+8:pos+size+12]).upper())

print

if len(sys.argv)!=2:
print 'Usage: ./this Stegano_PNG'
sys.exit(2)

buf = open(sys.argv[1l]).read()
pos=0

print "PNG Signature: "
pos+=8

+ str(unpack('cccccccc', buf[pos:pos+8]))

chunks = []

for i in range(3):
chunks.append(getChunk(buf, pos))
printChunk(buf, pos)
pos+=unpack('!I',chunks[i][1])[©]+12

decompressed = zlib.decompress(chunks[1][3])
# Decompressed data length = height x (width * 3 + 1)
print "Data length in PNG file : ", len(chunks[1][3])

print "Decompressed data length: ", len(decompressed)
height = unpack('!I", (chunks[@][3][4:8]))[9]
width = unpack('!I', (chunks[@][3][:4]))[@]
blocksize = width * 3 + 1
filterbits = "'
for i in range(@,len(decompressed),blocksize):
bit = unpack('2401c', decompressed[i:i+blocksize])[0]

if bit == '"\x00': filterbits+='0"'
elif bit == '"\x01': filterbits+='1"
else:

print 'Bit is not © or 1... Default is © - MAGIC!'
sys.exit(3)

s = filterbits
endianess_filterbits = [filterbits[i:i+8][::-1] for i in xrange(®, len(filterbits), 8)]

flag = "'
for x in endianess filterbits:



if x=='00000000': break
flag += unhexlify('%x' % int('eb'+str(x), 2))

print 'Flag: ' + flag

BEHBEIZR: flag DrgnS{WhenYouGazeIntoThePNGThePNGAIsoGazezintoYou}
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