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172.17.0.1 - - [03/Nov/2018:02:50:02 +0000] "GET /vulnerabilities/sqli_blind/?id =2&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sqli_blind/?id=1&Submit=Submit" "M
172.17.0.1 - - [03/Nov/2018:02:50:02 +0000] "GET /vulnerabilities/sqli_blind/?id=2&Submit=Submit&DieL=3713 AND 1=1 UNION ALL SELECT 1,NULL,'<script%3Ealert("XSS") </script%3E" table_nar
172.17.0.1 - - [03/Nov/2018:02:50:03 +0000] "GET /vulnerabilities/sqli_blind/?id =2&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sqli_blind/?id=1&Submit=Submit" "M
172.17.0.1 - - [03/Nov/2018:02:50:03 +0000] "GET /vulnerabilities/sqli_blind/?id=2,(..."".(,&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabilities/sqli_blind/?id=1&Submit=Subm
172.17.0.1 - - [03/Nov/2018:02:50:03 +0000] "GET /vulnerabilities/sqli_blind/?id=2'PHtjkC <'"%3EwOmGYB&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabilities/sqli_blind/?id=

172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2) AND 3939=8029 AND (3898=3898&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sc
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2) AND 6355=6355 AND (1179=1179&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001 /vulnerabilities/s¢
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2 AND 1813=7956&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sqli_blind/?id=18&sSul
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2 AND 6355=6355&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sqli_blind/?id=1&Sul
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2 AND 3659=4375-- DKNq&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sqli_blind/?ii
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2 AND 6355=6355-- PEdd&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001 /vulnerabilities/sqli_blind/?id
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2") AND 6927=9421 AND (‘gMkv'="gMkv&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabilitie
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2") AND 6355=6355 AND ('WGPX'="WGPX&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabiliti
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND 8078=8563 AND 'Wfgl'="Wfgl&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabilities/sc
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND 6355=6355 AND 'bOiT'="bOiT&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001 /vulnerabilities/sc
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND 6739=3560 AND 'qUxP'="'qUxP&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabilities/<
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND (SELECT CHR(67)&CHR(65)&CHR(114)&CHR(114) FROM MSysAccessObjects)=CHR(67)&CHR(65)&CHR(114)
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND (SELECT CHR(87)||CHR(107)||CHR(114)||[CHR(109) FROM SYSIBM.SYSDUMMY1)=CHR(87)||CHR(107)||[CHR(11+
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND (SELECT 'SKrh' FROM RDB$DATABASE)="'SKrh' AND 'Jvsf'="Jvsf8Submit=Submit HTTP/1.1" 404 5476 "http:/
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND (SELECT CHAR(81)||CHAR(106)||[CHAR(111)|[CHAR(70) FROM INFORMATION_SCHEMA.SYSTEM_USERS)=CHA
172.17.0.7 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND (SELECT 'tkVk' FROM SYSMASTER:SYSDUAL)="tkVk' AND 'KCxq'="'KCxq&Submit=Submit HTTP/1.1" 404 547
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND (SELECT 'wir)' FROM VERSIONS)="wlir)' AND JTCY'="JTCY&Submit=Submit HTTP/1.1" 404 5476 "http://127.(
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(

172.17.0.7 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND (SELECT CHAR(75)+CHAR(90)+CHAR(102)+CHAR(74))=CHAR(75)+CHAR(90) +CHAR(102)+CHAR(74) AND 'N
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND (SELECT CHAR(75)+CHAR(90)+CHAR(102)+ CHAR(74))=CHAR(121) +CHAR(73) + CHAR(65) + CHAR(117) AND *
172.17.0.7 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND (SELECT Ox515a424a)=0x515a424a AND 'Gtzm'='Gtzm&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.C
172.17.0.1 - - [03/Nov/2018:02:50:04 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND (SELECT Ox515a424a)=0x546e5776 AND 'yzVs'="yzVs&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0."
172.17.0.7 - - [03/Nov/2018:02:50:06 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND 25=25 AND 'PHUU'="PHUU&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001 /vulnerabilities/sqli_
172.17.0.1 - - [03/Nov/2018:02:50:06 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND 25=76 AND 'SYdD'='SYdD&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabilities/sqli_k
172.17.0.1 - - [03/Nov/2018:02:50:06 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND 76=64 AND 'KhRF'='"KhRF&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabilities/sqli_b
172.17.0.1 - - [03/Nov/2018:02:50:06 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND 64=64 AND 'golL'='golL&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sqli_blir
172.17.0.1 - - [03/Nov/2018:02:50:06 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND 76 64 AND 'gaGn'='gaGn&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabilities/sqli_bl
172.17.0.1 - - [03/Nov/2018:02:50:06 +0000] "GET /vulnerabilities/sqli_blind/?id=2" AND 9796=

172.17.0.1 - [03/Nov/20‘|8 02:50:06 +0000] "GET /vulnerabllltles/sqll bI|nd/7|d 2 AND (2759)=2759 AND 'szl' 'szI&Submlt Submm H'I'I'P/1 1" 200 1765 "http: //‘I 27. O 0.1 8001/vuInerabllltles/sqll !

< >

R—ANHEXM, M notepad++iT T EFE, EIRHH T —L&, F AL

[ e TENIN\EEBEE\RES Naccess.log - Notepad-++ - x
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JEAHBRGS | | ol By | % |25 EL MIVETools > Base64 Encode

B acomas, 1ogﬂ‘ Converter > Base64 Encode with paidding

77 AND ORD (MID((SELECT TENULL (CAST (columm type AS CHAR),0xz0 | PPEPOrt ? e e DOl %666c61675E69735E68657265 AND column name=0x666c6167 AND table schema=0x647 ~

AND ORD (MID((SELECT IENULL (CAST (column_type AS CHAR),0x20 .. Base64 Encode by line %666C61675F69735668657265 AND column_name=0x666c6167 AND table schema=0x647
AND ORD (MID((SELECT IENULL (CAST (column_type AS CHAR),0x20 . Base64 Decode R666c61675£69735£68657265 AND column_name=0x666c6167 AND table_schema=0x647
BND ORD (MID((SELECT TFNULL(CAST (column_type AS CHAR),0x20 _ JUHBHsCis. Base64 Decode strict x666c61675£69735E68657265 AND column name=0x666c6167 AND table schema=0x647
AND ORD (MID((SELECT IFNULL(CAST (column type AS CHAR),0x20) FROM INFORMATION SC Bases4 Decode by line x666C61675£69735£68657265 AND column name=0x666c6167 AND table schema=0x64
AND ORD (MID((SELECT IFNULL (CAST (column_type AS CHAR),0x20) FROM INFORMATION_SC R666c61675£69735£68657265 AND column_name=0x666c6167 AND table_schema=0x647
AND ORD (MID((SELECT IFNULL (CAST (column_type AS CHAR),0x20) FROM INFORMATION SC  Quoted-printable Encode x666c61675£69735£68657265 AND column_name=0x666c6167 AND table schema=0x647
END ORD (MID((SELECT IFNULL (CAST (column_type AS CHAR),0x20) FROM INFORMATION SC  Quoted-printable Decode X666C61675£69735£68657265 AND column name=0x666c6167 AND table schema=0x647
AND ORD (MID((SELECT IFNULL (CAST (column_type AS CHAR),0x20) FROM INFORMATION_SC R666c61675£69735£68657265 AND column_name=0x666c6167 AND
END ORD (MID((SELECT IENULL (CAST(column type AS CHAR),0x20) FROM INFORMATION sc . URLERcode %666c61675£69735F68657265 AND column name=0x666c6167 AND
AND ORD (MID((SELECT IFNULL (CAST (column_type AS CHAR),0x20) FROM INFORMATION SC Full URL Encode %666C61675£69735£68657265 AND column_name=0X666C6167 AND
AND ORD (MID((SELECT IENULL (CAST (column_type AS CHAR),0x20) FROM INFORMATION SC  URL Decode R666c61675£69735£68657265 AND column_name=0x666c6167 AND
AND ORD(MID((SELECT IFNULL (CAST (column type AS CHAR),0x20) FROM INFORMATION 5C x666c61675£69735£68657265 AND column name=0x666c6167 AND
BND ORD (MID((SELECT IENULL (CAST (column_type BS CHAR),0x20) FROM INFORMATION SC SAML Decode %666C61675569735£68657265 AND column name=0X666c6167 AND X
AND ORD (MID((SELECT IENULL (CAST (column_type AS CHAR),0x20) FROM INFORMATION SC  About x666061675£69715£68657265 AND colurn name=0x666c6167 AND table schema=0x647
BND ORD (MID( (SELECT IFNULL(CAST(column_type AS CHAR),0x20) FROM INFORMATION SCHEMATCULUMNS WHERE table mame=Ux66 BAND column_name=0x666c6167 AND table schema=0x647
AND ORD (MID((SELECT IFNULL (CAST (columnitype AS CHAR),0x20) FROM INFORMATION SCHEMA.COLUMNS WHERE table name=0x66 AND columninamezﬂxﬁﬁﬁcﬁlﬁ'.! AND tableischemazﬂxt’wﬂ
AND ORD (MID((SELECT IENULL (CAST (column_type AS CHAR),0x20) FROM INFORMATION SCHEMA.COLUMNS WHERE table name=0x66 AND column_name=0x666c6167 AND table_schema=0x647
AND ORD (MID((SELECT IFNULL (CAST (column_type AS CHAR),0x20) FROM INFORMATION SCHEMA.COLUMNS WHERE table name=0x666c61675£f69735£68657265 AND column name=0x666c6167 AND table schema=0x647

ubmit=submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sqli blind/?id=1leSubmit=Submit" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_6) AppleWebKit/537.36 (KHTML, like
BND ORD (MID((SELECT IFNULL (CAST (COUNT (*) AS CHAR),0x20) FROM dvwa.flag is here),1,1))%3ES1 AND 'ceEi'='ceEig&Submit=Submit HTTP/1.1" 404 547€ "http://127.0.0.1:8001/vulnerabiliti sgli
AND ORD (MID((SELECT IFNULL (CAST (COUNT (*) AS CHAR),0x20) FROM dvwa.flag_is here),1,1))%3E48 AND ceEi&Submit=Submit HTTP/1.1" 200 1765 "http: 8 vulnerabilities/sqglj
ORD (MID((SELECT IFNULL (CAST (COUNT (¥) AS CHAR),0x20) FROM dvwa.flag is here),1,1))%3E49 END
(MID( (

(MID( (

BND ceEissSubmit=Submit HTTP/1.1" 404 5476 "http: ‘vulnerabiliti sqli
BND ORD (MID((SELECT IFNULL (CAST (COUNT (*) AS CHAR),0x20) FROM dvwa.flag is here),2,1))%3E51 AND ='ceEisSubmit=Submit HTTP/1.1" 404 5476 “http: vulnerabiliti sqlj
END ORD (MID((SELECT IFNULL (CAST (COUNT (*) AS CHAR),0x20) FROM dvwa.flag_is_here),2,1))%3E48 AND 'ceEi'='ceEi&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabiliti sqgli
BND ORD (MID((SELECT IFNULL (CAST (COUNT (*) AS CHAR),0x20) FROM dvwa.flag is_here),2,1))%3E9 AND 'ceEi'='ceEisSubmit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabilities/sqli

BND ORD (MID((SELECT IEFNULL (CAST(flag AS CHAR),0x20) FROM dvwa. ﬂlaqﬁisihere ORDER BY flag LIMIT 0,1),1,1))%3E€4 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1: EUUl’(
BND ORD (MID((SELECT IFNULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),1,1))%3E96 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/

AND ORD (MID((SELECT IENULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),1,1))%3E112 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:800]
AND ORD(MID((SELECT IENULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),1,1))%3E104 AND 'RCKM ubmit HTTP/1.1" 404 5476 "http://127.0.0.1:800]
AND ORD(MID((SELECT IFNULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),1,1))%3E100 AND 'RCKM ubmit HTTP/1.1" 200 1765 “http://127.0.0.1:800]
AND ORD (MID((SELECT IENULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),1,1))%3E102 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:800]
AND ORD(MID((SELECT IENULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),1,1))%25253E101 AND 'RCKM'='RCKMsSubmit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:
AND ORD (MID((SELECT IFNULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),2,1))%3E96 AND 'RCEM'='RCKM&Submit=Submit HTTE/1.1" 200 1765 "http://127.0.0.1:8001/
AND ORD (MID((SELECT IENULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),2,1))%3E112 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:800]

ubmit HTTP/1.1" 200 1765 "http://127.0.0.1:800]
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AND ORD (MID((SELECT IFNULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is here ORDER BY flag LIMIT 0,1),2,1))%3E104 AND 'RCKM
(MID( (
(MID( (
(MID( (
(MID( (
(MID( (
(MID( (
(MID( (

AND ORD (MID((SELECT IFNULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),2,1))%3E108 AND 'RCKM ubmit HTTP/1.1" 404 5476 “http://127.0.0.1:800]
BND ORD(MID((SELECT IENULL(CAST(flag &S CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),2,1))%3E106 AND 'RCKM ubmit HTTE/1.1" 200 1765 “http://127.0.0.1:800]
AND ORD (MID((SELECT IFNULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),2,1))%3E107 AND 'RCKM'='RCKMgSubmit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001
AND ORD(MID((SELECT IFNULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),3,1))%3E%6 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001;
AND ORD (MID((SELECT IENULL(CAST(flag &S CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),3,1))%3E112 END RCKM&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:800]
AND ORD(MID((SELECT IFNULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is_here ORDER BY flag LIMIT 0,1),3,1))%3E104 AND RCKM&Submit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:800]

69 AND ORD(MID((SELECT IFNULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is here ORDER BY flag LIMIT 0,1),3,1))%3E100 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 404 5476 "http://lZ'J.U.G.l:SGG]‘!
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END ORD (MID{(SELECT TFNULL(CAST (COUNT(*) AS CHAR),0%20) FROM dvwa. flag_is here),2, 1)) %359 AND 'coBi'='ceBisSubmiteSubmit HTTE/1.1% 404 5476 "httpe//127.0.0.1:A001/valnerabilicies/sqli
AND ORD (MID((SELECT IFNULL(CAST (flag AS CHAR),0x20) FROM dvwa.fllag is here ORDER BY flag LIMIT 0,1),1,1))%3E64 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 200 1765 "htt 127.0.0.1:8001
AND ORD (MID((SELECT IFNULL(CAST(flag AS CHAR),0x20) FROM dvwa.flag is | here ORDER BY flag LIMIT 0,1),1,1))%3E96 AND 'RCKM'='RCKM&Submit=Submit HTTE/1.1" 200 1765 " ttp:zzlﬂ.u.a.l.sum
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'='CeEigSubmit=Submit HTTP/1.1" 404 5476 "http://127.0.0.1:8001/vulnerabilities/sqli blind/?id=1sSubmit=Submit" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13 6) AppleWebKit/537.36 (KHT

33 .1,1))%3E€4 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sqli blind/?id=lsSubmit=Submit" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_6) Ap
54 .1,1))23ES6 AND 'RCKM'='RCKM&Submit=Submit HTTE/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sqli blind/?id=lgSubmit=Submit" "Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_13 &) Ap
55 +1,1))%3E112 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 404 5476 H ilitd i 2?id=1&Submit=Submit" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13
.1,1))%3E104 AND 'RCKM CKM&Submit=Submit HTTP/1.1" 404 5476 "http://127. :8001/vulnerabilities/sgli_blind/?id=1sSubmit=Submit" "Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10:13
«1,1))%3E100 AND 'RCEM CKM&Submit=Submit HTTP/1.1" 200 1765 "http://127. :8001/vulnerabilities/sqli blind/?id=16Submit=Submit" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_8§) A
+1,1))%3E102 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 404 5476 "http: :8001/vulnerabilities/sqgli blind/?id=1cSubmit=Submit" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_6) 2
.1,1))%25253E101 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 200 1765 "http: -0.1:8001/vulnerabilities/sqli blind/2id=1gSubmit=Submit" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13_
+2,1))%3E96 AND 'RCKM'='RCKM&Submit=Submit HTTP/1.1" 200 1765 "http://127.0.0.1:8001/vulnerabilities/sqli blind/?id=1&Submit=Submit" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13 6) Ap
S2.1))1%3R112 AND 'ROKM'='RCKM&Submit=Submit HTTRP/1.1" 404 5476 "htrn://127.0.0.1:8001/vnInerabilities/sali blind/?id=1sSubmit=Submit" "Mozi11a/5.0 (Macintosh: Tntel Mac 0S X 10 13 &) A
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flag_is_here ORDER BY flag LIMIT 0,1),1,1))>101 AND ‘RCKM’'='RCKM&Submit=Submit HTTP/1.1" 200 1765

BATTLAE R 2 LIMIT 0,1),1,1))>101 i, REBE—NFHFHIERE—A RELA 200 WigH), XK HIASCIFLRZ 101, A
101+1=102 , ASCIRZN 102 SFRFIAZ T, Fitkflaghi sl — A2 /FEAN o

FIETRE, BATALERBagtF/FE T, MREAHANERBEF T -7

Mi— F A& (python2.7)

import re
import urllib

f = open(
lines = f.readlines()
datas [1]
for line in lines:
t urllib.unquote(line)
if in t and
datas.append(t)

flag ascii {}
for data in datas:
matchObj re.search( r

if matchObj:
key int(matchObj.group(1))

value int(matchObj.group(2))+1
flag ascii[key] value

flag
for value in flag ascii.values():

flag += chr(value)

print flag

———————————————————— G B EUN

f}fﬁ{sqlnqp_15_p0werfuli
B 3% Rflag{sqimdp_15_pOwerful}
nER_2
HwiresharkiT FRER, XHRERR - THRAlagF/FH, BEERR

| [ N e e == e Ll LSS

SEFTE v BE v O ESAIS FH# v |flag

M backdoor++ pcap - X
SR EEE(E) WME(Y) BEG) FEER(C) HT(A) SHS) EIE(Y) FTEEwW) TER((T) FEH)
Am i@ RE Qes=FsEEHaqaqaqiF
WEAETTES -~ Cul-/>
SEFER v| [E Qs / aseiD) v| [ KAXDS (2R v [flas =]
To. Time Source Destination Protocol Lengt Info
2..26.. VMware_c@:00:.. Broadcast ARP 60 Who has 192.168.238.2? Tell 192.168.238.1 ]
2..27..192.168.238.1.. 192.168.238.2 NBNS 110 Refresh NB WORKGROUP<0@>
2..27.. VMware_c@:00:.. Broadcast ARP 60 Who has 192.168.238.2? Tell 192.168.238.1 —
2..28.. VMware_c@:00:.. Broadcast ARP 60 Who has 192.168.238.2? Tell 192.168.238.1
2..29.. VMware_c@:00:.. Broadcast ARP 60 Who has 192.168.238.2? Tell 192.168.238.1 =
r 2..43.. 192.168.238.1.. 123.123.123.123 ICMP 55 Echo (ping) request id=exeeel, seq=8/@, ttl=64 (no response found!) v

[ @eee Aa.. = Differentiated Services Codenoint: Default (@) 2



<

B
Fragment offset: @
Time to live: 64
Protocol:
Header checksum: @x6eff [validation disabled]
[Header checksum status: Unverified]

Source: 192.168.238.138
Destination: 123.123.123.123
> Internet Control Message Protocol

00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)

Total Length: 41
Identification: @x25ab (9643)
Flags: @x4ee8, Don't fragment

= Reserved bit: Not set
.. = Don't fragment: Set
.. = More fragments: Not set

ICMP (1)

@0 5@ 56 f7 5 6a 00 6C 29 3b 39 9a 08 00 45 00
) @@ 29 25 ab 40 @@ 40 01 6e ff ce a8 ee 8a 7b 7b
7b 7b 68 @8 eb ec 08 61 00 80 {{-----
CLECMG: 65 72 65 00 60 00

BRRBESOVRME, £EK, KT JLMRIRBERTE

[ N N e T =]=1

R

=l nol

SHEEFE v BE

v O Eaxls

Fifa

i |flag

| ZoAnLerner LOnLrol mMessdge FroLocol

']

=X

71
0020

[ v ]
& &

J

(v ]
[}
(1]
-
i

s

ee 50 56 f7 f5 6a @@ ec
@0 29 25 ac 4@ ee 48 el
7b 7b 88 ©@ 91 fe @0 01
@0 00 90 @0 @0 o8 B0

M backdoor++.pcap
SHE) F|HEE HEN) BEG) RO STA)

SiT(S) BIEY) FTEW)

29 3b 39 93 98 @0 45 @0
6e fe ¢ a8 ee 8a 7b 7b
LEmElE 66 Q0 90 00 00 o8

TIET =EH)

“PV--j-- )39---E-
%@ n---{{

CCRREREY - -|ZERE

Am @ RE Qes=FeJEaaqar
(N[ AR EE ~ <Ctrl-/>
SHEE v BE v O Esxts FITER v | [flag
No. Time Seurce Destination Protocol Lengt Info
2..27.. VMware c@:0@:.. Broadcast ARP 60 Who has 192.168.238.27 Tell 192.168.238.1
2..28.. VMware c©:00:.. Broadcast ARP 60 Who has 192.168.238.2?7 Tell 192.168.238.1
2..29.. VMware c@:0@:.. Broadcast ARP 60 Who has 192.168.238.2° Tell 192.168.238.1
2..43.. 192.168.238.1.. 123.123.123.123 ICMP 55 Echo (ping) request id=exeeel, seq=0/@, ttl=64 (no resp
2..43.. 192.168.238.1.. 123.123.123.123 ICMP 55 Echo (ping) request id=exeeel, seq=0/@, ttl=64 (no resp
2..43.. 192.168.238.1.. 123.123.123.123 ICMP 55 Echo (ping) request id=ex@eel, seq=0/@, ttl=64 (no resp
0000 00.. = Differentiated Services Codepoint: Default (@)

[
e

T <

Fragment offset: @
Time to live:
Protocol: ICMP (1)
Header checksum: e@xeefd [validation disabled]
[Header checksum status: Unverified]

..00

64

Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 41
Identification: ©x25ad (9645)

v Flags: ex4ee0, Don't fragment

= Reserved bit: Not set

Don't fragment: Set

More fragments: Not set

&
C

1)

[«

00 00 00 PO 00 0@ ©O

Z /R TR, R Eflag, BE—T

flag{lcmp_backdoor_can_transfer-some_infomation}

Source: 192.168.238.138

Destination: 123.123.123.123
> Internet Control Message Protocol
0000 ee 50 56 f7 f5 6a @0 Bc 29 3b 39 9a e8 @0 45 @0 PV::j-+ )39 --E-
0010 @@ 29 25 ad 40 81 6e fd c0 a8 ee 8a 7b 7b - )%-FHE- n---- - {{
0020 7b 7b @3 @@ 8b fe 00 91 00 90 6C 99 @O 00 00 00 {{-+""- R R
AT O —



RER_3
TR E R —Awifi.capcfh, XARWIfiBFA, EBitiE P L% LT 28
flagt&xl: flag{{FEERRRIWIFIZHES)

tips: MEAFIIS, HIADEBMR, XEFSLIERBERTECUS
FIR

1391040**

Goodluck!!

T kali I P84 crunch A2 R 8L s aircrack-ng, SR G
F) A kali B fcrunch3f 4= ik 5 #
cruncir ¥ R: crunch <@ /MK E> <|& KK > [options]

crunch 11 11 -t 1391040%%%% wifi.txt

TR

BANG T
BAKS T
N T,

KBRS

BBEFHSFH, ZJ5HXAFHEBRBEWIi%Y

13910400000
13910400001
13910400002
13910400003
13910400004
1113910400005
13910400006
13910400007
13910400008
13910400009
13910400010
13910400011
13910400012
13910400013
13910400014
1113910400015
13910400016
13910400017
13910400018
13910400019|
13910400020
13910400021
13910400022
13910400023
13910400024
13910400025
13910400026
13910400027
13910400028
13910400029
13910400030
13910400031
13910400032
13910400033
13910400034
13910400035
13910400036
13910400037
13910400038
13910400039
13910400040
13910400041
13910400042
13910400043




dircrack-ng -w wifi.txt wifi.cap

W/ B S B AR

Reading packets, please wait...

Aircrack-ng 1.2 rc4

[eB:00:02] 7688/9999 keys tested (3829.18 k/s)
Time left: @ seconds

AV ENNEN1 3910407686

Master Key : - 4 7D 00 91 9A 9C 44 69
DB EA FF FD

Transient Key : 38 B : D2 @6 : 21 3E
' : 59 E9 7C E4 D4

EE B9 ; 44 6E 3E 09

35 34 CE 96

EAPOL HMAC : A 56 88 A :."I.' () E;B'TBI:: |.§@ e t".rr] cmuyan l]a

MR T &%, flag{13910407686}

TEELELEERE

LR R R
g: o

ST - I )
1 s e Oy G

Mo B

- ]
LR

oo @

=R T - I T T R

0 o om

" ;I o om

mom

m
Bomom



QQO01S70 |1C B2 96 51 92 06 S8 €64 EZ B% LF D9 5B C4 D2 6R | *-Q" Xa&* D[AC)
00001580 BE 01 $7 41 D4 OB 8D 4F C3 F3 9B 49 12 4C 87 11 % -ad ché.I Lt
00001550 |12 4R 64 1E 58 21 DD OE 38 41 40 1lE B7 A3 69 56 Jd "'B 8nA -E£iV

O00015A0 | 1A 26 SF 15 86 81 &7 05 6D SC 43 0% OC 28 15 47 | &% t'g =L (G
00001SE0 (A% E3 BE 79 27 A% 35 TE 8A 28 00 A2 SR 28 00 A2  ehwy'es-3( «3( ¢
GOO015C0 SR 285 00 A2 BA 28 00 A2 B8R 28 00 AC 3F 1B D9 41 5 <5( «5( =7 Oa
00001SD0 (A% F8 37 5D B3 BE BA 6B 5B 79 EC &7 &D ET 5S4 DC | "e7)%s.k(vig ¢IU
00001SEQ | €2 06 36 1B CO EE 57 AE FA OA 28 A0 OF SF BC 2D b & AfW d ( -
0000LSE0 | FO EB SA FL OF 8A B4 SF 15 AS 50 BO 2B 4B 1A 72 823 ¥°_ ¥ %« z
00001600 |05 &8 FC RS 2E R4 5B BS 7B 52 EL BO 7E 40 D2 26  hi€.m[.{"4*~@ds

00001610 |71 F3 18 D4 2D 7D 3B 45 14 00 51 45 14 00 57 SE g6 &-};E GE W%
00001620 DA 78 3A 2D OF E2 C3 EB FA 54 OD OD BE AF 03 RS Ox:- &hest »~ ¥
Go001630 |ET 95 1E ES5 33 OF 98 97 FE EE ED AR 43 72 01 57 | g+ 43 ~=piiscr W
00001840 | 1D &4 06 B8R 28 03 DO RS A2 8A 00 28 A2 52 00 28 d ¥ B el (eF (
00001650 |AZ SR 00 FF 26 23 31 30 37 3B 26 23 31 30 31 3B <5 ye#107;6#101;
Qo001660 26 23 31 32 31 3B 26 22 31 32 33 3B 26 23 31 32 cdi12lyedlad;eilz
00001670 |31 3B 26 23 31 31 31 3B 26 23 31 31 37 3B 26 23 | 1;6#111:&P117;5#
OO001EE0 33 32 3B 26 23 39 37 3B 26 23 31 31 34 3B 26 23 32;&#97;cfll4ced
QOOOLES0 |31 30 31 3B 26 23 33 32 3B 26 23 31 31 34 3B 26 101;c#32:5f114:¢
000016A0 |23 31 30 35 3B 26 23 31 30 33 3B 26 23 31 30 34 #105;8#103;&§104
00001€B0 | 3B 26 23 31 31 3¢ 3B 26 23 31 32 25 3E DF D2 T YL SR b
| drte T g b 100

REETER, FALRRBTER T —REXHELGEK AN, R — gD
FECTFEL THE, FMAMBIAEZK—T, EhtmigisEKE T flag

HTML4%8S3

htmil

GH10T &W101 &H121 . &0123 GH121 BH111 ¥11T GHIZ BHOT &H114 &#101 &H32 &H114 &#105:&H103 64104 &H116:44125;

key {you are right}

key{you are right}

BAkRE_2

L\

FHwinhexdT 7T, ZBHT, SRR -TEREREAflagkits, BHKE

#1%82.png |

Offset [ 0 1 2 3 4 5 6 7 8 % A B C D E F ANSI ASCII
00000000 |89 50 4E 47 OD OA 1A OA 00 00 00 OD 49 48 44 52 KFNG THDR
00000010 00 00 O1 F4 00 00 02 A4 08 06 00 00 00 CB DE DF & = E68

00000020 |8A 00 OO 00 0% 70 48 5% 73 00 00 12 74 00 00 12 3 pHYs T


http://ctf.ssleye.com/

HUERBRT %,

REBHTER
BET—THMET

BREMWNH—T

00000030 |74 01 DE 66 1F 78 00
00000040 6F 74 &F 73 &8 &F 70
00000050 | €% €C €5 00 00 78 DA
00000060 | F7 €5 OF 56 42 D8 FO
00000070 | C8 10 59 A2 10 92 00
00000080 |56 149 15 11 8C 48 55
Q0000090 28 B8 &7 41 BA 8B 5A
000000A0 | 7D 7A EF ED ED FB D7
000000BO |OF 80 11 12 26 81 E6
000000C0O | 1F 8F 4F 48 C4 C9 BD
Q0QQOQD0D | CB C2 €7 05 C5 00 00
QO0000ED 01 AF &F 00 02 00O 70
000000F0 | 50 26 57 00 20 51 00
00000100 8 2E 54 C8 14 00 C8
00000110 |00 00 &C 79 7C 42 22
00000120 |00 D& AS 83 DC 17 00
00000130 99 28 47 29 02 40 BB
00000140 |00 AO AC 40 22 2E 04
00000150 |80 BD 0S5 00 76 BE 58
00000160 | CC 00 20 38 02 00 43
00000170 | D2 BF EO AS S5F 70 85
000001ED 48 D2 33 14 B8 95 DO
00000190 |€C Bl 42 61 17 29 10
00000LAD |48 E7 03 4C CE 0OC 00
000001B0 | E7 E6€ E4 E1l E6 66 E7
000001C0 |22 3E 21 Fl DF FE BC
Q00001D0 SF ES ES Dé 03 70 C7
00QO00lEQ | S€ 00 €8 DF F9 SD 33
QOQQODLFD 79 38 FC 40 lE SE Al
00000200 |25 62 Al BD 30 E3 8B
00000210 | FC 40 1lE FE DB 7A FO
Q0000220 FD 71 €1 6E 76 AE 52
00000230 |23 FE C7 85 7F FD BE
Q0000240 Fl1 58 89 B8 50 22 4D
00000250 |E2 12 E9 7F 32 F1 1F
00000260 |4F CO 4E Bé 07 BS C
Q0000270 D2 76 00 40 T7E F3 2D
00000280 |79 F7 00 00 53 BF F9
00000290 00 00 BC E8 18 5C ASB
000002A0 |81 2A BO 41 07 OC C1
000002B0 |17 02 61 06 44 40 0OC
Q00002C0o ORA Al 18 96& 41 19 54
00000ZD0 |11 SA E1 10 B4 Cl1 31
Q0000D2ED 17 06 &0 18 SE C2 18
000002F0 |21 3A 88 11 62 S8E D8
8 34 %2 80 A4 20 E®
AG A% &N Ef A8 3%

W ElkaliFT FF,

ERY

89 50 4E 47PE 3k pngf K1, 3

3

MRBHRT RS,

00 OA 4D &85
20 49 43 43
8D 53 77 58
Bl 97 &C &
61 84 10 12
C 82 D5 OA
8B 55 5C 38
FE BC E7 SC
A2 €A 00 39
80 02 15 48
FO 03 78 78
D5 2E 24 12
E0 22 12 E7
18 00 BO 53
00 AA OD 00
D8 A2 1C AS
00 &0 55 81
C AE 01 80
50 OF 40 &0
1E 13 CD 03
8 g 01 00
1A 7T F2 FO
66 0% E4 22
00 1A F9 D1
&6C EF F4 CS
BC 02 04 00
01 BO 75 BF
DE 0% AOD 5A
50 C8& 3C 1D
3E FF 33 E1
00 71 %A 40
E E7 CB 04
29 Dl E2 34
CT 79 B9 52
%6 FD 09 53
6C CO0 TE EE
8c 1a 0B 91
BF 40 2B 01
94 17 4C Cé
14 AC CO OE
24 C0 3C 10
CDO 3A DE D4
38 0D E7 EO
BC 86 09 04
22 CE 08 17
88 14 51 22
=3 2™ T3 14

Could not load image "8 2.png".

Fatal emor reading PNG mage file: IHDR: CRC emor
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89 50 4E 47 &I

00 00 00 OD #tFAIHDRk K 413
49 48 44 52 HDRFFR

00 00 01 F4 B & %

0000 01 A4 BEHI=

=3 EvA

CB D6 DF 8 ANCRCK I

FEBEPNGI AR, IHDRJGHE K \AF TR miE, XUREREFNE R HEmEBs T
KREANERESER—HEE

Offset 0 1 a8 B9 B 3 A 0 D K3 ANSI ASCII

2 3
00000000 89 SO 4E 47 OD OA 1A @&, 00 00 00 OD 49 48 44 52 %ENG IHDR
00000010 (00 00 01 F4 00 00 01{F4 Joe 06 00 00 00 CB Dé DF & 8 (o]

00000020 8A 00 00 00 09 70 48 ¥¥ 73 00 00 12 74 00 00 12 § pHYs t
00000030 |74 01 DE 66 1F 78 00 00 OA 4D 69 43 43 50 50 68 t© Pf x MiCCPFh
00000040 6F 74 6F 73 €8 6F 70 20 49 43 43 20 70 72 6F 66 | otoshop ICC prof
00000050 69 6C 65 00 00 78 DA 9D 53 77 58 93 F7 16 3E DF | ile x0 SwX™: >8
00000060 F7 65 OF 56 42 D8 FO B1 97 6C 81 00 22 23 AC 08 <e VBE&i-1 "§-
00000070 ' C8 10 59 A2 10 92 00 61 84 10 12 40 C5 85 88 OA E Ye¢ ’ a, @A.-
00000080 56 14 15 11 9C 48 55 C4 82 D5 OA 48 9D 88 E2 AO | ¥V ecBUL.E 5 &

L\

BUGKU{a1e5aSA}

BUGKU{a1e5aSA}

EAKS 3
WC, XA R FRATYN R URFE (1) B bR 4
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N
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.{m TS

s
[ ]

—FEAEAwinhexiTH, MZRflagFfrs, ®AKRD, HBlkali BITH, BITH, WHREBHRES, fEkaliE HbinwalkizE— T E
A
esKtop# £ -Jpg

DECIMAL HEXADECIMAL DESCRIPTION

JPEG 1mage data, EXIF standard
TIFF image data, big-endian, offset of first ima
directory: 8
13017 0x32D9 Unix path: /www.w3.0rg/1999/02/22-rdf-syntax-ns#"
<rdf:Description rdf:about="" xmlns:photoshop="http://ns.adobe.com/photoshop/1.
0/" xmlns
158792 0x206C48 JPEG 1mage data, JFIF standard 1.02
158822 0x26C66 TIFF image data, big-endian, offset of first image
directory: 8
159124 0x26D94 JPEG image data, JFIF standard 1.02
162196 0x27994 JPEG image data, JFIF standard 1.02
164186 0x2815A Unix path: /www.w3.0rg/1999/02/22-rdf-syntax-ns#">
<rdf:Description rdf:about="" xmlns:dc="http://purl.org/dc/elements/1.1/" xmlns
:Xap="htt
168370 0x291B2 Copyright string: "Copyright (c) 1998 Hewlett-Pack
ard Company" blog in.net/memuy

¢ > || 4 Desktop output | jpg * Ql=|| =

2 Home 00000000, 00000310,
B Deter (] ipg gl
) Documents
D Downloads
7 Music

£1 Pictures

9 Videos

@ Trash
falgINSCTF_e6532a34928a3d1dadd0b049d5a3cc57}

+ Other Locations



falg{NSCTF_e6532a34928a3d1dadd0b049d5a3cc57}

BAkS_4

Feifwinhex®, ®HHKEIflag, kalifTH, KEBHER, binwalks#r, BARBCH, BEREI—/HF KT HEzsteg

F*FzstogTEFEXE


https://www.anquanke.com/post/id/189154

fpl,RBBBE\""
"ZmxhZ3s1NDJImY iQzM2YBYzhlYmYwMmY30GUWZ j ABMz ZKMmU3NnB="

DTUEUEUGTUDTDUEfggwyy"
$TTETUEEEVgETTTEEfggwvy"

g.csdn.net/memuyanga

T W . Mo 7L
@  basebd =FM ultB(unicodedmER)
£ 42fb433f 48 BelH043d2e

flag{542fb433f4c8ebf02f78e0f0436d2e76}



hitps://blog.csil

Seffwinhex ® , ?ﬁﬁi‘?ﬂﬂg, kaIiiFT, ?Q_ﬁﬂ%ﬂﬂlﬁ%} binwalk 77, &A kS, #E Fzstog TR H—TF

"»"DDDDDDDDDDDDY \"DDDDDDDDDDDD*LD"™

og.csan.nevmemuyanc
~/Desktop/tpyx_4_24# . s Eﬁ

gwxf{you_say_chick_beautiful?}

XA RRAE SR, RIOVBEIXNMRERE KE, RAIHStegSolvedT I, REFEFE-LWKE ), 5 H StegSolvedTFF XA
RENE R, —BEf4A ABEEE 2lflag



|£] StegSolve 1.3 by Caesum
File | Analyse | Help

Randq File Format

| Data Extract

Stereogram Solver E .
%

Frame Browser

Image Combiner

Frame : 7 of 66

< > Save

1=
File Analyse Help
Red plane 2

; :_;
flag{49bdbe-abfe-472-9f66-a533331e6}

< >

flag{49bdbe-abfe-472-9f66-a533331e6}




RBAREPANAH, WAFRBEERELDNERCRART, BEE—T
AT TR, SRABEAWA AR EELRE, BWE A E R RRIRIEG
Mo AR — R, ERBEBMKEG, B

&) ARCHPR 4.54 - 13% - X
File Recovery Help
. R I&a g ¥ @ o 0

Open Start | Benchmark Purchase Help About Quit
Encrypted Z[P,RARIACEIARJ-ﬁe Type of attack

|C :\Users\DELL \Downloads'\money. zip | Dictionary v
Range Length Dictionary plain-text Auto-save Options Advanced

Dictionary options

Dictionary file path:

C:\phpStudy \PHPTutorial \WWW \superdic4. txt ﬂ - Startline # 0 '@

Advanced Archive Password Recovery statistics:

Total passwords 15,398
Total time 32ms

Average speed (passwords per second) |481, 187
Password for this file 00015398

Password in HEX 35333938

i Save... ¥ o«

fR#Fmoney.zip, FITHBRMEB M, EXHRERESS, B

C
T
C
il

) )

JEE S R A AR



Crypto | Image mUnZup"'

2L %
£5 K

I a

BOY1111

fE B B A — M mp3HISCtE, XBEIEM, MM T AMP3Stego

fEcmd A T, %decode.exe?ﬁi&_%‘ifsﬁ, ZEEERMNESBA— M, BlZbase644iiy, EXEMEG— TEIA]

o . WHHF) SAR(E) MESU0) EE(V) SEH) BN kSIS AUUCTE Bl neerll
11d not find Yadieae bW8jdGZ711 Mxbmdsh19EMGjfQ==
—_—— i
) WA - o i
Nensa-
L 4 i3
ShE T eFEicR
L S

Wiy, B1A 100%  Windows (CRLF) UTF-8

L]
B 3Dt
& Autodesk 360
B Desktop
B o=
= BR

8 singledog.mp3

b¥93dGZTI LMy bad:N1SENGe jiQ=

=HEE  utfS(unicodeBES)

E== basesd

nmoctf {#51ngl3_DOg#}

moctf{#S1ngl3_DOg#}



HTHRE_3

B, BSeHaudacitydTIF, BEEEHE, RABEF—HTA LT
0
5

BOKJE R BLJE T X — BRACIKAE
0. 2580 40. 2585 40. 2590 40. 2595 40. 2600 40. 2605

hitps://blog.csdn.net/memuyanat

BBE LT R, TR0, BE TR —H1FRE, 8f—H KB+t HHasciiid £ #
BA—A—AMEERE K, BETHR, HEHET, BAME, XURNE—T BB E

HEHRE 4
FHAudacityZR N Z A SCHE, EEE Y E
=) EGB: sound - o X

mmmammmﬂm&[i@mm:mm )

I3/ 8% & 4 s eedsmal - -2 5 &

Sl L | e e e e

ey Y o D N G Ve LV ey

© MME | U, BEFUSF (3- Reahtek High Def | 2 (e e ~ ) FEMEE (3- Realtek High Definit v
3.0 4.0 5.0 6.0 7.0 8.0

flag{e5353bb7b57578bd4da1c898a8e0d767}

HEHRE_S



B MR 2silenteye, M THEITH, % —TuifE2 I flag

&
EE(G) * ASEFR > llg > BERGEE > SHBES S5
= Bk o -
B Decode message: G/ASETE/Ig/BREEE /RS 5/51H: sil... 4 * © Play | O stop |

Media's encoding format : |WAVE =| @ i
Options |
Sound quality: 93.75% |normal | Advanced
Used channels: [2 channels =] .
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0 Could not load image “flag.png”.
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