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#mkdir /media/cdrom

#mount /dev/cdrom /media/cdrom

# cd /etc/yum.repos.d

#mkdir bak

#lI

#mv CentOS-base.repo CentOS-Debuginfo.repo CentOS-Vault.repo bak

#gedit CentOS-Media.repo
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#yum clean all
#yum makecache
—. EriMgEe
#gedit /etc/udev/rules.d/70-persistent-net.rules
(AT =AW =5 B EE 1 eth3UAeth0 BAE Y E ik B ) T k)
#gedit /etc/sysconfig/network-scripts/ifcfg-ethO
(HEDHCP# AstaticF H i mipkbdk, FM#R, M)
w: IPADDR=192.168.0.10
NETMASK=255.255.255.0
GATEWAY=192.168.0.254
TFR¥ R :
#gedit /etc/sysctl.conf
(net.ipv4.ip forward=0+ 0% A1)
#sysctl -p
#service iptables stop
=+ MY E M web
FRM I, RJEAESMA 5K BT KR IAT -
Sh M
[root@lyyyum.repos.dJ# iptables -A INPUT -i eth1 -p tcp --dport 80 -j ACCEPT
[root@lyyyum.repos.dJ# iptables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
[root@lyyyum.repos.dJ# iptables -A OUTPUT -p tcp --sport 80 -j ACCEPT
iptables -A FORWARD -d202.3.4.10/32 -i ethO -o eth1 -p tcp -m tcp --dport 80 -j ACCEPT
iptables -A FORWARD -s202.3.4.10/32 -m state --state RELATED,ESTABLISHED -j ACCEPT
9. Bik3%3——SNAT1
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#iptables —t nat —A POSTROUTING —s 192.168.0.0/24 —o eth1—-j MASQUERADE
MASQUERADE:#) &ttt fh %%, R IEHE 1M F L IPR B # 05 1P
T, #FvncmBERH



1. Vnec-server: Z#yum,
#yum installtigervnc-server —y
#vncserver [/(E—THM, CEREFHN— T EZTENSRIER2))
#iptables-save //ZFE HLN
#iptables —IINPUT —p tcp —m state —state NEW —m tcp —dport 5801 —j ACCEPT
#iptables —IINPUT —p tcp —m state —state NEW —m tcp —dport 5901 —j ACCEPT
T T
#iptables-save //ZFE N
1. vnc-client: ZZyum
#yum install tigervnc —y
RIE EER Us TR T
N~ nfsiRFH/HER
1. KEip, WEMF. AMuiH:
WG Rk 4%, BRNCE R,

gedit /etc/udev/rules. d/70-persistent-net. rules
gedit /etc/sysconfig/network-scripts/ifcfg-etho
shutdown -r now

ping 182. 168.0.9

mkdir /tmp/testl /tmp/test2

11 /tmp

touch /tmp/testl/al

touch /tmp/test2/bl

chmod at+x /tmp/testl

10 gedit /etc/export

11 gedit /etc/exports

12 cat /etc/exports

13 gedit

14 gedit /etc/sysconfig/nfs

15 service nfs start

16 history

el eV ho—a eExiu H

0ol =@M b= LB =

-] exports 3

/tmp/testl 192.168.0.0/24(rw,sync)
/tmp/test2 192.168.0.9|(rw,sync)

# letc/sysconfig/nfs ({4 (875 32803 32769 892) i i #M

[ root@localhost EM®1# showmount -e localhost
Export list for localhost

Jtmp/test? 192 168. 0.8

Atmp/testl 152, 168, 0, sz-“-l



6) BEINFS

[ rootelocalhost /l= service rpcbind start
[ rootelocalhost /1= service nfs start

2 &) NFS % - (&2
> H NFS Bl @ (845 ]
&2 % NFS mountd: (&8 ]
&1 NFS Fis . 1= oy
IEf E & RPC idmapd: Fel 5
BIRBTA RS )3

Rpcinfo p

Nfs 52049 portmapper;111
3. Bk HEEC B A
E R KR

Iptables—| INPUT —s 192.168.0.0/24 —p tcp —m multiport —dports 111,2049,875.892,32803 —jACCEPT
Iptables—| INPUT —s 192.168.0.0/24 —p udp —m multiport —dports 111,2049,875,892,32803 —jACCEPT

THEHERE—TFik#%, service Iptables save 2R/5E 3: service Iptables restart

4. Client-9:

showmount -e 192, 168. 0, 99

mkdir /home/testl Shome/test2

mount -t nfs 182, 163, 0. 5%: ftep/nfs-testl ShomeStestl
mount -1 nfs 182, 163, 0. 9%: ftep/nfs-test2 ShomeStest2
11 /home/testl

11 /home/test2

touch Simp/nfs-testl/az
touch /home/testl/ a2
mount -t nfs 192, 163. 0. 88 /tep/nfs-testl homeStestl

-l e i - A A SR R R

fEnfs-test1G@ — a2 3, TEnfsik %5288 v] UG F
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[zooatllyy ~]# yum install squid -y ST agaid

[zoasilyy ~1%# gediz /ets/sguid/sguid.conf  //iEAsquidBiCEEid

N T fFaT:

*squid.conf (jetc/squid) - gedit
MHOF) SE(E) EWRO0 MERGS) TAM 30Ei0) WRh(H)

Bur v Qa7 o GEm & AN
*squid.conf ¥ |
# 1
# Recommended minimum configuration:
#

acl manager proto cache object
acl localhost src 127.8.8.1/32 ::1
acl to localhost dst 127.6.8.8/8 6.8.0.6/32 ::1

# Example rule allowing access from your local networks.
# Adapt to list your (internal) IP networks from where browsing
# should be allowed

bcl localnet src 192.168.0.8/24 |

[
isible hostname lyy —
t ' F 4

) e =

JA Bisquidfik 55 88 H AN IR A7 H %

[root@lyy ~J# service squid start  //j& Zlsquid i 55
[root@lyy ~J# squid -z //HIMELEFH

JHUAT 3128% 1
[root@lyy ~]# iptables -I INPUT -p tcp -m state --state NEW -m tcp --dport 3128 -j ACCEPT
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J\. DHCPHk % #

ZEEUN: —a8HRSE, — RIS ECHNE, 55— &5 EERIP
EAMRERAUT, 2/EHEZ 7 HlipkE X% & NDHCP
ZHDHCPAR % yum install dhep —y

FEACE KIS
E dhcpd.conf (fetc/dhcp) - gedit
MHHF) REE) EEO MEGS) TR 30D RRKH)
Buar v Q8 | & . X

=1
dhcpd.conf 3

DHCP Server Configuration file.
see fusr/sharefdoc/dhcp*/dhcpd.conf.sample
see ‘man 5 dhcpd.conf’

ol e W I

option domain-name "alice.com";
option domain-name-servers 192.168.8.253;
|

default-lease-time 600;
max-lease-time 7200;

subnet 192.168.8.8 netmask 255.255.255.8 {
range 192.168.0.100 192.168.0.149;
}

host dhcp-cl{
hardware ethernet 808:8c:29:09:3a3:08;
fixed-address 192.168.98.120;

}

fic B 52t & JE DHCP: service dhepd restart

THEE A AEEZ S HLRIpREAEDHCP 2 5 A 2 !
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1. AIT: BRBEDNSHRS 2, HERE X E XM, EM, RMEXH, EiEnamed RiGE B ki, £%
J k% B — Fnameservergiok T »



|2 *nameddcont X |- mamedcont

[options {
listen-on port 53 | any; }J*
listen-on-vé port e b
directery “/var/namsed"; #ﬁfﬁj‘-}ﬂn?
dusp-file *“/var/named/datascache” dusp.db™;

statistics-file */var/nased/

memstatistics E
recursion yes;

dnssec-enable yes:

dnssec-validation yes;
dnssec-loockaside auts;

/* Path to ISC DLV key =/

bindkeys-file =/etc/nased. iscdlv.key";

managed- keys-directory =/ var/nased/dynamic®;

ix
| legging {
channel default debug {
file "data/named. run®;
severity dynamic;
| E
|k
zone =." IN {
type hint;
I file “named.ca”;
Ik
rone “bob.com”® IN {
Type master;
file “named.bob.com”;
k

type master;

file “named.172.16. 5 ;

zone *5.16. 072 . in-addr . arpa® IN {

| named.bob.com X

a/named_$TaTE.TNL";
Jdata/named mem stats.ini™;

BTTL 3H
@ IN SOA master.bob.com. admin.mail.bob.com. (

8 ; serial

10 ; refresh

1H ; retry

W ; expire

3H ) ; minimum

IN N5 master.bob.com.

master.bob.com. IN A 172.16.5.254
@ IN Mx 16 mail.bob.com.
mail.bob.com. IN A 172.16.5.254
ftp.bob.com. IN CHAME master.bob.com.
ww . bob . com. . IN | [ CNAME _ , master.bob.com.
client.bob.com. - IN Y Re- YoHll- 177,164,518



' named.172.16.5 X |

BTTL 3H

@ IN S0A master.bob.com. admin.mail.bob.com. |
] ; serial
1D ; refresh
1H i retry
1w ; expire
3H )] : minimum

@ IN NS master.bob.com,

254 IN PTR master.bob.com.

254 IN PTR mail.bob.com.

10 IN PTR client.bob.com.

[soatilyy naxed]$ service named Cestar:

[ rootllyy named] ¥ service namsd restart

& named : ik

B & nomed - [ =

7 EEiWEBHEZ

[zootdlyy mazed]$ sscv¥ice hotpd Eestac:

8) pAAne
FHE3HROtepkl Rudpi80i4 0.

[zoatdlyy mazed] i iprables -I INPUT -p mep —-dpset 53 -4 ROCEPT
[zootdlyy named] ® iptables =I INFUT =p udp ==-dpoxt 53 =j ADCEFT
[rootdlyy namad]$ iptables,=I INPUT =p top ~m BSTats ==scate NFW -m taop ==dporec 80. =

1+ RCCEPT

[zoctflyy MEE gedis /etc/zesclv.cons

resolv.conf (fetc) - gedit

THE) REE) W) WBS) TRTD D) MEIH)
| Bar v Qe S G P AN

| resolv.conf 3 |
# Generated by NetworkManager

# No nameservers found; try putting DNS servers into your
# ifcfg files in fetc/sysconfig/network-scripts like so:
R

# DNSLl=xxx , xxx, X, ke
# DNSZ2mxxx, xux, X, Kxx

i . foo.com
ameserver 172,165,254

F M DNSHz %525 :
FDNS:



2 named.cond X

options {
listen-on port 53 { any; };
directory =fvar/namsed®;
dusp-file “/fvar/namedSdatafcache dump.db®;

statistics-file *svar/nased/datasnamed STats.txt™;
memstatistics-file =/var/nased/datasnased mem stats.txt™:

: { anv: b:
allow-transfer {192.168.8.353; };: ]

rone == IN {
type hint;
file “named.ca";

E

E

zone “alice.com®
type master:
file “named.alice.com”;

IN {

E

Ione “8.168,192. in-addr.arpa® IN {
type master;
file “named.192.168.87;

IZ

|| named.alice.com 3 |

[§TTL 3H
| @ IN 504 master.alice.com. admin.mail.alice.com. (

@ ; serial

1D ; refresh

1H ; retry

W ; expire

IH ) ; minimum
@ IN NS master.alice.com.
master.alice.com. IN A 192.168.08.254

]| s SLAVE,.AL1CE. Com.

slave.alice,.com. IN A 192,168.8.253
5@ IN M 18 mail.alice.com,
|mail.alice.com. IN A 192.168.0.254
| ftp.alice.com. IN CHAME master.alice.com.
|www.alice.com. IN CNAME master.alice.com.
client.alice.com. IN'| LA 192.168.6.18

|7 named.192.168.0 X
[STTL 3H
a IN S0A master . alice.com. admin.mail.alice.com. (
] ; serial
10 : refresh
1H  ; retry
W ; expire
3H ) minimum
a IN NS master.alice.com.
h IN NS slave. alice. com,
254 IN PTR master.alice.com.
253 IN PTR slave.alice.com.
254 IN PTR mail.alice.com.
18 IN PTR client.alice.com!




FBIDNS: A FTHREFEE !

memWfﬂ

options {

listen-on port 53 { any; };

directory */var/named®;

dump-file =/varsnamed/data/cache dump.db”;
statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named mem stats.txt";

i

lpone "alice.com” IN {

type slave;

file "slaves/named.alice.com™;
masters {192.168.8.254;};

ZI:one "@.168.192.in-addr.arpa” IN {
type slave;

file "slaves/named.192.168.0";
masters {192.168.98.254;};

1

L. MEFT ! KB E:

cptiona |
listen=on port 52 [ any: }:
directory = fvarfnamed”;
dump-file “/var/named/data/cache dump.db®;

statistica=£file "/var/named/data :mm.ed._:ltnt s.txt":
mematatistica-£ile "/var/named/data/nased mem stats.txt™;
allow—query { any: ):
allow=transfer [nener }:
1:

zone "-" IN {
type hint;

file "named.ca®;

zens “com® M {
type master;
£ila "pamed.com™;

ti



|¥] named.com X

$TTL 3H
i@ IN 50A master.com. admin.mail.com. (

8 ; serial

1D : refresh

1K : retry

W ; expire

3H ) : minimum

IN NS master.com.
: L 19

alice.com. IN NS master.alice.com.
master.alice.com. IN A 192.168.8.253
bob. com. IN NS master.bob.com.
master.bob.com. IN A 202.3.4.253
I
HAMN G S RATHAT T .
+. BB AR ST A
TE 2 R B Al R AE
[zeotflyy BE]$ gedis /ete/postfin/main.es
home_mailbox = Maildic/
heml dizestory = no
ines inserfaces = all
inet_protocols = ipwd
mail cwner = poatfix
mailg path = Susr/bin/mailg.pestfix
manpage_directory ® fusr/fshaze/man
mydestination = Smyhostname, localhoast.Smypdomain, localhest, Smydomain

mydomain = alice.com

myhostname ® mail.alice.com

mynstworks = 127.0.0.0/3

myerigin = Smydomain

newaliases_path ® fusr/bin/newaliases.postfix

quaus directory = fvaz/spoolipostfin

readme directory = Sfusr/share/doc/postfix-2.6.6/README FILES
za-ln:,l_d.:muir.: m fmydgstination, bob.com

sample direstary = fusr/ahare/doc/pestfin-2.6.6 samples
sendmail path = fusr/abin/send=mail.postfix

setgid group W postdrop

smepd c=lisnt restrictisns = permic sasl authenzicazed
smtpd_recipient_restrictions = permit_mynetworks, permit_sasl_authenticated,
reject_unauth destimaticn

smepd_aasl_suth_snable = yes

satpd_sasl_local domain = §myhostname

s=tpd sasl security oprions = nsanonymouy

unknown_leocal recipient_rejest_sode = 550

FEiBsaslfliE
v #5/ete/sysconfig/saslauthd % FEIMECH=pamci’ MECH=shadow



» EZsaslauthd

[zoot@lyy ME]# sezvice saslauthd stazt

s BEESELinuxalRE (MESFFH20sED)

[roct@lyy ME)$# setssbool —P allow_saslauthd_read shadew 1
o BIRTHSER R MRS ERINETIE

[zostdlyy SHH)# sestsaslaushd -u ussrl -p 123456 (LRAVEEEE)

[ root@lyy M E]# testsaslauthd -u userl -p 123456
0: OK "Success.”

7) ZHdovecotfiE

[rootdlyy M]t yum install dovecot =y

8) Efdovecot & (HEEZ4 LM

[roctdlyy MEE]# gedit /etc/dovecot/dovecot.conf

dovecot 3 4miEE 1
T T X 3% _E B B K B R -

. root@localhost S E]R iptables-save

¥ Generated by iptables-save vi.4.7 on Wed Dec 13 16:11:20 2017
tfilter

: INPUT ACCEPT [0: 0]

: FORWARD ACCEPT [0:0]

't QUTPUT ACCEPT [0:0]

-A INPUT -m state --state RELATED, ESTABLISHED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -p udp -m udp --dport 53 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 53 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 80 -j ACCEPT

-A& INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
=A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -p icmp -j ACCEPT

-& FORWARD -p tcp -m multipert --dports 25, 110 -j ACCEPT

-A FORWARD -m state --state RELATED, ESTABLISHED -j ACCEPT

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

¥ Completed on Wed Dec 13 16:11:20 2017
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