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using System;

using System.IO;

using System.Security.Cryptography;
using System.Text;

// Token: 0x02000003 RID: 3
internal class a
{
// Token: Ox06000004 RID: 4 RVA: Ox0000209B File Offset: 0x0000029B
private static void a(string[] A_0)
{
Console.WriteLine("Please Input Serial:");
if (global::a.a(Console.ReadLine(), "Kanxue2019") == "4RT1F9Ca2+0qExJwx68FiA==")
{
Console.WriteLine("Congratulations! : )");
Console.ReadLine();
}
}

// Token: 0x06000005 RID: 5 RVA: 0x000020D4 File Offset: 0x000002D4
public static string a(string A_@, string A_1)
{
byte[] bytes = Encoding.UTF8.GetBytes("Kanxue2019CTF-Q1");
byte[] bytes2 = Encoding.UTF8.GetBytes(A_0);
byte[] bytes3 = new PasswordDeriveBytes(A_1, null).GetBytes(32);
ICryptoTransform transform = new RijndaelManaged
{
Mode = CipherMode.CBC
}.CreateEncryptor(bytes3, bytes);
MemoryStream memoryStream = new MemoryStream();
CryptoStream expr_4F = new CryptoStream(memoryStream, transform, CryptoStreamMode.Write);
expr_4F.Write(bytes2, 0, bytes2.Length);
expr_4F.FlushFinalBlock();
byte[] inArray = memoryStream.ToArray();
memoryStream.Close();
expr_4F.Close();
return Convert.ToBase64String(inArray);

// Token: ©x04000003 RID: 3
private const string a = "Kanxue2019CTF-Q1";

// Token: 0x04000004 RID: 4
private const int b = 256;
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import base64
from Crypto.Cipher import AES
from binascii import b2a_hex,a2b_hex

miwen = base64.b64decode("4RT1F9Ca2+0qExIwWx68FiA==")

iv = "Kanxue2019CTF-Q1"

key = ''.join([chr(i) for i in [@x6D, OxDE, OxF7, OxA4, Ox3C, Ox00, Ox4F, Ox7D, Ox69, Ox83, Ox04, Ox4B, 0Ox1
cryptor = AES.new(key,AES.MODE_CBC,iv)

print cryptor.decrypt(miwen)
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