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Se || Address Length Type String

t 5] .rdata:0- 0000000C  C o 7 Y

t || 5] .rdata:0~ 00000006  C pass |

t s .rdata:0- 00000006  C B

t s . rdata:0- 00000006  C hoid

t s .rdata:0- 00000006  C #B/T

t \E .rdata:0- 0000003F C abecdefghi ABCDEFGHI TELMN jklnn012345678%cpagrs tuvwxyeOPQRSTUVWEYZ
t \j .rdataz0- 00000014 C KarfueCTF2019TustForhappy
t s .rdata:0- 0000000C  C & A pass|

t s .rdata:0- 00000004  C MFC42. DLL

t s .rdata:0- O00D000E  C MSVCRT. d11

t s .rdata:0- 0000000D  C KERNEL32. dl1

t 5] .rdata:0- O000000E  C USER32. d11
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Clind : :GetWindowTextA(v2, v1);

v3 = sub_401A3@((char *)vE + 100);

Str = CString: :GetBuffer((Clind *)}((char *)v8 + 108), v3);

if ( lstrlen(str) ) // MR T FEE9EH A pass”?
return Chind::MessageBoxA(ve, "1&%i A pass!”, 8, 0);

for ( 1 =@; Str[i]; ++1 )

{
if (ste[i] > "9 || str[i] < '@" ) /7 s AR EERE T @ =154
{
if ( str[i] » 'z' || str[i] < "a' ) // ©-9,a-z,A-Z:H SR FFF
{
if ( Str[i] > 'Z' || Sstr[i] < A" )
sub_4017B0();
else
v5[i] = str[i] - @x1D; /] EHEA-7  FEiEexid
¥
else
v5[i] = str[i] - @x57; /] BitRa-z BiFdEexs7
H
¥
else
{ o
vs[i] = str[i] - ex3e; // EifEe-9 i Eoex3e
¥
¥
return sub 4017F8((int)vs); /! EEZEsub_4017f0()

1BO0OL _ cdecl sub_4@17F@(int al)
21{
3| BOOL result; // eax

4| char Str1[28]; // [esp+D8h] [ebp-24h]
5| int v3; // [esp+F4h] [ebp-8h]

6| int i; // [esp+F8h] [ebp-4h]

7

8

1= 8;
9 v3i = 0;
10| while ( *(_DWORD *)(al + 4 * i) < Ox3E && *(_DWORD *)(al + 4 * i) >= @ )
11| {
12 Stri[i] = aAbcdefghiabcde[*(_DWORD *)(al + 4 * 1)];// abcdefghiABCDEFGHIIKLMNjk1mn@1234567890pqrstuviuxyzOPQRSTUVWXYZ
13 ++13
14| }
15| strif[i] = @;
16| if ( !stremp(Strl, "KanXueCTF2019JustForhappy™) )// B/EHISE 5 "KanXueCTF2019]ustForhappy” —H
HEH

17 result = sub_401770(); /] B
18| else

19 result = sub_4017BO(); /BT
20| return result;

210}

sub_4017f0() voiXAN B4 B i I T R 1N T AR ok
51D 1



table = "abcdefghiABCDEFGHIJKLMNjk1lmn@1234567890pqrstuvwxyzOPQRSTUVWXYZ"
aa "KanXueCTF2019JustForhappy"
bb = []
for i in aa:
bb.append(table.index(i))

flag = ""
for i in bb:
if @ <=1 <= 9:
flag += chr(i + 48)
elif 9 < i <= 35:
flag += chr(i + 87)
elif 36¢<= i <= 61:
flag += chr(i + 29)

print flag
#jOrXI4bTeustBiIGHeCF70DDM

BE B RN T EERAODRTHS IR RN MR R

EN FILES
e
0123456789abcdefghi jklmn opgrstuvwxyzABCDEFGHIIKLMN
s abcdefghiABCDEFGHI] KLMNj klmn@1234567890pqrstuvwxyzOPQRSTUVWXYZ
W api
ACG
5 FC 66008{mov [local.1], douyin
F8 8008(mov [local.2], fiv KanXueCTF2019JustForhappy
5 BC CO35{mov [local.17],cm.B640835CH ) wBjX2FoTrcabAv2@lrknIBll6
[local.s4],cm. 06403580 - kuaidi
kuaidi2
833C81 3E g mimi
7D 38 I short cm.B80401857 mimi2
8855 FC [local.1] .
8BA45 08 i
833C90 00 & Good Luck!
7C 2! ;
7C 24 [H short cm.084681857 TSI

8B4D FC nov local.1]
8855 08 nov e arg.1]
8BO4BA nov eax,
8BUD FC mov ecx,[local.1]
. 8B95 SOFFFFFI| mov edx,[local.4h]
LLEDRCESY | - B8ABuG2 nov

]
00401848|| . 884408D DC byte ptr ss:[ebp+ecx-@
0040184 8B4D FC local.1]




OPEN FILES

® JR % R
abcdefghi jklmn opqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ
P EIEIERS abcdefghiABCDEFGHIJ KLMNj klmn@1234567890pqrstuvwxyzOPQRSTUVWXYZ
¥ [ api
» Il ACG
» B8 douyin jOrXI4bTeustBiIGHeCF70DDM
fiv KanXueCTF2019JustForhappy

N e C gger Options Windo! H
BB B ) @O b vF e X b @0 O[Fo debugger T EE AT PEREEE
[l | 1| | 4 E
2 [ Resular function Ml Instruction Data || Unexplored External symbol
o & x ID4 Wie— [ Fzeudocod [ = Strings win- [ [l Hex wiew @ A structu~ [ [ElEnums £ Inpo- & E2] Expor- [
~ BOOL _ cdecl sub_ 4017F@(int my_str)
{
BOOL result; // eax
char Str1[28]; // [es
int j; /f [esp+Fsh] [ 1
i ; /I [esp+F8h] [ebp-4h]

=
W N o s W oo o s W

ji=6;
while ( *(my_str + 4 * 1) < Bx3E && *(my _str + 4 * 1) >=0 )
i
il Stri[i] = aAbcdefghiabcde[*(my_str + 4 * i)];
il ++i;
1.
i} Stri[i] = 8;
6| if ( !stremp(Strl, "KanXueCTF2019JustForhappy") )
Il result = sub_401770();
i else
i\ resu = sub_4017B0();
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