Kali SteghideF 5[ S T A

AN N F 2020-09-15 19:23:56 K 1 1326 e 7
SRER: BETH CERE: linux Z4K]
FRAUE B : ASCAEERAISCE, 5 CC 4.0 BY-SA MR, H8iFMH EFESCH s mA RS,
ACEERE: https://blog.csdn.net/weixin_46700042/article/details/108565769

BETH ERRRENE

7RXEOITH
BB

Kali linux SteghideF ¥R E T A

1.4 A (B4R 5 T H—steghide)

Kali Linux#{F 2 S0l ¥ R RS EM & it T, HERMZSN, XENARI—MREREITIRE: K BRSO E A B

it . Steghideft—FITRIIFRBERYA:, B AR — 3K E 7 BUE — DN FHOCHFH RBRMMER S, WEASIEHAE
BEERFREFOHRE T EARSE. TWH, ROMECHDERBE T RERFREFHPT . RE— TR,

AT DASR HUR BERAE B B A0 A B B 3 S

2.%2 % steghide I A 2| Kali linux

SRR EIKali Linwd® 58 EHOLHTE, TBARET U T & AT EH .
# apt-get update

YURAEHTHE, RIAEL REN T itisteghide TR N ZIRkal RZiH .
# apt-get install steghide

TR A R rootBU BR A&, 45 80T AN _Lsudo.
IR LAE, 7T Ll steghide —-helpfr &8 EH — T H B

3.15 /i steghidel& 5 > f4:


https://blog.csdn.net/weixin_46700042
https://blog.csdn.net/weixin_46700042/category_10227645.html
https://so.csdn.net/so/search/s.do?q=linux&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8%25E6%25BC%258F%25E6%25B4%259E&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_46700042/article/details/108565769
https://blog.csdn.net/weixin_46700042/category_10227645.html

RBRRCCAE, BATE B SRR SO R R BB I BAE (B R 8 ) » BATAT CAEFH A U EIR — AN E %
To

Jash %, BN B F. AR B s

# vim test.txt

T BAMRKNZS: [T hidden in the picture!!

3.1 R
ETRBAE T I APAT AL

1.steghide embed -cf [l F ST 84K] -ef [ Rl cfF] 2. [FI 4] 3. A1, RECSCHN AR, mBERMEREL, HEREE 4.
[ENTER]

hide

TH—THER, FEAERAT LR,

bk

32EBFCHA B IR XA KE ) KISCHE R
5 PAF & B BRGBRAE AP IS B

# steghide info background.jpg
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# steghide extract -sf background.jpg
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steghide embed -cf picture.jpg -ef secret.txt
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the first argument must be one of the following:

embed, --embed embed data

extract, --extract extract data

info, --info display information about a cover- or stego-file info display information about
encinfo, --encinfo display a list of supported encryption algorithms

version, --version display version information

license, --license display steghide’s license

help, --help display this usage information

embedding options:

-ef, --embedfile select file to be embedded

-ef filename embed the file (filename)

-cf, --coverfile select cover-file

-cf embed into the file filename’

-p, —-passphrase specify passphrase

-p use ‘passphrase’ to embed data

-sf, --stegofile select stego file

-sf write result to ‘filename’ instead of cover-file

-e, —-encryption select encryption parameters

-e none do not encrypt data before embedding

-z, --compress compress data before embedding (default)

-z using level (1 best speed...9 best compression)

-Z, --dontcompress do not compress data before embedding
-K, --nochecksum do not embed crc32 checksum of embedded data
-N, --dontembedname do not embed the name of the original file
-f, --force overwrite existing files

-q, --quiet suppress information messages

-v, --verbose display detailed information



extracting options:

-sf, --stegofile select stego file

-sf extract data from

-p, —-passphrase specify passphrase

-p use to extract data

-xf, --extractfile select file name for extracted data
-xf write the extracted data to

-f, --force overwrite existing files

-q, --quiet suppress information messages

-v, --verbose display detailed information

options for the info command:
-p, —-passphrase specify passphrase
-p use to get info about embedded data

To embed emb.txt in cvr.jpg: steghide embed -cf cvr.jpg -ef emb.txt
To extract embedded data from stg.jpg: steghide extract -sf stg.jpg
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