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0x1 base64?

1.7 H #iR
GUYDIMZVGQ2DMN3CGRQTONJXGM3TINLGG42DGMZXGM3TINLGGY4DGNBXGYZTGNLGGY3DGNBWMU3WI===
2R

base64?R iZ%Ebase XK, B4 decode—TF .

import base64
strl="GUYDIMZVGQ2DMN3CGRQTONIXGM3TINLGG42DGMZXGM3TINLGGY4DGNBXGYZTGNLGGY3DGNBWMU3WI==="
try:
print base64.b64decode(strl)
except:
try:
print base64.b32decode(strl)
except:
print base64.blédecode(strl)

23345 504354467b4a7573745f743373745683476335(66346e7d, REAE, TNt ZRFMTLT ~

flag=""

key="'504354467b4a75737451743373745t683476335f66346e7d"

for i in range(9,len(key),2):
flag+=chr(int(key[i:i+2],16))

print flag
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USS Lab. - Ubiguitous System Security Lab.

EE MMt ERE | Ead EEE
Ubiquitous System Security Lab. Welcome to USS({Ubiquitouse System Security) Lab. US

Lab. belongs to Electrical Engineering College in Zhejiang University. ..
www.usslab.org/ ~ - BERES
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0x3 veryeasy
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myubuntu@ubuntu:~/Desktop$ strings veryeasy
__ PAGEZERO

| TEXT

| text

| TEXT

__unwind_info

| TEXT

___DATA

__data

___DATA

_ LINKEDIT

Jusr/lib/dyld
Jusr/Llib/libSystem.B.dylib
PCTF{strings_1i5_3asy_isnt_i7}
__mh_execute_header

smain

__mh_execute_header

_main

dyld_stub_binder
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UnicodefFELRTE F AFEILITRET , BEA—LF, AUnicodeEimiidoni], UnicodeBAMA | — M E T RFmEEs
¥, JX§iE: U+FFFD REPLACEMENT CHARACTER.

A2 U+FFFDRIUTF-B4REBESE , 18T "wefubfubd'. 3081 wefubfubd', EEE A, {AlI0 "wefxbfxbdxefxbixbd',
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0x7 veryeasyRSA
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p = 3487583947589437589237958723892346254777 q = 8767867843568934765983476584376578389
e =65537

Rd =

HIRZPCTF{d}
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— Keysize (Bits) Number Base —
255 I 10 - I

X

— Random data generation ——— — Public Exponent (E) [HEX]
Seedfile loaded. 0% 3007
[

1zt Prime (P}

348758394 750804375809237958723892346254777

2nd Prime (Q}
B76785673435658934765933476584376578389
Modulus (N} [R] Bits

30578675145816634962204467309994126955968568987449100734690153203822106214253

Private Exponent (D}

191785687961555604236750757741428291538278837080277177233630776062607 17434369

Factoring info (Prime factors):

|Generate|| Test |

| caic.o | [ Factorn |

|_tep || ext |rUmHMSMWMerNDMwam

|Read3r. To create R5A Keys, press >5tarte now to generate some randomn data...

tE!
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AR, ERMETACHBRET, VREEKR IR KRG ?
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A A linuxiifile S &0 T 45 S b SO -
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mkdir ffffile &&sudo mount haha ffffile

BRETUEBEXHPRAE
BATR IR AR2534 RBE — N F RS
T AT DAEIX £ 7 75 R R 15 Elflag.

flag=""
for i in range(254):
file=open('ffffile/ +str(i))

flag+=file.read()
file.close()
print flag




myubuntu@ubuntu:~/I opS python kkkkk.py
Haha ext2 file system is easy, and I know you can easily decompress of it and fi
nd the content in it.But the content is spilted in pieces can you make the piece

s together. Now this is the flag PCTF{P13c3_7oghter_i7}. The rest is up, to you.
Cheer up, boy.
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sum=0

for i in xrange(1000000000) :

if i%3==0 or i%5==0:

sum+=1i

print sum

—/ME B /N A 7S Blflag,iX BE R — € B A xrange, AN E Hrange!
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*(_WORD *)v5 = OxDDABuU;

v5[2] = 0x33;
v5[3] = ox54;
v5[4] = ox35;

v5[5] = OxEFu;
printf((unsigned __int64)"Input your password:");
_isoc99_scanf((__int64)"%s", v6, *(_QWORD *)v5);
if ( strlen(ve) == 26 )
{
v3 = OLL;
if ( (v6[@] ~ @xAB) == listl )
{
while ( ((unsigned __int8)v6[v3 + 1] ~ (unsigned __ int8)v5[(signed __int64)(((signed int)v3 + 1)
{
if ( ++v3 == 25 )
{
printf((unsigned __int64)"Congratulations!");
return 0;

}

printf((unsigned __int64)"Password Wrong!! Please try again.");
return 0;

W— TS5 W15 2iflag.

v5=[0OxAB, 0xDD, 0x33,0x54,0x35,0xEF]

lists = [@xfb,0x9%e,0x67,0x12,0x4e,
0x9d,0x98,0xab,0x00,0x06,
0x46,0x8a,0xf4,0xbd,0x06,
0x0b,0x43,0xdc,0xd9,0xa4,
ox6c,0x31,0%x74,0%x9C,0xd2,
0xa0]

flag=chr(v5[0]*1lists[0])

for i in xrange(1,len(lists)):

flag+=chr(v5[i%6]*1ists[i])
print flag

5 3flag:
PCTF{r3v3Rse_i5_v3ry_eAsy}

0x11 Secret
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http://web.jarvisoj.com:32776/

EEMWIMN K, 7T LLIRESECIflag )74 8 .

| Rt http://web.jarvisoj.com: 32776/

Wkhik: GET
infEthht: 128.26.131.152:32776
Y5 @ 200 ok [[EHATER wEIEE [FRiL
RE#: HTTP/1.1
HiEEEL
- 321
Date: "Wed, 23 Aug 2017 11:24:34 GMT" ==l
Server: "Apache/2.4.18 {Unix) OpenSSLy... perl/2.0.8-dev Perl/v5.16.3" [EETEE

X-Powered-By: "PHP/5.6.21"
Secret: "Welcome to phrackCTF 2016"

Content-Length: "26" —— =il =)

Keep-Alive: "timeout=5, max=100" g
Connection: "Keep-Alive" =il =)
Content-Type: "text/html; charset=UTF-8" [ 788
b R (432 FH)
R b RBBBITEREXT .
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T YLKt B IRIZ B AR 2 AR BATT — R B — B AR A 4 -
bacoN is one of aMerlCa’S sWEethEartS. it's A dARIinG, SUCCUEnt fOoD tHAt PalRs FlawLE
Ha, NaBEFHA? LEHXBEEALLKXT, AASARNER? IREERAEF K ZHLG?
REMR: PCTF{RRILH ZHL)
fi# R 12
RN, ERAMAE, NEMWARREKIage T — 78 AHIEBILE T HE,



#coding:utf-8

import string

letters=string.uppercase

a="bacoN is one of aMerICa'S sWEethEartS. it's A dAR1linG, SuCCulEnt fOoD tHAt PaIRs FlawLE"

stril=""

str2=""

keyl={"A":"aaaaa","B":"aaaab","C":"aaaba","D":"aaabb","E":"aabaa","F":"aabab","G": "aabba","H": "aabbb",
"T":"baabb",

"U":'babaa',
'V':'babab',
'"W':"'babba"',
'X':"babbb"',
'Y':'bbaaa',
'Z':'bbaab'}

key2={"a':"AAAAA','g':'AABBA', 'n':"ABBAA"','t':'BAABA",
'b':"AAAAB','h':'AABBB', 'o':'ABBAB','u':"'BAABB','v':'BAABB',
"c':"AAABA',"i':'ABAAA','j':'ABAAA','p':"'ABBBA', 'w': 'BABAA",
'd':"AAABB', 'k':'ABAAB', 'q':'ABBBB', 'x':"'BABAB’,
'e':"AABAA',"1":'ABABA', 'r':'BAAAA','y':"'BABBA’,
‘f':"AABAB', 'm':'ABABB', 's':'BAAAB',"'z':"'BABBB'}
listi=[]
list2=[]
templ=""
temp2=""
num=0
for i in a:
if i.isupper():
templ+='b'
temp2+="'B"
num+=1
if num%5==0:
listl.append(templ)
list2.append(temp2)
templ=""
temp2=""
elif i.islower():
templ+="a’
temp2+="A"
num+=1
if num%5==0:
listl.append(templ)
list2.append(temp2)
templ=""
temp2=""
#
for i in listl:
for j,k in keyl.items():
if i==k:
stril+=j
print "ZHE—F:"
print strl+'\n'
for i in list2:
for j,k in key2.items():
if i==k:
str2+=j
print "% _fF:"
print str2



0x13 Easy RSA
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B&IN. em LAt E iid, XERATELARSA Tool.

& RSA-Toal 2 by tE! — *
T N, = r — Keysize (Bits) Number Base —
H 256 10 -
- = yoor 2 e I =l
— Random data generation ——— — Public Exponent (E) [HEX]
fd47e69b 100% 7
1zt Prime (P}
13574881
2nd Prime (Q}
| [23781539
Modulus (M) [R] 255 Bits
322831561921859

Private Exponent (D}
42108458725927

Factoring info (Prime factors): 0

PRIME FACTOR: 13574881
PRIME FACTOR: 23781538

|Generate|| Test |

| calc.D | | Factorn |

| tep || e | [~ Use MPQS methed only [ No time checks

Done. Yl

e B % 3=93C"d mod NI AR M # I, &5 A NasciifiiF 7.

EH Big Integer Calculator v1.00 Jul.2007 — b4

4 [2420941312795916

Y 421084587 25827

z 322831561821858

Ans
Que 0
ged
A

Mod
Rem (362008665
gmd
B

|x=¥| [%=v| [xev| [xrv] [xn] [x(/m]|[xvwo0z|

[x 1] [eco(x, v] [43%-Y mod z|

|Base 2 (8B {«10 { 16 { 36 (" 60 (" 64 (" 256 |

I:Hits: x48 v-46 z-49 A0 B-30 | ABLOE | | Exit |

B J5 18 %lflag HPCTF{3a5Y}
0x14 ROPGadget
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VLI R % IPWNIRZAL, LU FH —BROPGadgetfiL g iE 4 Fr5, &R TABBINBRLD(RE, NEETHK)

XCHG EAX,ESP



RET
MOV ECX,[EAX]

MOV [EDX],ECX

POP EBX

RET

R A: PCTFIRIER)
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DT RIFEE T, AEREF24R, RERKiEiflag APCTF{volatility}
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XYYY YXXX XYXX XXY XYY X XYY YX YYXX
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def getMorse(s):
morse=""
for i in range(len(s)):
if s[i]=="X":
morse+="."
elif s[i]=="Y":
morse+="-"
else:
morse+=s[i]
return morse
s="XYYY YXXX XYXX XXY XYY X XYY YX YYXX'
print getMorse(s)

BE-. —— - - -
G HR— AR TSR (P S EIUBLUWEWNZ, ARUUAEIXMTE T, SRER LEIFAN . FEIREE A4 7 LS Eliflag~

#http://rotl3.de/index.php

s="JBLUWEWNZ"
for j in xrange(26):
flag=""
print str(j)+':",
for i in s:
if(i>="A" and i<='Z"):
temp = ord(i) + j
if temp>ord('Z'):
temp = temp - 26
flag +=chr(temp)

elif i>='a' and ic='z":
temp = ord(i) + j
if temp>ord('z'):
temp = temp -26
flag +=chr(temp)

else:

flag +=i
print flag

0x16 Baby’s Crack

& H #R

BARMME, REFRAZHUT, ACEEHE.
fi# R 2



WA DA B RS

wvhile { feof{=*{ (QWORD =)&argc, arqu, vd, via) == 8 )}
{

ul? = fgetc{=*({ OQWORD =)&argc, argu, v?, vin);

if { vi7 = -1 && vi7 )

{
if { vi7 > 87 && vi17 <= 96 )
{
17 += 53;
¥
else if  vi7 <= 46 )
{
ul17 += u17 % 11; |
¥
else
{
u17 -= ui17 % 61;
¥
fputc{={ OQWORD =)&argc, argu, vui5, {unsigned int)jul?};
¥
H
RIXRA T BB 7 VMR S

5 R R ) N B B R R R AT 45 Elflag.

file=open('flag.enc','r")
s=file.read()
flag=""
for i in range(len(s)):
for j in range(128):
if j>47 and j<=96:
k=j+53
if k==ord(s[i]):
flag+=chr(j)
break
elif j<=46:
k=j+3j%11
if k==ord(s[i]):
flag+=chr(j)
break
else:
k=j-j%61
if k==ord(s[i]):
flag+=chr(j)
break
print flag
file.close()
key=""
for i in range(9,len(flag),2):
key+=chr(int(flag[i:i+2],16))
print key

0x17 Help!!
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TEHTRERIARMEINER B4, XERZEME, FZipCenOpiia £ I &IRE—word L.
KFword&R 24 R AR FHword K 4 I BB R ThRe R H , X LEMRE.
f# & J5 15 2lflag:PCTF{You_Know_moR3_4boUt woRd}.

0x18 Shellcode

& H ik

ER—NRBE, B4t £ Mshellcode?

X B4R —Btshellcode, ka8 IEH 8 F 3 B /5159 Blflaghd ?
fif R 72

—“/ shellcode 2448 /& BT !

#include <stdio.h>

unsigned char shellcode[] = "\Xx50\x59\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x
int main()

{
int (*ret)() = (int(*)())shellcode;
ret();

4 iFiz T B AT 8 Blflag:PCTF{Begin_4_good_pwnn3r}.
0x19 A Piece Of Cake
B H#R

nit ygmg mqrgn bxw mtjtm nq rgni fiklvbxu mqrgnl xwg dvmnzxu Igjnyxmt xatwnl, rzn nit uxnntm xmt zlzxuuk mtjtmmtg nq xI rgnl. nitmt
vl wq bawltwlzl qw yivbi exbivwtl pzxuvik Xl mgrgnl rzn nitmt vl atwtmxu xamttetwn xeqwa tsftmnl, xwg nit fzruvb, nixn mqrgnl ntwg nq
gq lget gm xuu qj nit jquugyvwa: xbbtfn tutbnmgwvb fmgamxeevwa, fmgbtll gxnx gm fikivbxu ftmbtfnvgwl tutbnmgwvbxuuk, gftmxnt
xznqwqeqgzluk nq lget gtamtt, eqdt xmqzwg, gftmxnt fikivbxu fxmnl gj vnltuj gm fikivbxu fmgbtlltl, ltwit xwg exwvfzuxnt nitvm
twdvmagwetwn, xwg tsivrvn vwntuuvatwn rtixdvgm - tiftbvxuuk rtixdvgm yivbi evevbl izexwl gm gnitm xwvexul. juxa vi
[zrinvnzntfxlividtmkixikkgzagnvn. bugltuk mtuxntg nq nit bqwbtfn gj x mgrgn vl nit jvtug qgj Ikwnitnvb rvquqak, yivbi Inzgvtl twnvnwtl yiglt

wxnzmt vl egmt bgefxmxrut ng rtvwal nixw ng exbivwtl.

g R
e 77 XN F BRI B B %, AT7ENttp://quipgiup.com/ EBEATIE LR AR «
fE e 18 2

the word robot can refer to both physical robots and virtual software agents, but the latter are usuall
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http://quipqiup.com/
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0x21 18 % i) # 85
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BRI —AMlag LA—Foin & 7% X 0 68 A AT N, (A B HWELCOMETOCFF I f5 % 3L A
000000000000000000000000000000000000000000000000000101110000110001000000101000000001 &4 #f7 thiflag. Flag
PSAVIVONCESE:

R R
— AN EE R INE TR, BT

# coding=utf-8
#--author:Magician--
miwen="'00000000000000000000VVVVVVPVVVVRVVVVRRVV000RR0101110000110001000000101000000001 "
passdict={"'A':'1000001','B':'1000010','C':'1000011', 'D': '1000100','E':'l000101', 'F' :'l000110', 'G':
password="WELCOMETOCFF'
li=[]
for i in password:

li.append(passdict[i])
flag=""
for i in range(0,len(miwen),7):

test=miwen[i:i+7]

test=int(test,2)

testr=int(1li[i/7],2)

for i,j in passdict.items():

if test==int(j,2):
flag+=i

print 'fEE/INELERN %s ' %flag

BB FH, flagikFlag_is_hereIXANAPHI#L, HOBEEHME.
i it 72
PART S, S &0 T LA linuxE # aircrack-ng #EAT 8 AR .

aircrack-ng -a2 -w password.txt wifi.cap
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